CxoBulle Azure

CxoBuie Azure — 11e XMapHe pilIeHHS I 30€pIraHHs Cy4acHUX JOAATKIB, IO 3a0e3Meuye
BHUCOKY JIOCTYIIHICTb 1 MacCIITA0OBAHICTh JIJIS 3aJOBOJICHHS aKTyaJIbHUX NOTpeO. CepBic
30epekeHHs B AZUre Ma€ BUCOKMI CTyIIIHb MacIITa0OBAaHOCTI, JO3BOJISIOUM 30€pirary 1

00po0IATH COTH1 TEPAOAUT NAHUX IS MIATPUMKH CLIEHAP1iB 3 TaHUMH BEIUKOTO PO3MIpY,
K1 HEOOX1/IH1 JJIsl JOCIIIIHUIBKUX, aHATITUYHUX (DPIHAHCOBUX 1 MYJBTUMEIIMHUX TOAATKIB.
Ha mannit MomeHT B AZUre 30epIraroTbCs I€CATKU TPUIBHOHIB YHIKAIBHUX KI1€EHTCHKUX
00’€KTIB 1 00pOOJISIOTHCS B CEPEAHBOMY M1UIBMOHHU 3aIUTIB B CEKYH]TY.



Tunum 1auux

CTpyKTypOBaHi 1aH1 — MOKHA OIIMCATH 3a JOIIOMOTOIO
CXeMU

HamiBcTpyKkTypoBaHi JaHi — 1aH1 3HAXOISITHCS B PsIAKAX, alie B PSAJIKY HE
MOXYTh OYyTH OIHUCaH1 CXEMOIO

HectpykTypoBaHi iaH1 — daiiiau 3 300pakeHHIMU, P1IbMHU, TEKCTOBI
(aitnu




Cnyx6bu cxosuiua Azure

e Azure 06'egHye YOTMPKM CNYKOM JaHUX Nig HA3BOKO
cnyx6bu cxoBuua Azure.

* BLOB-06'ekTn Azure — cxoBuLLE A5 BE/INKUX

TEKCTOBWX Ta ABiMKOBUX dainnis, TOBTO ® _ @ O -3 &
HeCTPYKTYPOBAHUX AaHMX. ORGSR ORRY R ) AawesQL Anure Cosmos DB
* ®dannn Azure — cxoBuLle AnA 36epiraHHA ¢pannis. ??]E
* Yepru Azure - cxosuie ana 36epiraHHA Xpasmamue AZUre

NOBIAOMNEHb.
e Tabnuui Azure — cxoBuLLE A5 HANIBCTPYKTYPOBAHUX

JaHUX.



HagnunwekosicTb AaHmx (Data Redundance) - KntoyoBa apxiTekTypa
CXOBMLWA AaHUX Azure, AKa rapaHTyE HaAiMHICTb 30epiraHHA AaHUX.

* Azure NigTPUMYE KOnii AaHUX 3@ HACTYMHUMM CXEeMaMU

e J/loKanbHO HagAnwWwKoBi AaHi (LRS) — aaHi KonitotoTbeA B
OZlHOMY CXOBMULLE.

 Hapnuwekosi aaHi 304U (ZRS - Zone-redundant Storage)

 Hapnuwekosi paHi B Aekinbkox perioHax (GRS - Geo-
redundant storage)

* HagaunwkKosi gaHi B AeKIiNbKOX perioHax AnaAa YnTaHHA
(Read Access-GRS)
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Hagnunwkosi gaHi 30HU (ZRS - Zone-redundant Storage)
— NaHI KONIHOKTbLCA CUHXPOHHO MO 3-X 30HaxX AOCTyNy.
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Hapgnunwkosi aaHi B AeKinbKox perioHax (GRS - Geo-
redundant storage)— AaHi KONitOIOTbLCA ACUHXPOHHO B
perioHi «aybnepe», ane CUHXPOHHO B panan PerioHy.
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HamuimkoB1l gaH1 B JEKUIBKOX PErioHax JJISI YHMTaHHS

(Read Access-GRS)-nanaerscst MOXKIUBICTE

TAHUX 3 PETIOHY «IyOJepar.
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Azure Blob Storage — e pimreHHs a1 30epiraHHs BETUKHX 00CSTIB HECTPYKTYPOBaHMX JaHuX y xMmapi Microsoft Azure. Bono mo3Bossie
30epiratu nani y Bursaai o0'exriB (blobs), Takux sk TekcroBi abo aBiiikoBi ¢aiiau. Lle momynspHe pillieHHS JUIS CTBOPEHHS PE3EPBHHUX
KOTI1H, apX1BiB, 30epiraHHsa MyJbTUMEIIMHUX JaHUX, a TAKOXK JJIs1 0OPOOKH aHAITUYHUX BEJIMKUX JTAHUX.

OcnosHi komronentu Azure Blob Storage:

Storage Account (o0OikoBuit 3amuc 30epiraHHs):

e noriyHa oguHUIL, sIKa Hajgae poctyn go Azure Storage. O0aikoBHit 3alIiC € KOHTCHHEPOM JIJIs PI3HMX THUIIIB CXOBHII, BKiItoyaroun Blob
Storage.

OO6mikoBwii 3amwc 30epiraHHsS MOKe BUKOPHUCTOBYBATHCS ISl CTBOPSHHS 1 KepyBaHHS pi3HUMU THIamu cxoBui ganux: Blob, Queue, File i
Table Storage.

BiH Haga€e KOHTPOJIb AOCTYITY, MOHITOPUHT 1 YIPaBIIHHS 1Jis1 30€pEKEHUX JaHUX.

Containers (koHTeliHEPH):

KonTeitHep € sioriunum exzeMiuisipom y cxosut Blob Storage, mo mictuts rpymy Blob-06'ekris.

Koxen o0mikoBwHii 3armuc 30epiranHs MOXKe MICTHTH KiJIbKa KOHTCHHEPIB, a KOXKeH KOHTeHHep — HeoOMexeHy KUTbKicTh 00'ekTiB (blobs).

Blobs (00'exTn):

* Ile 6e3nocepenHpo AaHi, Ki 30epiraroThcs B KoHTeiHepi. Icaye Tpu Tumu blob-06'ekriB:

» Block blobs: 36epirarors TexcT ab0 nBiiiKOBi AaHi, SAKi iJ€aNbHO MAXOAATH AJIs 30epiraHHs BEIIMKUX (paiiiliB, TaKMX SIK JOKYMEHTH a00
MyJIBTUMEIA.

« Append blobs: e BapianT block blob, sikuit npu3Hadenuit as 3anKcy JaHUX y TOCHTIIOBHOMY MOPSAKY, HAIPHKIa:, IS JIor-baiiis.

« Page blobs: BukopHCcTOBYIOThCS MJIs 30€piraHHs JaHUX Y BUIISII CTOPIHOK 1 MiJXOAATH JIJIs CIIEHAPIiB 3 BUIIAIKOBUM JOCTYIIOM, TAKUX

K BipTyasbHi skopetki gucku (VHD). . Containes Bob
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OcuoBHi ocobdnuBocTi Azure Blob Storage:

MacmraboBanictb: Azure Blob Storage mo3Bossie 30epiraTi BeJIMKi 0OCSATH JTaHHX 1 JIETKO MacIITa0yBaTH 30epiraHHs y
BIINOBIJTHOCTI JIO BalllMX MOTPeEO.

I'mydkicTs moctyny: JlaHi MoxkHa 3aBaHTaKyBaTH abo 30epiratu uepe3 HT TP/HTTPS 3a momomororo APl REST, SDK, a6o
yepes nopranu Azure.

Texunomnoris "hot", "cool" 1 "archive": Blob Storage minTpumye pi3Hi piBHI 10CTYyILY:

* Hot: nys gaHuX, A0 SKUX YacCTO 3BEPTAOTHCS.

» Cool: nnsg jaHux, 10 AKUX 3BEPTAIOTHCS PiaKo (HaIpHKIal, apXiBH).

» Archive: nius naHuX, IO PiJIKO BUKOPHUCTOBYIOTHCS, ajie TOBUHHI 30epiraTucs MpoTATOM TPHUBAJIOTO ITEPIOJY.
besneka: Azure Blob Storage niarpumye mmdpyBaHHs JaHUX SK ITi1 Yac mepeaadi, Tak i mpu 30epiranHi. Takox
HNIITPUMYETHCS KEPYBaHHA TOCTYNOM 3a jiornoMororo Azure Active Directory (Azure AD) 1 TpaauiiiHUX TOCTYITHUX
tokeHiB (Shared Access Signature, SAS).

OCHOBHI clieHapii BUKOPUCTAHHS:

Pe3epBHE KOIMIIOBaHHS Ta apXiByBaHHS . J03BOJISIE€ 30€pIraTh BEJIMKI OOCITH JaHUX JIJIs PE3€PBHUX KOII1i a00 apXiBIB.
30epiranHs BEIUKUX (DailiIiB: BUKOPUCTOBYETHCS JIsl 30€pIraHHs BiA€O, ay/1io, 300pakeHb, dKYPHAIIIB Ta 1HIITUX
MYJIBTUMEIINHUX (ailiiB.

XMapHi JOJIaTKU: 11 0OOPOOKHU BEIMKHUX JAHUX 1 aHATITUYHUX JOAATKIB, JIe OTPIOHE MacoBe 30epiraHHs Ta 00poOka
1H(popMmarrii.



BLOB-00'extu Azure

BLOB-00'exTn He 00MeXYyIOThC nompeHuMu popmaramu daitnie. BLOB-00'ekT MoXke MICTUTH rirabaiTi IBIMKOBUX JTaHUX.

Hoctyn 10 06'exTiB y cxouiii BLOB-006'exTiB MO’kHa OTpUMATH 3 OyJIb-KOi TOUKH CBITYy 3a ipoTokoioM HTTP a6o HTTPS. KopuctyBaui Ta
KJIIEHTCHKI IIPOrpaMu MOKYTh 3BEpTaTHCS J10 BEJIMKUX JIBIHKOBHX 00'exTiB 3a qoromororo URL-aapec, REST API cioyx6u cxoBuia Azure,
Azure PowerShell, Azure CLI a60o kaieHTCBhKOI 010mi0TeKH CITy:k0u cxoBuia Azure. KimieHTChKi 010110T€KH CITy:KOM CXOBHMIIA TOCTYITHI IS

piznux Mo, y Tomy uucii .NET, Java, Node.js, Python, PHP ta Ruby:.

Cnyx0a cxoBuia AzUure npoIroHye pi3Hi piBHI JOCTYITY IJIsI CXOBUIIL] BEIMKUX ABIMKOBUX 00'€KTIB, sIK1 3a0€31€4yIOTh EKOHOMIYHE 30epiraHHs
YK y yny ) y

00'€KTIB TaHUX.
v' Tapsumii piBeHb cxoBuia: ONTHMI30BaHO [UIst 30epiraHHs JaHuX, 10 SKHX 9aCTO 3BEPTAOTHCS (HAIIPUKIIA, 300paskeHHs I BEO-CcaiTy).

v XonoaHuii piBeHb cxoBuiia: ONTHMI30BaHO s JaHUX, IKi BAKOPHUCTOBYIOTHCS HEYACTO Ta 30epiratoThes He MeHire 30 aHiB (Hanpukia,
paxyHKH JUTsl KIIEHTIB). XOJMOIHUMA PIBEHDb JOCTYITY: ONITUMI30BaHO JJIs 30€piraHHs TaHUX, /10 SKMX HEYaCTO 3BEPTAIOTHCS Ta 30€piratoThes

He menare 90 quiB.

v’ ApxiBHui piBeHb cxoBuina: [Ipu3HadeHuii 1yIst JaHUX, [0 BUKOPUCTOBYIOTHCS HEYACTO Ta 30epirarorhest He Mermie 180 IHiB 3 HECTPOrUMH

BUMOTAMH JI0 3aTPUMKH (HAINIPUKIIaa, Pe3epBH1 KOMIi sl JOBIOCTPOKOBOTO 30epiraHHs).



* Yepru Azure — cXoBHUIIE IS
30€epiraHHs HEBEJIUKUX OOCSTIB

TTaHUX. Sxi1 HEOOX1THO
ACHHXPOHHO o0poOIIsITH
SAKUMOCH IIPOIIECOM.

Hampukiiaa, Baur 10JaHOK Mae
3 3amayl, SAKy HEOOXigHO
BUKOHATH SIKOMYCh IIPOLIECY,
TOJA1 BH PO3MIIIYETE 111 3a7a4l B
yepry. I cTBOproere mporlec,
AKAM Oyae 1X aCUHXPOHHO
00pOOJIATH.
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e Tabnnui Azure— cxoBuwe Ana 36epiraHHA HaMiBCTPYKTYPOBAHUX JAaHMX. TaK AaHi
cknapgaetbca B NoSQL 6a3y gaHux. Ansa NoSQL tabaunu — He moxKHa BMKopuctoByBaTth SQL,
KAtOYi, IHOEKCH.

TADBLE STORAGE
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e daiimoBi cxoBuiia Azure MarwTh NHOAIOHY [0
BLOB cxoBuiy oprasizaiiito aje J0OCTYyII J0 TaroK 3
darimamu  orpumyerbcs  depes SMB  (Server
Message Block) nporoxon

« Server Message Block (SMB) — mnporokon
npukiaagHoro piBHs (y MepexeBid momeni OSl),
3a3BUYail  BUKOPHUCTOBYETHCS 11 HaJaHHA
PO3IJIEHOTO JOCTyIy 10 (aililiB, NPUHTEPIB,
MOCJIJIOBHUX TMOPTIB Mepeaadl JaHWuX, Ta I1HIIO]
B3a€MO/I11 MK By3J1aMH B KOMII'FOTEPHIN MEPEXKI.

 Ilpuknaguuii piBess (anmni. Application layer) —
BepxHiii (7-1) piBerp wmomenai OSI, 3abesmneuye
B3a€EMOJIII0 MEpEX1 i kopucTyBaya. Came Ha LbOMY
pIBHI TIPalIOIOTh BC1 MPUKIAJHI MOporpamu, sKi
BUKOPUCTOBYIOTh JIOCTYIl JO MEpEkKl, Takl SK
orsiaa4 BEOCTOPIHOK, CJICKTPOHHA TIOIIITA,
BigjajleHuil goctyn g0 ¢aimB Ta 1Hmi. Bci
NPOTOKOJIM  PIBHIB  HIWKYMX 32 [PUKIATHUAN
3aliMalOThCsl JOCTABKOKO JIAHUX, aJle KOPUCHMX JIJISI
KIHIIEBOTO KOpUCTyBaya (PyHKII1M HE HAJAI0Th.



daiiiin Azure — cnoci6 “lift and shift”
(mirpamiss — ©Oe€3 BHECEHHS 3MiH Yy
noaaHok). IlpunmycTumo, Ha JTOKaJIbHOMY
cepBepi BH 30epiraere naHi Ha gucky E:\.
Jns  wmirpamii  BM  CTBOPIOETE  CBIH
OOJIIKOBUM 3amuc JjIs 30epeKeHHS JTaHUuX
— B pe3yJbTaTl BU OTPUMYETE JOCTYII JO
Azure (ainoBux pecypcis.
BcranosmroeTe BiAmOBIAHICTE MK Azure
IManKkamMyd Ta ITanKaMd Ha JIOKaJbHUM
aucky E:\.

SMB (Server Message Block)
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Azure File Shares — 1ie cinyx06a 36epiranns daiiais B xmapi Big Microsoft Azure, sika 103BoJIsi€ CTBOPIOBATH 3arajibHi (haiijaoBi CXOBHINA i 30epiraHHs T
oOMiHy (aitmamu B XMapHOMy cepemoBuiii. s cayxba mpamroe 3a nporokosom SMB (Server Message Block), 1o m03Bossie KOprCTyBa4aM JIETKO MaITUT
(MoHTYBaTH) 111 (haliJIOB1 CXOBHUIIA HA CBOT JIOKAJIbHI MPUCTPOT, MOAIOHO 10 JIOKATBHUX MEPEKEBUX TUCKIB.
OcHnoBHi xapakrepuctuku Azure File Shares:
1.CninbHui noctyn a0 gpaiiis:
1. Azure File Shares Hagae MOXIJIMBICTh OpraHi3ailisM IITUTHCS daillaMu MiXK Pi3SHIMH CEpBEPAMH Ta KOPHCTYBauaMH 4epe3 MEPEKYy.
2.Ilporoxosu:
1. BuxopuctoBye SMB ta NFS (mst Linux cepenoBuir) st focTymy 10 ¢aiiis.
3.IuTerpanis:
1. Jlerko iaTerpyerbest 3 Windows, Linux i macOS cuctemamu. MoxHa ManmuTH (aiiioBi peCcypcH depe3 CTaHIapTHI 3aCO0M OIeparliifHIX CHCTEM.
4. JIoCTYnHiCThD:
1. Azure File Shares 3a6e3nedye BUCOKY HaliIHICTh Ta JOCTYITHICTh, TOMY (haiiii JOCTYITHI 3 Oy/Ib-sSKOi TOUKH CBiTYy Yepe3 [HTepHeT.
5.Pe3epBHE KONMiIOBAHHSL:
1. Azure 3abe3neuye MexaH13MH JUIsl pE3€PBHOTO KOMitOBaHHs (ailiIiB 1 BIAHOBICHHS iX y pa3i BTpaTH.
6.1lIn¢ppyBanus:
1. Bci nani B Azure File Shares mmgpyroTbcest K B cTaHi CIIOKOI0, TaK 1 ITiJ] 4ac rmepenadi.
7.Cuenapii BUKOPMCTAHHSL:
1. CnuibHe BUKOpUCTaHHSA (DAIIIB MK CEpBEPaMHU.
2. 30epiranHs Ta 0OMiH (aitamMu a1 MOOLTFHUX 1 BIJAJICHUX KOPUCTYBAYiB.
3. IHTerpaiiis i3 3aCTOCyHKaMH, 10 MOTPEOYIOThH (ailIOBUX CXOBHIL.



ITapameTpu 00,1iKOBOI0 3amucy 30epiraHus

OO6mnikoBUi 3amKc 30epiraHHs BU3HAYA€ MOJITHUKY, SIKa 3aCTOCOBYETHCS JO BCIX CIYXO CXOBHIIA B OONIKOBOMY 3amuci. SIK MpUKIaT PO3MISTHEMO

HACTYIIHY:

IHignucka: mianucka Azure, sika Oyae BUKOPUCTOBYBATHCS /ISl BUCTABJICHHS PaxXyHKIB 3a CIY>KOU 1IbOTO 0OJIIKOBOTO 3aITUCY.

Po3ramyBannsi: LleHTp 0OpoOKM JaHUX, B AKOMY 30€pIraTUMYThCS CITYKOU 1IbOTO OOIKOBOTO 3aIUCYy.

IIpoayxkTHBHIiCTB: BU3HAUYA€E, SIKI CIYKOM JaHMX MOKHA BUKOPHMCTOBYBATH Yy BalIlOMY OOJIKOBOMY 3amuci 30€piraHHs, a TaKOX THII JTUCKIB, SIK1

BUKOPUCTOBYIOTHCS 715l 30epiraHHs TaHUX.

v CraHaapTHMii: JOCTYIHI Oy/ab-Ki Cy»KOH TaHux (BEJIHKi IBiKOBI 00'€KTH, (aiiiik, uepru, Tabimili); BUKOpUCTOBYIOThCst HDD-uckw.

v Ipemiym Hajae 101aTKOBI ciry0u 30epirands ganux. Hanpukian, 36epirands HECTPYKTYPOBaHUX JaHUX 00'ekra y BUIsA OnokoBux BLOB-
00'exTiB 2060 nomanux BLOB-06'exTiB, a Takox crerfianbHe cXoBHILE (ailiB, ike BUKOPUCTOBYETHCS ISl 30epiraHHs Ta CTBOPEHHS 3arajbHUX
daitnoBux pecypcis kiacy I[Ipemiym. L{i 00mikoBi 3amucu 30epiraioTh HakonmudyBadi (aucku SSD).

Perutikamisi: BU3Haua€e cTpaTerito KOMOBaHHS JaHUX JJIS 3aXUCTY BiJl 300iB 00nMaJHAHHS Ta CTUXIHHUX JIUX.

v' MiniManbHa peInliKalis Ha3MBa€ThLCS JOKaNbHO HaumikoBuMm cxosuiieM (LRS), mo 3abesmneuye 3axucT Bix 300iB 00nagHaHHs, alle HE Bif
MoJlii, 31aTHOT BUBECTH 3 JIaJy BECh IEHTP OOPOOKH JTaHUX.

v’ € i Ginsln HajgiliHA anBTepHATHBA, HANPHUKIan reonammmkoBe cxosuine (GRS). Ilpu 1bOMY BHKOHYETHCS peEIUTIKAllis JO PI3HUX IIEHTPIB
00pOOKHM AaHUX MO BCbOMY CBITY.

PiBenb noctynmy. Busnauae, K MIBHUIKO BU 3MOXETe OTpuUMaTH MOCTyml a0 o0'ektiB BLOB B ob6mikoBomy 3amuci 30epiranus. [apsiumii piBeHb
JOCTYMy ONTUMI30BaHUM JJisl 30€pIraHHs JaHUX, 0 SKUX YacTO 3BEPTAIOTHCS a00 3MIHIOIOTHCS, 1 3a0e3mneuye MBUAMIMN JOCTYI, HI’)K XOJOIHUM, aje
3 MIABUIIEHUMHU BHUTpPAaTaMU Ha CXOBHUIIE. XOJOIHUI piBeHb NOCTYILY ONTHUMI30BAHO ISl 30€piraHHs JaHUX, 0 AKUX PIIKO 3BEPTAIOTHCS abo
3MIHIOIOTHCSI, 1 Ma€ HHKYY BapTICTh 30epiranHs. ['apsunii piBeHb HOCTYNy MIATPUMYE JIMIIE BETUKI JIBIMKOB1 00'ekTH. BiH 3a1a€ThCs 32 3aMOBYEHHAM
JUTSI HOBUX BEJIMKUX JBIMKOBUX 00'€KTIB.



PiBenb noctyny. BrusHavae, ik IIBUAKO BU 3MOXKETE OTpUMaTH 1octyn 10 00'ektiB BLOB B 0011KOBOMY 3amnuci
30epiraHHs.

Hot Access Tier (l'apsiue 30epiranns):
[Ipu3HauenHs: /g 4acTO BUKOPUCTOBYBAHUX JaHUX.
Bapricte 36epiranns: HaliBuimna mopiBHSHO 3 IHIIUMHU PIBHIMH.
Bapricts noctymy: Haiinnxkua.
TunoBi cueHapii: BUkopucToBY€eThCS JUIsl TaHUX, 0 SKUX YacTO 3BEPTAIOTHCS a00 sIKi MOTPEOYIOTh MIBUAKOTO JOCTYIY, HAIPUKIAA, JUIsl TOMATKIB, SIKI
BUKOHYIOTh YaCT1 YUTAHHS 1 3aI1HC.
Yac nocrymy: Malike MUTTEBUM.
2. Cool Access Tier (ITpoxosoxHe 30epirannsi):
[Tpusnauenns: s qaHux, 10 SIKUX 3BepTatoThes pimre (1-2 pa3u Ha MicsIIb).
Bapricts 30epiranns: Hikua, Hixk y Hot tier.
Bapricts noctyny: Bumia, Hix y Hot tier.
Tumnosi cuenapii: Jlani uis 1oBrorpuBaioro 30epiraHus, siki He 4aCTO 3MIHIOIOThCS, ajie iX MOxke OyTH HEoOXITHO OTpUMaTH 0e3 CyTTEBOI 3aTPUMKHU.
Hanpuknan, pe3epBHi Koriii, ICTOpUYHI JaHi.
Yac noctymy: MutTeBmii abo 3 MiHIMAJIBHOIO 3aTPUMKOIO.

3. Archive Access Tier (ApxiBHe 30epiranusi):

[TpuzHavenHs: J{ns apXiBHUX JTaHUX, 10 SKUX 3BEPTAIOTHCS JyKe piako (MeHmre 1 pa3y Ha 6 micsiiB abo HaBITh pijmie).

BapricTs 36epiranns: Haiinmxk4aa cepen ycix piBHIB.

Bapricte noctyny: HaliBuia, OCKUJIbKM HEOOX1THO 'pO3MOPOXKYBATH' 1aHil MEPE 10CTYIIOM.

Tunosi cuenapii: JJoBrocTpokoBe 30epiraHHs JaHUX JJIsl apXiBiB, PEryasTOPHUX BUMOI a0o JJid BIAHOBIEHHA Micis KaracTpod. JlaHi 3a3Buyail He
noTpeOyr0Th HETaHOTO AOCTYITY.

Yac noctyny: Bumarae n1ekinbKoX TOAWH 11 OTPUMAHHS TaHUX, MICJS YOr0 BOHU MOXYTh OyTH JOCTYIIHI.



Po3rnaHemo npuknag goctyny Ao anny 3 pisHem goctyny ApxiBHe 30epiranas

Showing all 1 items

|:| Mame Last modified Access tier Blob type Size Lease state

[ indexhtml 9/10/2024, 2:43:55 PM Archive Block blob 428 Available

You do not have access
Blab: index.html

This request is not autharized to perform this operation using this permission.

Summary

Session 1D Resource D

4h9744364bc84c0049c97d8c7a20a710c /subscriptions/801a84f6-579¢c-4bas-2c84-00c587a85bd. .
Extension Content

Microsoft_Azure_Storage BlobPropertiesBladey2

Error code Storage Request ID

403 5d747c16-b01e-0071-0481-0305c1000000

Details

& This request is not authorized to perform this operation using this permission. Requestld:5d747c16-b01e-0071-
0481-0305c1000000 Time:2024-09-10T12:58:32.68822367
* Learn more about authanizing access to Azure Storage



Po3missHEMO I11HU 3aJI€KHO BiJl PiBEHIO JOCTYIY

https://azure.microsoft.com/en-us/pricing/calculator/



Home > soloveistoragedemo

PiweHHsa 0na ynpaeniHHA sumpamamu — Storage Lifecycle management
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If Base blobs haven't been modified in 15 days

Then Move to archive storage

& 4

+ &dd conditions



Po3zznsHemo npuxknad

MNepengemo ao File shares

Home » soloveistoragedemo

soloveistoragedemo | Storage browser =

Storage account

L]

|,J:' Search

: S soloveistoragedemo £ £03 Privacy settings ~ & Feedback
= Overview 3 Favorites Storage account metrics
ﬁ Activity log > i Recently viewed The data provided is regularly updated about 2-4 times a day and published hourly. If your account has extremely
objects, it may be over a day between updates,

€ Tags I Elob containers

Diagnose and solve problems i , = .
X Diag g & File shares n Blob containers i File shares
A Access Control (1AM) ™M Queues Number of containers - Number of file shares
@ Data migration T Tables Mumber of blobs - Mumber of files

Total data stored - Total data stored
Events

S storage browser

& st M
& Storage Mover % Tables m Queues

» Data storage Number of tables - MNumber of queues
~ Security + networking Mumber of entities - Mumber of messages
Total data stored - Total data stored

& MNetworking



3aBaHTaXnTtn pann

Home » soloveistoragedemo

soloveistoragedemo | Storage browser #

Storage account

[+]
o

|/'-7' Search

S scloveistoragedemo < T Upload -+ Adddirectory () Refresh W] Delete [N copy [y Paste =B Rename [T Edit columns

= Overvisw = ;

e Favorites & File shares > 48 fileshare

Activity lo ;
ﬁ syl > W Recently viewed Authentication method: Access key (Switch to Microsoft Entra user account)
¢ Tags 3 Blob containers | 22 search files by prefix
. Diagnose and solve problems v . File shares showing all 4 items
A mccess Control (14M) & fileshare D Name Type Size
W’ Data migration View all [] D indechtml File 48
CtBopuTuh Snapshots (3HimKkKn) ana SMB File Shares
e fileshare | Snapshots
SMB File share

|/’-7 Search | 4 i = Add snapshot O Refresh i Delete R'j Give feedback
& Overview .

D MName Date created Initiator Comment
Z2 Diagnose and solve problems

D 2024-09-09T17:39:50.0000000Z 9,/9/2024, 8:39:50 FM Manual demosnapshots

f[’p\ Access Control (JAM)
B Browse
~ Operations

<& snapshots



OApMMaEMO KNtod Ans BCTaHOBNEHHs 3BA3KY: Storage/Data Share/FileShare/Connect

Home > soloveisteragedemo | File shares >

fileshare =
SME File share

|/’3 Search | X« & Connect T Upload () refresh Add directory li] Deleteshare Z Change tier V4 Edit quota 27 Give feadback

& Overview
() Enable Backup for file share “fileshare” to protect your data. Leam more

Diagnose and solve problems
ﬁ g P -~ Essentials

p}g Access Control (1 AM)

Storage account . soloveistoragedemo

B Browse

Resource group (move) : StorageDemo
~ Operations Location : West Europe
44 snapshats Subscription (move) : Azure subscription 1
£ sackup Subscription ID : 601284f5-579¢-4ba6-3c84-00c597a85bdg

Properties Capabilities (2) Tutorials

= Size
Maximum capacity 100 TiB
Used capacity 7.84 KiB
Tier Cool

(%) Performance
Maximum 10/s (O 20000

Throughput rate (3 Varies by region. Learn more of

& Backup
Snapshots 1 snapshot
Last modified 9,/8,/2024, 8:39:50 PM

Share URL
Redundancy

Configuration modified

™ Feature status

Soft delete (&

Large file shares

b Identity-based access
Directory service (3

Domain

b SMB protocol settings
Security profile (O

SME protocel versions

SME channel encryption

Connect

fileshare

To connect to this Azure file share from Windows, choose from the following
authentication methods and run the Powershell commands from a normal (not
elevated) PowerShell terminal:

Drive letter

Lz <

Authentication method
O Active Directory or Microsoft Entra

@ Storage account key

o Connecting to a share using the storage account key is only apprepriate for admin
access. Mounting the Azure file share with the Active Directory or Microsoft Entra
identity of the user is preferred. Learn more

Hide Script

$connectTestResult = Test-NetConnection -ComputerName
soloveistoragedemo.file.corewindows.net -Port 445
if ($connectTestResult TepTestSucceeded) {

# Save the password so the drive will persist on reboot

cmd.exe /C "cmdkey /add:"soloveistoragedemo file.corewindows.net
Juser™localhost\soloveistoragedemo™
/pass: " tKonNZVj4J155G5k + Zban8TsIKv5/Im4QfIBgKBmphxvociLSM+NApPRGF
ZEQOPJLaBpQSKmWWaxv+AStOROIIA==""

# Mount the drive

New-PSDrive -Name Z -PSProvider FileSystem -Root
"Wsoloveistoragedemo.file.core.windows.net\fileshare” -Persist
telse{

Write-Error -Message "Unable to reach the Azure storage account via port
445, Check to make sure your organization or ISP is not blocking port 445, or
use Azure P2S VPN, Azure 525 VPN, or Express Route to tunnel SMB traffic
over a different port.”

}




Snapshots (3uimkn) miis SMB File Shares B Azure BUKoprcTOBYIOTBCS JJIs1 CTBOPSHHS KOIIiH cTaHy (haiiI0BOTro CXOBHIIA HA TICBHUI MOMEHT 4acy. Lle kopucHo
3 KUIBKOX MPUYUH:
OcHoBHI npuunHn BUKopucTanus Snapshots y SMB File Shares:
1.3axucT Big BTpaTv J1aHUX:
1. 3HIMKHU J03BOJISIIOTH BIJTHOBIIOBATH (paiiau a0o Il KaTajaory 10 monepeaHboi Bepcii. SAkio ¢aiin OyB BUNIAIKOBO BUIAIEHUM a00 3MiHEHUM, BU
MOJKETE IMOBEPHYTH HOTO JI0 CTaHy, B IKOMY BiH OyB HAa MOMEHT CTBOPEHHS 3HIMKA.
2.BinHoBJ1eHHS micJist 300iB:
1. Sxuro BigOyBcs 301k a00 MOIIKOKEHHS JaHUX (HAPUKIIAI, Yepe3 MOMUIIKY KOpUCTyBada a0o0 MporpaMHuii 301#), 3HIMKU JO3BOJISIOTH IIIBUIKO
MOBEPHYTHCS IO pOOOUYOTO CTaHy.
3.IcTopuyHe 30epiranus:
1. 3HIMKHU A03BOJISIOTH 30€piraTi icTOpU4Hi Bepcii nanux. Lle kopucHo /it BiCTeKEeHHS 3MiH y (aitiax 1 Moxke OyTH YaCTHHOIO MPOIECY PE3EPBHOTO
KOTIFOBAHHSI Ta apXiBYBaHHSI.
4 Miunimi3amisi BIUIMBY HA MPOAYKTUBHICTh:
1. Snapshots cTBOPIOIOTHCS MUTTEBO 1 30€piraroTbcst €PeKTUBHO, 3alMalOYH MajI0 MiCIis, OCKUILKH 3alIUCYIOThCS JIUIIIE 3MIHM 3 9Yacy OCTAHHBOI'O 3HIMKA.
5.Jlerke BigHOBJIeHHS 0€3 MOTPeOU B aAMiHicTpaTopax:
1. KopuctyBadi MOXKyTh CAMOCTIHHO MEperIsaTy 1 BIIHOBIIIOBATH MOTEPEIHI Bepcii CBOiX (haiiiiB 3a I0MOMOTOI0 CTaHIapTHOTO (pailioBOro MeHemKepa
(manpukinan, uepe3 Windows Explorer). Snapshots interpyrothest y ¢aiioBy cuctemy, 1o J03BOJISIE JOCTYII 10 HUX K 10 OKPEeMHUX Bepciit (haimiB.
6.be3nepepBHicTh Oi3HeCY:
1. 'V pasi iHIIUACHTY, HaNIPUKJIIaJ, Kibeparaku a00 BUIIAIKOBOTO BUIAJICHHS, MOXKIIMBICTh IIBUJIKOTO BITHOBIICHHSI 3HIMKIB TapaHTy€e Oe3MepepBHICTh
po0OOTH, MIHIMI3YIOUH BTPATH.
Sk mpamooTs Snapshots:
*Komnu cTBoproeThbest 3HIMOK (paitioBoro pecypcy, BiH (Pikcye cTaH ycix (pailiiiB Ta marnok Ha JaHUW MOMEHT.
*[Ticas boro HOBI1 1aHi @00 3MIHM HE MEPE3aluCyIOTh ICHYIOY1 TaH1 y 3HIMKY, a 30epiraroThCs OKpEeMO.
*BinHOBIICHHS BiJI0YBAETHCS MIITXOM TEperisaay ado KomiroBaHHs (aiiiiB 13 3HIMKA Ha3a/1 10 OCHOBHOTO (paitlIoBOro pecypcy.



BMKOHYEMO KAto4 Ha BM — B pe3ynbTtaTi, oTpMMaeMo danau i3 cxosmua Azure AOCTYMNHI HA BipTyanbHiM
MaLUHI

&5 VM1 - 51.144.17.133:3380 - Remote Desktop Connection

: EN Administrator: Windows PowerShell

storagedemo.file.core.windows.net

Currentlocation

toragedemo.file.core.w...

ion Z:\@GMT-2824.09.83-17.39.50

- # gl Manage fileshare (\\soloveistoragedemo.file.core.windows.net) (Z:)
“ Home Share View Drive Tools
< v /N == 5 ThisPC > fileshare (\\soloveistoragedemo.file.core.windows.net) (Z:)
Name Date modified Type Size
v 3% Quick access
| site-to-site_confi 9/9/2024 5:35 PM Text Document
B Desktop == - .g =
-| VNET_VM_config 9/9/2024 5:35 PM lext Document

< Downloads



CtBopumo ¢pann Ha BM i 3aBaHTaXKMMO MOro B NnpueaHaHy nanky 3 parnamu. Nepengemo 4o cxosmwa Azure —
daiin byne poctynHun (fileshare/Browse)

. L 3. ] - i " toragedemo.file.core

testchare

ion Z:\@GMT-2824.

= [ [+] = | fileshare Msoloveistoragedemo.file.corewindows.net) (£:)
I Home Share View
« “ 4 == 5 ThisPC » fileshare (\\soloveistoragedemo file.core.windows.net) (£:)
Mame - Date modified Type Size

7 Quick access

site-to-site_confi 9/9/2024 5:35 PM Text Document TKB
[ Desktop = - J -
=] VNET_VM_config 9/9/2024 5:35 PM Text Docurment 1KB
Downleoads o e = m—
¥ =] testshare 9/9/2024 T:04 PM Text Docurnent 0O KB
=l Documents
Home > soloveistoragedemo | File shares > fileshare
. mm fileshare | Browse
SMB File share
|/"-'3 Searc | kS < & connect T Upload T~ Add directory 'T_:' Refresh f Delete share ::: Change tier / Edit quota Q'_“‘ Give feedback
M Overview Authentication method: Access key (Switch to Microsoft Entra user account)
&9 Diagnose and solve problems | Y search files by prefix
'OR Access Control (JAM) Name Type Size
e
L Ltk = index.html File 438
~ Operations . - ) ) 0 ]
=] site-to-site_config.txt File 6.92 Kig
Snapshots
& snapsho | testsharetxt File 0B
& Backup

= VNET_VM_config.txt File 895 B



Azure Storage Sync — ue cepsic Microsoft Azure, AKMM J03BONSIE CUHXPOHI3yBaTW JIOKaNnbHi pannosi cepsepun 3 Azure
File Shares, ctBoptotoun ribpuaHe panmnose cxosuule. Lle pieHHA niaxoamTb ANA NiIANPUEMCTB, WO H6arXKatoTb
BUKOPUCTOBYBATU XMAPHI pecypcu, asne npu ubomy 36epiratn damam noKanbHo.

Storage Sync Services - Sync Group 3aBaaHHA - CUHXPOHI3aLifa AeKiNbKOX cepBepiB:
‘ MoKHa CUHXPOHI3yBaTK AeKiNbKa pannoBuUX cepBepiB 3 O4HUM
cninbHUm Azure File Share. Lle no3Bonse matn eanHum Habip

dannis Ha BCix cepBepax i 3abe3nevyBaTn AOCTYN A0 HUX 3

File Server Storage Account Pi3HMX NoKaLii
| — ‘
iy —_— Azure Storage Sync [03BONAE NiANPUEMCTBAM iHTErpyBaTH IXHi
JIOKaNbHi pannosi cepBepu 3 xmapoto, 6e3 HeobXxigHOCTI
Drives/Folders :
T azure blles MOBHOrO NepeHeceHHA AaHux y xmapy. Lle 3pyyHo ann
ClientB . Y v
(sm) 1 =) opraHisauin, wo 6a*katoTb 36epertTn NoKaNbHUIN KOHTPO/Ib Haf,
Syne [AaHUMU, ane KOpUCTYBaTUCA NepeBarammn xmapu ans
Az File S e .
i SR 2 ., Share Name pe3epByBaHHA ab0 3MeHLWEeHHA HaBaHTAXKeHHA Ha JIOKabHi
o pecypcu.

Azure File Sync Agent — Lie KOMNOHEHT, AKMN BCTAHOBOETLCA HA IOKaNbHI parnoBsi cepsepu (Ha BM) ana iHterpauii
3 cepsicom Azure File Sync. BiH 403BONAE CMHXPOHI3yBaTU AaHi MiXK NOKanbHUMKU GanoBMMUM cepBepamm Ta Azure
File Shares, ctBoptotoum ribpmaHe cepenoBulle ana ynpasnaiHHa ¢parnamm. OcHoBHa meTa areHTa — 3abe3neynTu
MNOCTIMHY CUHXPOHI3aL,it0 MiXK NOKaZIbHUM CXOBULLEM | XMAPOIO, LLLO AAE MOXKJ/IMBICTb KOPUCTYBATUCA NepeBaramm
XMapHMX pecypciB, 36epiratoum nNoKanabHMN goctyn Ao pannis.



OcrosHi ¢ynkuii Azure File Sync Agent :
CuaxpoHi3zaiis (aitiB MiXK JIOKaJTbHAM CEPBEPOM 1 XMapOIO:

Storage Sync Agent no3Bosisie JoKansHUM (aiiam Ha (GaiIoBOMY cepBepi aBTOMATUYHO CHHXPOHI3yBaTHCS 3 XMapHUMH (aitnoBumu pecypcamu B Azure File Share. Lle 3a0e3neuye moCTiHHHN 3B'I30K Mix
JIOKAJTBHOIO 1H()PACTPYKTYPOIO 1 XMaporo.
Kemysanus i Cloud Tiering:

Arent miarpumye ¢yukiito cloud tiering, sika 103B0JIsI€ KENTyBaTH 4acTO BUKOPUCTOBYBaHI (aiiiin Ha JIOKaJbHOMY CEpPBEpi, & MEHIII BaXIINBI (ailiii 3aIMIIaroThCs B XMapi. TaKuM YHHOM, II€ Ta€ MOKIUBICTE
OINITHMi3yBaTH BUKOPHCTaHHS JIOKaJIbHOTO CXOBHINA.
MynpTUCaTOBE BUKOPUCTAHHS !

JlexinbKka cepBepiB, /e BCTAHOBICHHUI arcHT, MOKYTh CHHXPOHI3yBaTH maHi 3 TuM camuMm Azure File Share, 3aGesmeuyroun eauauii HaGip (GaiyliB A8 Pi3HMX JIOKAIiH, M0 aKTYalbHO [UIA OpraHi3amii i3
KiTbKOMa oicaMu.
MMixrpumka Windows Server 2019:

StorageSyncAgent_ WS2019 pospobienwuii ast podotu Ha Windows Server 2019, BukopuctoByroun nepeBaru Iiiei Bepcii WiNndows jjist mokpaiieHoi MpoIyKTHBHOCTI Ta O3MEKH IMiJ] 4ac CHHXPOHi3alii JaHuX.
3axuCT 1 BiIHOBJIEHHS TaHUX:

ATEeHT omoMara€e CTBOPIOBATH PE3epBHI Komil JaHUX B AZUre Ta BiZHOBIIOBATH iX y pa3i BTPAaTH 4 NOIIKO/DKCHHsS (aililiB Ha JIOKAIBHOMY cepBepi. JlaHi aBTOMAaTHYHO CHHXPOHI3YIOThCS 3 XMapolo,
3a0e3meuyroun MocTiitHe 30epiraHHs Ta 3aXHUCT.
Po6ota 3 koHImiKTaMH (aiiiB:

SAxmo nBa abo OinbIe cepBepiB CHHXPOHI3YIOTh OJUMH i TOW camuii (haiin 3 pi3HUMH BepCisIMH, areHT BUPIMIYE IIi KOHQIIKTH, BUKOPUCTOBYIOUN HAJIAIITOBAHI MpaBmia abo 3a 3aMOBUYBaHHIM, 30epirarodn
OCTaHHIO Bepcito ¢aity.
[pocTe KepyBaHHS:

[licns BCTaHOBJIECHHS areHT iHTETpyeTbes 3 Azure Storage Sync, mo Q03BOJS€ IEHTPalli3oBaHO KepyBaTH BciMa Qaiimamu depe3 Azure moprtai, 3a0e3medyroud MOHITOPHHT 1 KepyBaHHS MpPOIECaMu
CHHXPOHI3aIIii.



Po32naHemo npuknao

*JlomaiiTe mick 1o BM

VM1_| Disks » - X

Virtual machine

| A Search | s« O Refresh 5:033 Additional settings ,0? Feedback ﬁ Troubleshoot
B overview =
i Activity log A The configuration of this virtual machine and its attached disk(s) does not allow for the disk(s) to utilize their full throughput performance. The current virtual machine size supports 48 MBps. The total for disk(s) attached te virtual machine "VM1_' is 125 MBps. You can change

the virtual machine size to support additional disk(s) throughput. Learn more
PR Access control [JAM)

@ Taogs 05 disk
2 Diagnose and solve problems Z swap 05 disk
v Settings Disk name Storage type Size (GiB) Max IOPS Max throughput (.. Encryption (O Host caching O
& Metworki : . - - B -
& Networking WM _disk1_d63bfcc35a064fd53a6b7402acda561 Premium SSD LRS 127 500 100 SSE with PMK Read/write v
& Connect
B Windows Admin Center Data disks
& Disks £ Filter by name
Showing 1 of 1 attached data disks
B size
Create and attach a new disk /& Attach existing disks
o) Microsoft Defender for
Cloud LUN @ Disk name Storage type Size (GiB) Max IOPS Max throughput (... Encryption (O Host caching @
@ Advisor i 0 Data Premium S50 LRS 4 120 25 SSE with PMK Read/write |
recommendations




Biakpntn Ha BM — DISKmgmt

File Action View Help

s @ HE =XKL 20
Volume | Layout | Type | File Systemn | Status | Capacity | Free Spa... | % Free
== (Disk 0 partition 3)  Simple Basic Healthy (E.. 99 ME %9 ME 100 %
== Ternporary Storag..  Simple Basic MNTFS Healthy (P... 7.00 GE £.09 GB a7 %
= Windows (C3) Simple - p— L en 4 4z ~n asz=cmn goo
Initialize Disk *
You must intialize a disk before Logical Disk Manager can access it.
Select disks:
[w: Disk; 2
Ise the following partition style for the selected disks:
() MER {Master Boot Flecord) |
- ”
=piko [EENNNNEN ©GPT(GUID Parttion Table) [
Baczic . ) ) ) )
126._98 GB 450 ME E’u‘?}fﬂﬁﬂ? GPT partition style is not recognized by all previous versions of
Online mary Partition)
Cancs
= Disk 1 I
Basic Temporary Storage (D)
'.-'.'II!! GB 7.00 GB NTFS
Online Healthy (Page File, Primary Partiticn)
W

B Unzllocated W Primary partition



AodaHuii dick mae cmamyc «Unallocated». New simple Volume — susHaume nimepy, i sioghopmamyiime Ouck

File Action View Help
e @ HEEl = U E
Volume | Layout |T\,rpe | File System | Status | Capacity Free Spa... | % Free

MNew Simple Volume Wizard b4 33 MB 100 %
ol £.00 GB 87 %
— Format Partition 113.75GB 92 %
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

() Do not format this volume

(®) Format this volume with the following settings:

File system: NTFS e
Allocation unit size: Default ~ 1
A
- Valume label: New Volume . J1f |
Ba . .
12 Perform a quick format :gﬁ;g; I\{J{':I'qll:S
On [ Enable file and folder compression tion) Healthy (Boot, Crash Dump, Primary Partiticn)
= |
Ea < Back Mest = Cancel
74
Online Healthy (Page File, Prirnary Partiticn)
= Disk 2 |
Basic
3.98 GB 3.98 GB
Online Unallocated
= CD-ROM 0 w

B Unazllocated [l Primary partition




po Disk Management

File Action VWiew Help

&= @ HE = 0B

Mepeesipme, w0 Hosuili Ouck 0o0aHo 0o BM

Yolume | Layout | Type File System | Status | Capacity | Free Spa... | % Free v 3 Quick access
== (Disk 0 partition 3)  Simple Basic Healthy (E... %% MB 99 MB 100 % I Desktop
== (Disk 2 partition 2) S!mple Bas!c RAW Healthy (P... 3.%2 GB 3.98 GB 100 % * Downloads
= [ew Volume (F) Simple Basic MTFS Healthy (P... 3.98 GB 3.96 GB 99 % i
== Temnporary Storag..  Simple Basic MNTF5 Healthy (P... 7.00 GB 6.09 GB a7 % = Documents
= Windows (C:) Simple Basic MNTFS Healthy (B... 12645 GBE 113736 92% = Pictures
v [ This PC
_J 30 Objects
B Decktop
|::'| Documents
* Downloads
J'ﬂ Music
&= Pictures
B videos

= Windows (C)
= lemporary Storage (O]
= Mew Volume (F)

= azurefilestorage (\\soloveistoragedemo file.core.windows.net) (2]

¥ Metwork



Cmeopime pecypc Azure File Synch

N L T |

e R

L - B

Deploy Azure File Sync

" Basics Metworking Tags Review + create

Storage Sync Service

Microsoft
Basics
Subscription Azure subscription 1
Resource group StorageDemo
Region West Europe
Mame filesynch
Metworking
Metwork connectivity All networks

Tags

(none)



3asaHmaxcme KomnoHeHm 011 cuHxpoHi3zayii (Azure File Synch Agent)

Microsoft Azure 2 Search resources, services, and docs (G+/) T copilot @ & solovey.old

KWIBCHKAA

Home > Microsoft.StorageSync-20240910164630 | Overview > filesynch

iR, filesynch | Registered servers

Storage Sync Service

| L search | ¢«
) To register a server:
& Overview
o Download the Azure File Sync agent and install it on all servers you want to sync.
B Activity log

e After finishing the agent install, use the server registration utility that opens to register the server to this Storage Sync Service. Learn more
p;g Access control (|AM)

@ Tags () Refresh & Give feedback

~ Settings
g Network Server Name T State T  Type T Operating System TL  Agent Version T, Lastseen
L Locks Mo items to display.

-

& Sync groups
I8, Registered servers

&4 Getting Started



(R LT

Ha BM — gidknoyume IE Enhanced Security Configuration

Computer name

Workgroup

Vi1
WORKGROUP

Last installed updates
Windows Update

Windows Defender Firg
Remote management
Remote Desktop

MIC Teaming

Operating system versi

Hardware information

Tl Internet Explorer Enhanced Security Configuration

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

g

(_)on (Recommended)

(®) Off

(") On (Recommended)

(®) Off

More about Internet Explorer Enhanced Security Configuration

Last checked for updates

Windows Defender Antivirus
Feedback & Diagnostics

IE Enhanced Security Configuration
Time zone

Product ID

Processors
Installed memory (RAM)
Total disk space

Teday at 1:34 PM
Install updates automatically using Windows Update
Teday at 11:283 AM

Unknown

Settings

Unknown

(UTC) Coordinated Universal Time

Unknown

Intel(R) Xeon(R) Platinum 8171M CPU @ 2.60GHz
345 GB

Unknown

oK | | Cancel

x
gte and Time

EVENTS
All events | 4 total
Filter
Server Mame  ID 3
Wil 1002  Error
Wil 56 Error

Applicatiocn Hang

Application Popup System

Application  9/10/2024 1:32:15 PM

9/10/2024 1.07:56 PM




~acd \ Search...

6 )| e https://www.microsoft.com/en-us/download/details.aspx?id=57153

\
mm
:

m Download Azure File Sync ... * L__\

Maximize the everyday with Microsoft 365

Get online protection, secure cloud storage, and innovative apps designed to fit your needs—all in one

plan.

For up to 6 people

Azure File Sync Agent

The Azure File Sync agent enables data on a Windows Server to be synchronized with an Azure File share.

Important! Selecting a language below will dynamically change the complete page content to that language.




Choose the download you want
I:l File Name

|:| Microsoft Azure File Sync - License Terms.docx

|:| StorageSyncAgent_WS2016.msi

'Eri StorageSyncAgent_WS2019.msi

|:| StorageSyncAgent_WS2022.msi

|:| StorageSyncAgent_WS2012R2.msi

Total size: 45.3 MB

Size

15.3 KB

45.2 MB

45.3 MB

45.3 MB

50.9 MB



Po320pHimb KomnoHeHm Ha BM

s -UOUDU-AL

= | Manage
Home Share View Application Tools 9
<« « 4 B s ThisPC » Desktop w | ) Search Desktop L

ton(R]) Platinu
Marne Date modified Type Size

#F Quick access

B Desktop ﬁ! StorageSyncAgent_WS2019 ﬁ Storage Sync Agent Setup _ .
=] test

‘v Downloads
= Documents Welcome to the Storage Sync Agent
Pictures Setup Wizard
| =
A This PC
) The Setup Wizard will install Storage Sync Agent on your
§ 3D Objects computer. Click Mext to continue or Cancel to exit the Setup
Wizard,
I Desktop
|=| Documents
‘- Downloads
J& Music
| Pictures

B Vvideos

= Windows (C:)

- lEmporary Storage ()

- Mew YVolume (F:) Back Cancel

B et B L e e e Lo B B s L L)




3apeecTpyiTe cepBep, IepeBipTe, mo cepsep 3 iM'ssm Bamroi BM goaano 1o pecypey Azure File Synch/Registered servers

> ThisPC » Windows (C:) » Program Files > Azure > StorageSyncAgent v D Search StorageSyncAgent ye)
Name Date modified Type Size
= %] ServerManaged|dentity.dll 6/21/2024 9:23 PM Application extens... 14 KB
B, ServerRegistration 6/21/20249:23PM  Application 303 KB
ds || ServerRegistration.exe.config 6/21/2024 9:17 PM CONFIG File 2KB
1its . y " > y :
Azure File Sync - Server Registration
ts
Sign in and register this server
s
ds Sign in to Azure to register with an existing Storage Sync Service.
To create a new Storage Sync Service, go to the Azure portal.
Azure Environment
7
ry Storage (D)
ime (F) I am signing in as a Cloud Solution Provider =

torage (\\soloveistoragedemo.file.core.windows.net) (Z:)

em selected 302 KB

rtion; On

t¢d Universal Time

0D00-AA744 (activatec




» ThisPC » Windows (C:) » Program Files » Azure » StorageSynchgent w| Search StorageSyncAgent P | kion: On
Mame Date modified Type Size "
|%] ServerManaged|dentity.dll 6/21/2024 9:23 PM Application extens... 14 KB
: . : - P . pd Universal Time
Pg ServerRegistration 6/21/2024 9:23 PM Application 303 KB o )
. . . _ - i i PO00-AATAY (activate
| | ServerRegistration.exe.config 6/21/2024 9:17 PM COMFIG File 2 KB

IC - Server Registration

Choose a Storage Sync Service

Azure Subscription

Azure subscription 1

Subscription 1Dz 601a34f6-579c-4bat-ac84-00c597a85bd g

age (D:) Resource Group

) Storagelemo >

: Wsoloveistoragedemo. file.corewindows.net) (Z:)

Storage Sync Service

filesynch -

lected 302 KB Register




Azure File Sync - Server Registration

Registration successful!

¥ You can now use PowerShell or the Azure portal to configure sync.

Network connectivity test

¥ Passed. You are all set. (Report)

Copy Azure resource URL




Home > Microsoft.StorageSync-20240910164630 | Overview > filesynch

R filesynch | Registered servers

Storage Sync Service

| £ Search | o«
) To register a server:
& Overview
o Download the Azure File Sync agent and install it on all servers you want to sync.
H Activity log

e After finishing the agent install, use the server registration utility that opens to register the server to this Storage Sync Service. Learn more
%1 Access control (IAM)

€ Tags () Refresh &Y Give feedback
s Settings

g MNetwork server Name T State TL  Type TJ  Operating System T4 Agent Version T, Lastseen

£ Locks VM1 @ Online Server Windows Server 2019 18.2 8/10/2024, 5:22:45 PM
o Syne

€ Sync groups

I8, Registered servers

B Azure naamghopmi cmeopimo npouedypy cunxpouizauii

Home > filesynch Notifications
filesynch | Sync groups  * - X

Storage Sync Service

More events in the activity log -

Dismiss all v/

I P Search ¢ « -t Create a sync group () Refresh &' Give feedback
@ Cloud endpoint creation succeeded X
& Overview s v .
Sync group name Status Persistent sync errors 0 Cloud endpoint Cloud endpoint 'filesharedemo
& Activity log 2 minutes ago
syncdemo Q Healthy 0 filesharedemo
PR Access control (IAM)
@ Sync group creation succeeded X
¢ Tags

Sync group ‘syncdemo’
\/ Settings

¢8 Network

Q Successfully uploaded file(s)
n

& Locks

Successfully uploaded 1 file{s).
Vv Sync

& Sync groups

3 minutes ago

X

4 minutes ago




susznaume Oouck na eawtitt BM oani na axomy oyoyms cunxponizoeano 3 Azure File Share

Home > filesynch | Sync groups > Add server Endpﬁint 4
i3 syncdemo =
“ Sync group
. = A server endpoint integrates an entire volume or a subfolder of a volume from a registered
| A Search | v li] Delete syncgroup (O Refresh & Give feedback server as a location to sync. The following consideratians apply:
i Overview ® Servers must be registered to the storage sync service that contains this sync group

before you can add 2 location on them here.

» Monitoring . . : )
s A specific location on the server can only sync with one sync group. Syncing the same

location or even a part of it — with a different sync group doesn't work.

Monitor your sync group status

You can monitor files synced, server cache size, cache hit rate, and * Nake sure that the path you specify for this server is correct.

more here,
Learn mare

Registered Server *

| vm1 ]
Server endpoints Dath *
| F:\J \/l

~+ add server endpoint

Files from this server path have been brought to the cloud via DataBox or other means
Server name + path Health Persistent synt of seeding the cloud endpoint (Azure file share) in this sync group.

Mo items found

~ Cloud Tiering Disabled

~  Initial Syne

Rj Give feedback




3e’axncumeo nokanwvHuli cepeep 3 Azure cxosuwiem

—: Microsoft Azure D Search resources, senices, and docs (5+/) O copilat
Home » filesynch | Sync groups >

i syncdemo  #

Symec group
£ search : ¢ IEI Delete sync group ’3 Refresh 57 Give feedback
| i Overview

Cloud endpoint
»  Monitonng

File share name Storage account Provisioning state Change enumeration ()

solovestoragedems Q@ Frovisioned Complete on 971072024,
Flach - ;
&@- esharedemo 5253116 PM
Server endpoints

=T Aod senver -E'F!CIF.‘HZIII'“

Server name + path Health Persistent sync ermors (L) Upload to cloud Download to server

Bovmt = R @ Healthy 0 @ complete on 9710/2024, Complete on §/10/2024,

¥ 6a06:19 PM G626 PM



Ilepesipme, uwio (aiinru na nokanvnomy oucky eawiiii BM cunxpomnizoeani 3 gpaiiramu é cxoeuuie Azure

a | = | Manage Mew Velume (F:)

s [ s soloveistoragedemo | Storage browser = *
« “ M mm » ThisPC » MNew Volume (F) StDragE account
v Quickaccess = £ search | ° < ng i ¢ T Upload —+ Add di () Refresh
) index 1 soloveistoragedemo T Uploa .t irectory Refres
[ Desktop - _
Mew Text Document (2 — . .
4 Downloads » g = te = Qverview * i i )
[l New Text Document "R Favorites @ File shares > 4 filesharademo
Documents - D test
_— . B Activity log > i _— - -
e & HESETL IO Authentication method: Access key (Switch to Micr
~ [ Thiz PC
> 2B 3D Objects ¢ g T3 glob containers | L search files by prefix
> [l Desktop - B
o Decuments /. Diagnose and sclve problems “ 4 File shares Showing all 5 items
5 :Downloads An Access Control (IAM) @ filesharedemo |:| Name
> Music
> [ Pictures @~ Data migration e _
> [ Videos d ? viewall |:| SystemSharelnformation
y iy -l\'—\’indows (CS:] o Events ™ cueues l:l O index 1.html
7w lemporary Storage (D: —
> New Volume (F) S storage browser B Tables
» =g azurefilestorage (\\soloveistoragedemo.file.core.windows.net) (Z:) ) l:l D Mew Text Document [2]t}{t
> Wb Network # Storage Mover |:| [0 Mew Text Document.txt
» Data storage l:l -
test.ixt

~  Security + networking



Home >

KnieHmcoKa 6ibniomeka Azure Blob Storage 0na Python

== soloveistoragedemo = %

Storage account

O

|/’-'3 Search

Overview
Activity log
Tags

Diagnose and solve problems

L ¥ & I

Access Control (IAM)

!:

Data migration

Events

Storage browser

»

Storage Mover

» Data storage

7 Secunty + networking
» Data management
~ Settings

& Configuration

B Data Lake Gen2 unarade

- Essentials

Resource group (move)
Location

Subscription {move)
Subscription 1D

Disk state

Tags (edit)

Properties Monitoring

Client libraries

pip install azure-storage-blob

: soloveistorage

: westeurope

: Azure subscription 1

: 601a83415-579c-4bag-ac84-00c597a85bdg

: Availzble
: Add tags

Capabilities (7) Recommendations (0) Tutonals Tools + SDKs

Interact with Azure services using idiomatic libraries for your preferred programming languages.

@ NET

Latest release: v12
Source: GitHub

Get library View documentation

# Python j » Java

=

Latest release: v12
Source: GitHub

Latest release: v12
Source: GitHub

Get library View documentation

Parformance
Replication
Account kind
Frovisioning state

Created

Get library View documentation

: Standard

: Locally-redundant storage (LF
: StorageV2 (general purpose
© Succeeded

901372024, 125149 PM

JavaScript (TypeScript)

Latest release: v12
Source: GitHub

Get library View documentation



i gac podotu 3 Azure Blob Storage kmac BlobServiceClient i3 Azure SDK mnst Python Hamae metonu jutst B3a€MOii 3
obikoBuM 3arrcoM Blob Storage. Methods of BlobServiceClient

1. cTBOpUTH KOHTEUHED

create_container(container_name, metadata=None, public_access=None, **kwargs)
2. Bunanutu KOHTEUHED

delete_container(container_name, **kwargs)

undelete_container(container_name, **kwargs)
3. OTpuMaru NoCUJIaHHS Ha KOHTEHHEp
get_container_client(container)

list_containers(name_starts with=None, include_metadata=False, **kwargs)

4. Ompumamu nocunanus Ha Gaiin 6 KOHMeUHepi
get_blob_client(container, blob)

5. Indopmairist mpo 06J1IKOBUI 3amuc
get_account_information(**kwargs)



8CMAHOB/EHHSA 3'€OHAHHSA 3 06s1iKOBUM 3anucom cxosuuwia (Storage Account)

soloveistoragedemo | Access keys

Storage account

|,D Search |

& Storage Mover

v

Data storage

= Containers

& File shares

™ Queues

B Tables

Security + networking

& Networking

% Front Door and CDN
Access keys

& Shared access signature

£ Encryption

0 Microsoft Defender for
Cloud

Data management
Settings
&= Configuration

o= Data Lake Gen2
vy
upgrade

-, Resource sharing
® (CORS)

Advisor
recommendations

R

@ Set rotation reminder O Refrash R'_‘" Give feedback

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

Remember to update the keys with any Azure resources and apps that use this storage account.
Learn more about managing storage account access keys of

Storage account name

‘ soloveistoragedemo ™ |

key1 () Rotate key
Last rotated: 9/14/2024 (0 days ago)
Key

SRR RS RpR. | | Show |

Connection string

R NSRRI NN R RS TR R RE | | Show |

key2 () rotate key
Last rotated: 9/14/2024 (0 days ago)
Key

- | | Show |

Connection string

R NSRRI NN R RS TR R RE | | Show |




Adodaiime ponb — Storage Blob Data Container

Home > Azure subscription 1 | Access control (IAM) >

Add role assignment

Role Members Conditions Review + assign

Selected role Storage Blob Data Contributor

Assign access to (®) user, group, or service principal

(O Managed identity

Members + Select members

Name

Onera Conogei

Object ID Type

b16952a0-c9b6-4342-905e-fd30fa56ee85 User i)

Description Optional

Home > Azure subscription 1| Access control (JAM) >

Add role assignment

Role Members Conditions

Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

P plob

= Type : All Category : All

Name T

Defender for Storage Data Scanner
Storage Blob Data Contributor
Storage Blob Data Cwner

Storage Blob Data Reader

Storage Blob Delegator

Description T

Grants access to read blobs and update index tags. This role is used by the data scanner of Defender for Storage.
Allows for read, write and delete access to Azure Storage blob containers and data

Allows for full access to Azure Storage blob containers and data, including assigning POSIX access control.
Allows for read access to Azure Storage blob containers and data

Allows for generation of a user delegation key which can be used to sign SAS tokens

Type Ty

BuiltinRole
BuiltinRole
BuiltinRole
BuiltinRole

BuiltinRole

Category Ty
Mone
Storage
Storage
Storage

Storage

Details

View

View

View

View

View



