XMapHi TeXHOJIOriI

Ob6uucntoBanbHa NOTYKHICTbL XmapHe cxosuLe

—
- -

HaZatoTbCA IHTEPHET KOPUCTYBaYaM AK OHJIAMH CepBic, 3a MOAENIO
«XMapHUX 0bYncneHb».

\ \, i\\ XMapHi mexHosozii — ue TeEXHONOTiT B AKUX KOMN'IOTepHI pecypcu
K |
~ ”\

’ e \
— \
/' -ﬁ \ «XMGpHi O6‘4UC/7€HHFI» - ue moagenb HagaHHA o6qmcm03aanmx nocnyr

/ e > \ yepes IHTepHeT. ObuMcAoBaIbHI NOCAYTM BKAOYAOTb 3aranbHy IT-

iHOPACTPYKTYPY, TaKy AK BipTyanbHi MallMHK, cxoBuLle, 6a3m AaHUX i
: \ MeperKy. XMapHi cepBicu TaKOX PO3LWKMPIOOTb TPAANLIMHI IT-npono3unLii,
” ' BK/OYaOYM TaKi pedi, sk IHTepHeT peyent (10T), malwimHHe HaBYaHHA (ML) i
WTY4YHUM iHTenekT (Al).

C XY
¢ XMapHe CXOBHILE — L€ MOJIEIb 30€PEKECHHS JaHUX, B AKIN [ESSEHEEIEI nonAfzae 6 MoMy, Wio 8awi Kommn'lomepHi pecypcu

HI’I(l)I)OBi maHl HaKOMHUYYIOThCS B JIOT1YH1 nyjau, a (bngqu 3HAX00AMbCA Y KOMMAHIL, AKA HAOAE «XMapHi» nocayau. Bei nposatioepu
6eni . . «XMapHuUx 0b4YucneHb» HA0ArMb Pecypcu MakKi AK «XmMapHe cxosuuwie»,
30CPIraHHsA OXOIUIIO€ K1JIbKA CCPBCPI1B. «OBYUCAOBAABHI TOMYMCHOCMIY.

¢ OOuucmoBanbHa TOTYXHICTE [IK — 1e KigbkicHa
XapaKTepUCTUKA IIBUAKOCTI BUKOHAHHS TEBHUX OIeparii

KOMIT'FOTEPOM.

Ocobnmeicmb — 8u 3a8X#0U Moxceme 3amosume binbwuli 06'em cxosuwa
i 6inbwy o0byucnL8AHY MOMYHHICMb | 8aM 0418 4b020 HE MOMPIbHO

Kynysamu Hosul [1K.
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The Cloud

Po3BUTOK 00UYMCITIOBAJIBHUX
IIOTY>KHOCTEH

¢ JlokanpHmit cepBep - Bei opranizaiii maroTe CépBep y JIOKaIbHIMH
MepexXi, SKUW HaJlae KOPUCTyBadyaM CBOi OOYMCITIOBAJIbHI 1 JUCKOBI
pecypcH, a TaKoXX JOCTYI 10 BCTAHOBJICHUX CEPBICiB; HaifuacTie

IpaIloe MiI0I000BO, UM y Yac pOOOTH IPyHu HOro KOPUCTYBaYiB.

Ilpoonemu: Benuki GhiHAHCOBI BUTPATH, MOTYKHOCTI CepBepa IIBUJIKO

IIO4YMnHAa€ HC BUCTa4YaTH.

¢ BipryanbHMil  BHIOIICHUH-TIpUBATHUN  cepBep (aHrin.  virtual
dedicated server),— mociyra, B pamMKax SKOi KOpPHUCTyBaueBi
HaJal0Th BIpTyaldbHUM cepBep. lle mNOBHOIIIHHA ajgbTEpHATHBA
(G13MYHOTO BHJILJIEHOTO CEpBEpa 3 BEJIMKOI KUIBKICTIO TepeBar,

BHUCOKOIO CTaOLIBHICTIO, TPOCTOTOIO B YIPABIIHHI 1 HAJIAINTYBaHHI,

CTIMKICTIO 1O BIAMOB 1 Habarato MeHIIUMHU (DIHAHCOBUMU

BHUTpPAaTaMH.

BUMarae 6arato pecypcis.

X3

*

HAJIAI0ThCS BIAMOBIIHO J0 3aIUTY.

¢ BipryanbHuil myOmiuHu cepBep — AyXKe HE JOPOTHii, aje MOoXKe He
BUCTAYUTU PECYPCIB NIl BC1 KJIEHTIB, y BUMNAJKaX, KOJH XTOCh

«Xmapa» - 1HOpacTpyKTypa OOYHMCIIOBAIBHUX CIYXKO, Kl



OecATKOBA CUCTEMA
Hazea CKopo4eHHA CTeniHe
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YoMy BUHHKIIA ITIOTpeOa y
«xMapi»? - 3poCTaHHS 00CSAT1B
NAHUX, Y TOMY YMCJII.

+¢ 3a mporuno3amu, B 2025 pomi obOcar ganux Oyzae csaratu
175,8 3erabait. [na mopiBusHHsg, B 2015 pomi gaHux
Oyi10 B po3mipi 18,2 3erabaiiT.

+¢ 3a nporao3amu, 10 2025 poky 00CAT JaHUX y CXOBHUIIAX
3pocte 3 0,8 3erabaiit 10 9 3eTabaiT.

+¢ 3a mporuHo3amu, 110 2025 poky oOcsr 1maM’sTi MPUCTPOIB
I 30epiraHHs JaHWX, TaKUX SK ONTUYHHX JIHCKIB,
CTPIYKOBUX 1 TBEPAUX HAKOMMYYBauiB, 30UIBIITUTUCS 0
12,6 3eTabaliT y kKoMIaHisIX. Y XMapHi CXOBHIIA OyayTh
Bianpasiasatu 50% Bi BOTO 0OCHTY.

o Ve mo 2025 poky kommanii Oymyth 30epiratu 80%
nannx Ha mepudepii 1 B nentpl. Y 2015 pori kommasii
po3Mminiany TUibku 35% MaHuX B TaKi CXOBHIIIA.



IHonyspHi chepr BUKOPUCTAHHA XMAPHUX 00YHUCJ/ICHD

¢ YripaBitiHHA 0i13HECOM - XMapHI PIIICHHS, TaKi SK KOPIIOPATUBHI MTOPTAJIH, BiJAaICHI poOOUl CTONH, CUCTEMH IS
yIpaBIIHHSA pecypcaMu KIIIE€HTIB 1 IlaHyBaHHS pecypciB kommanii. [Ipuknagu: Marketo, Salesforce, Hubspot,
Dynamics 365.

* Ocsgira - 70-80% HaB4aIBbHUX 3aKJIAJIB Y BChOMY CBITI BXK€ BIIPOBAJIMJIM XMapHI OOYMCIICHHS B OCBITHIX IIIJISIX.
Ha LMS (Learning Management System) nomimaroTh BeCh OCBITHIH KOHTCHT, SKHM OOMIHIOIOTHCS BHKJIAJadi Ta
ctyaentd. Kopropailii - CTBOPIOIOTH BIacHI OCBITHI IUIaTGopMH, € KOKEH MOXKe OTpPUMATH JOCTYIl JI0
MaTepiaiiB 3a MeBHY oriaTy, mpukian — Amazon Web Service.

¢ OxopoHa 3710pOB’ST —MEIWYHI YCTAaHOBH CTBOPIOIOTH €JIEKTPOHHI MEAWYHI 3amucu B xmapi. [lyOmiuni xmapu
Microsoft Azure, IBM Cloud, xmapa Bix Dell, a6o »x mpuBaTHa Xmapa — TPHKIaJAH IUIATHOPM XMapHHUX
o0uuCIeHb 1151 CPepu OXOPOHU 3I0POB’ A

¢ CtpiminroBi po3pakanbHi iargopmu — Netflix, Amazon, YouTube Ta iHmi — iX IMOTOKOBI CEpBICH MIirpoBaHi B
«XMapy».
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Bipryamizamis —
MOHATTS

o [loHaTTss «xMapa» TICHO TIOB'SI3aHE 3 TIOHSATTSM
gipmyanizayisi, TOOTO CTBOPEHHSIM BIPTYaJIbHOTO
o0'ekTa 4yu cepenoBuila. BipTyamizaiis 3ade3nedye
MOJIMBICTh BUKOPHUCTAHHS HE peasibHI PECypCiB a iX
OpPOrpaMHOr0 E€MYJISITOpa, SKWW y CBOKO Yepry
BUKOPHUCTOBYE YacTUHY (I3UYHOIO pecypey -
cepesepa.

¢ Bipryamzamis — 11¢ TEXHOJOrid, SKa J03BOJISE
KUIbKOM  BipTyaidbHuMm  MammHaMm  (BM)  abo
BIPTYQJIBHUM CEpEIOBHUIIIAM IIpalloBaTH Ha OJIHIM
(d13uyHIMi MaIlH1 (cepBepi), CIUIBHUM
BUKOPUCTAaHHSIM il  pecypciB, 3aJIMIIAF0YUCH
130JIbOBAaHUM OJHA BiJ OJIHOI.

* OC Bigmimarecsa Big LI mapom, skuii Ha3HBA€ETHCS
['imepBizop, 1 sAkui 3a0e31nedye BUKOHAHHS 0aratbox
BM 3 pizaumu OC-mMu Ha OJHOMY CEpBepi.



BipryaJdizauis - NOHATTH

sosece @ osscee @ CepBepwu, KOXKeH i3 cBOIM rinepBi3opom, po3TalLoBYOTbCA B ByAiBAi, AKa
e e s | Ha3MBa€ETbCA — LeHTpom 06pobku aaHux (datacenter). Cepsepu nomiliatoTbea y
carone P dcrake waodw, AKi 3'eAHAHI MepeKeBUM KOMYHIKAaTOPOM A5 3abe3neyeHHs NigKAYeHHS
|| Ao mepexi Ta po3noainy KusneHHa. LLladu ob6nagHaHi - KOHTPOIEPOM CTPYKTYPU
(Fabric Controller) — ue nporpama, aka 3abe3neyye poboTy cepsepis. KOHTponepu
06'egHaHi nig ynpasBAiHHAM Nporpamm — 30BHilWHboOro iHTepdelicy (Orchestrator).

" Azure Portal

| Create a
Virtual Machine

Konu Big KopucTtyBaya NpUXoAUTb 3aNMUT HA CTBOPEHHSA PECYPCY, TO 30BHILLHIN
iHTepdenc cnoyaTKy NepeBipsae, YN MAE KOPMUCTYBAY Ha L NiLeH3ito, | AKWO TaK, TO
HanpaBAAE MOro 40 CepBepy, Ae i CTBOPIOETbLCA pecypc.

oo ove @ es . vene @

{ }

Fabric Fabric
Orchestrator Controller  § Controller

———————=




Tunu BipTyasaizamis.

¢ Bipryanizanis miathopMu - BiIOKPEMITIOE OIIEpalliiiHy CHCTEMY BiJ peCypciB IIaT(OpPMH.

¢ BipTyanizamis NpUKIaTHOTO MPOTPAMHOTO 3a0e3MEeUeHHs, BUKOHAHHS OKPEMHX TMpOrpaM Ha BiAMIHHIN

amapaTHIi/porpaMHii miaTdopmi.

¢ Kpoc-murarpopmoBa BipTyaiizallis, J03BOJSE MHPOrpaMHOMY 3a0€3IEUYCHHIO CKOMIILILOBAHOMY [IJISI IIEBHOTO

IIPOLIECOPY Ta OIEpaliiiHOl CHCTEMHM MpallOBaTH Ha BIAMIHHUX MpoIecopax Ta/ado onepamiiHuX cucTeMax.
¢ BipTyanbHauii mpucTpiid, 00pa3 BipTyaJlbHOI MaIlIMHK MIPU3HAYEHUH JJI pOOOTH Ha BipTyaji3oBaHii miardopmi.
¢ Bipryasmizaiis cXoBuIIa, IpoIec MOBHOro adbCcTparyBaHHs JIOTIYHOTO CXOBHIIA JaHUX BiJ (PI3MYHOTO CXOBHIIIA.

«* Mepexena BIpTyaiisallis, CTBOPEHHS BIPTYATi30BAHOIO aAPECHOTO IIPOCTOPY MEPEXi B cepeauHl adbo uepes
2

ICHYIOUI ITIIMEPEXI.

¢ Bipryanpaa npuBarHa mepexa (VPN), koMIT'roTepHa Mepexka, B sIKi JIessKi KaHaJIM 3B'S3Ky MiX By3JIaMH CTBOPCHI

yepes3 BIAKPUTI KaHAIM Mepeiadl JaHuX a00 BIPTyaJibHI KaHAIM Y OLIBIINX MEpEeKax, TAKUX SIK [HTepHET



AKi npoonemu eupiwye gipmyanizayisa?

EdexTrBHE BUKOpHUCTaHHS pecypciB: BiprTyamnizaiis 103BOJISIE KOHCOJIAYBaTH CEPBEPU Ta MAKCUMAIbHO €(EKTHBHO
BUKOPHUCTOBYBATH BIJIbHI PECYPCH, 3HUKYIOUH MPU 1IbOMY BUTPATH HA 00JaJHAHHS Ta €HEPTIIO.

[IIBuKE pO3rOpTaHHS HOBUX cepefoBulll: BipTyanizailis 703BOJIsS€ MIBUIKO CTBOPIOBATH 1 HAJAIITOBYBATH HOBI BIpTyalibHi
MAaIllMHU 111 pO3rOpTaHHS HOBUX MPOrpaM Ta CEpBICIB.

['HyuKiCTbh ynpaBiiHHS: 3aBASKHU BIpTyali3alli Jermiie ynpasisTy 1 MaciTadyBatu iHQpacTpyKTypy, aAanTyBaTUCh J0 3MiH
HaBaHTA)XXCHHS Ta OTPeOH Oi3HECY.

3anoOiraHHs BTpartam AaHuX: BipTyanizauis cupuse Oulbll €(pEKTUBHOMY PE3€PBHOMY KOMIIOBAHHIO Ta BIJHOBJICHHIO
JAHUX, a TAKOX MIrpaliii JaHUX MK CEpBepaMM 0€3 IepepBU y POOOTI.

[TigBuieHa 6e3mneka: 3a 10MoMOror0 BipTyaii3allli MOKHA BIPOBAJI)KYBATH OLIIbII CTPOT1 MOJTITUKHA OE3IMEKHU 1 130JIA1111 MK
BIPTYQJIbHUMU MAIlIMHAMH, 1110 MOKPAIIY€ 3arajibHy O€3MEKy CUCTEM.

3MEHILICHHS BIUIMBY BIJIMOBHM OOJiaAHaHHS: BipTyanizaiiss A03BOJIA€ MIBUIKO MNEPEMINIATH BIPTyaibHI MAallUHU MIXK
(GI13MYHUMU CepBEpPaMM y BUIMAAKY BIAMOBH 00JIaIHAHHS, 3HH>KYIOUH Yac MPOCTOIO.

CrpollleHHs TeCTyBaHHSI Ta po3poOku: BipTyaunizailis Hajae 130Jb0BaHl CEpeNOBUIA ISl PO3POOKH Ta TECTYyBaHHS, IO
JI03BOJISIE PO3POOHUKAM €KCIIEPUMEHTYBATH 0€3 PU3UKY ISl BAPOOHUUNUX CHUCTEM.
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Knrouoei KomnoHeHmu sipmyanizayii

I'inepsizop: Lle mporpamue 3a0e3nedeHHsl, Ike CTBOPIOE Ta Kepye BipTyanbHUMH MamnHamu (BM) Ha
¢b13uunoMy cepsepi. I'inepBizop moxke Oytu Tuny 1 (bare-metal), sikuii mpaiitoe 6e3nocepeHbO Ha 00IaAHAHHI,
abo Tumy 2 (XOCTOBaHHUM), AKHH MpaIlOe HA OTIEpPalliifHii CUCTEMI] XOCTa.

Bipryanbni mamuau (VM): BipTyanbHi MallinHy € eMyJIbOBAaHUMH KOMII'TOTEPAMU, SIKI MPALIOIOTh BCEPEIUH1
(G13UIHOTO cepBepa 1 MarOTh CBOIO BJIACHY OMEpaIliiiHy CHCTEMY Ta MPOrpaMu, ajie ATk (GI3U9HI pecypeH 3
iHmIMMu BM.

Bipryanbauii MeHemkep pecypcis: Llelt KOMIIOHEHT Kepye pO3MOALIOM PECYPCiB MK BIpTyaTbHUMHU
MarmuHamu, Bkitodarodn 11, mam'ste, Mmepexy 1 30epiranas JaHuX.

Bipryanbna mepexa: BipTyanpHa Mepexa 103BOJIS€ BIPTyaJIbHUM MallMHAM B3a€EMOISTH OJIHA 3 OJTHOIO 1 3
30BHILIHIMU MEpekKaMH, IMITYIOUU pOOOTY (HI3UUHOT MEPEXKI.

Bipryanbue 36epiranns: [loniOHO 10 BipTyaslbHOT MEPEXKi, BipTyalbHe 30epiraHHsl BAKOPHUCTOBYE MPOTpaMHe
3a0e3MeYeHHs U1 CTBOPEHHS 1110311 (Pi3MYHUX MpUCTPOiB 30epiranns gaHux s BM.

Konconb ynpasninns: Le intepdeiic anminicTpaTopa, SKHii J03BOJSIE MOHITOPYBATH, KEPYBaTH 1
KOH(}ITYpyBaTH BipTyalibHi cepenoBuina, BM, mepexi Ta 30epiradss.

KoncominoBana indpacTpykrypa: [Iporpamu i o61agHaHHS, sIKi JO3BOJISIFOTH THYYKO 1 €(DEKTHBHO pO3TOpTaTH
BIpTYyaJibHI CEPEAOBUILA, BKIFOUAIOYH PIILICHHS JIJIs1 PE3€PBHOTO KOIMIIOBAaHHSA, MOHITOPUHTY 1 O€3MEKH.



Hyper-V - TexHomoris BipTyams3ailii, po3pobiaera Microsoft.
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Pieenb o6napHauHA

Apxitektypa Hyper-V cknagaerbcs 3 3X piBHIB:

piBeHb - 0 — piBeHb 00JIaIHAHHS;

piBeHsb - 1 — rinepsizop Hyper-V;

PIBEHB - 2 — KOpeHEeBUH po3/u Ta roctboBa OC

un

Hyper-V nigTpumye
i3onAauito 3a
po3ainamu. Posain
— ue N1IorivYHa
oaMHULA i3onAuii,

nigTpMMmyBaHa
rinepsisopom, y
AKOMY NpPaLoTb
onepavuinHi
cUCTeEMMN.

Hyper-V npautoe
AK rinepsisop TMnNy
1, wo o3Ha4ag, Wwo

BiH Npaytoe
6e3nocepenHbO Ha
¢isnyHomy
obnagHaHHi 6e3
notpebu B
onepauinHin
cuctemi xocra. Le
3abe3neyye KpalLy

NPOAYKTUBHICTD i

YyNpaBAiHHA
pecypcamm.
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Hyper-V - apxitekrypa
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Processors Memory

KopeneBuii po3min (1), amaparai mpuctpoi (2), mouipHi
po3ain (3), I'imepsizop (4), xaHan SKUM 3IIHCHIOETHCS
B3aeMOJIT MK posminamu (5), mocTadabHUKH CITYKO

BipTyamizamii (6), kimientu ciay:x06 Bipryamizaii (VSC) (7)

Child Partition ) |}
“J

s Ctek

“* Hyper-V moBmHEH MaTh OJHH KOPEHEBHM PO3JILI

i1 kepyBaHHAM Windows.

+ KopeHeBuii po3ii - CTBOPIOETHCS TIEPIIHUM 1 Ma€ BCI

pecypcH, He IOB'si3aHi 3 TiepBI30POM, BKIHOUYAIOUU
OUTBIIICTH MPUCTPOIB 1 CHUCTEMHOI naMm'sATi. Y
KOPEHEBOMY pO3aiIl PO3MIIITYETHCS CTEK
BipTyaJi3allii, a TaK0X CTBOPIOIOTHCS Ta KEPYHOThCS
JTOYIpHI CEKIIIi.

BIpTyasi3amii - KOJEKIid MNpOorpaMHHUX
KOMIIOHEHTIB y KOPEHEBOMY PO3JILI, K1 MPAIIOI0Th
pa3oM I MIATPUMKU BIpTyaidbHUX MamiuH. CTek
BipTyauTi3ailii 3amyCKaeTbCsl Y KOPEHEBOMY PO3ALIL
(1) 1 Mae mpsAMHIT TOCTYI 10 amapaTHUX MPUCTPOIB

).

s Kopenepuii po3ain mopomkye mpodipHi po3gian (3),

y SKUX po3TamoByrOThCsi TocThoBl OC. KopeneBuii
pO3A11  CTBOPIOE Ao4ipHI 3a jgomnomororw API-
1HTepJenCy rinepa3BiHKa.



Hyper-V - nodipHi po3aum

Root Partition (1) Child Partition (3) Child Partition ) |
P 5
Server Server
VSPs (6)
#llhl!"ll"l"
Vo ; /0 ; I/o
Stack Stack | Stack | "e™
Drivers VsGs (7) vscs (7)
VIMBus (54, ShardMemory  _  viBus (5) VMBus (5§
M Tl/l\ T 2
Hypervisor %7 ‘ ¢,
Devices (2) Processors Memory

KopeneBuii po3min (1), amaparai mpuctpoi (2), mouipHi
po3ain (3), I'imepsizop (4), xaHan SKUM 3IIHCHIOETHCS
B3aeMOJIT MK posminamu (5), mocTadabHUKH CITYKO

BipTyamizamii (6), kimientu ciay:x06 Bipryamizaii (VSC) (7)

Y poyipHix po3ainax Hemae goctyny Ao Gi3an4YHOro
npouecopa i BOHM He 06pobA0TbL NepepmnBaHHS
npouecopa. [JovipHi po34inn TaKoXK He MatoTb
NPAMOro 40CTyny A0 iHWKWX anapaTHUX pecypcis.

[lovipHi po3ainn pobaaTb 3anuUTn A0CTYNYy A0
PecypciB, AKi NPUMMAIOTb KNIEHTU CNYKO
BipTyani3auii (VSC) Ta nepeHanpaBAstoTb A0 KaHanNy
VMBuUs.

MocTtayanbHUKK cnykb BipTyanisauii (VSP) B
KOpeHeBOMY po34ini NigKA04YaloTbCA 40 WNHN
VMBus Ta 06pob6st0Tb 3aNUTN HA AOCTYN A0
NPUCTPOIB Bi4 A0YipHIX po3ainis.

Hu3bKopiBHEBA 060/10HKA Hyper-V noBHicTO
KOHTPOJIIOE MOXAUBOCTI anapaTHOI BipTyani3auil Ta
He Ha[a€ iX roCTbOBIM onepaLinHin cncTemi
(roctanin OC).



[ImaTdopmu BipTyam3arii.

s Hyper-V — e mnardopma Bipryamizamii, Hagana Microsoft mns omepamifinux cmctem Windows Server i
Windows. Ile mo3Bonsie KOpUCTyBauaM CTBOPIOBATH BIpPTyajbHI MAlllMHM Ta KEPyBaTH HUMH Ha XOCT-MaIllHHI
Windows.

s VMware vSphere — me miardopma BipTyami3amii Ta XMapHUX O0YHCIICHB, po3pobieHa koMmaHiero VMware,
Inc. Bona Hagae HaOip IHCTPYMEHTIB 1 TEXHOJIOT1M IS CTBOPEHHS BIPTyalli30BAaHUX CEPEOBHUII IICHTPIB
00poOku manmx i kepyBaHHS HuMH. VMware vSphere Bxmrowae ESXI rimepsizop. Bin 3abe3nedye oCHOBHI
dyHKIT BipTyamizaiii, Oe3MocepeaHbO KEPYHOUM amapaTHUM 3a0€3ME4YeHHSM CepBepa Ta JI03BOJISIOUM
CTBOPIOBATH Ta 3allyCKaTH BIPTyaJbHI MAllIUHMU.

¢ Citrix - OararoHamioHajbHa KOMIIaHIS 3 TIPOrpPaMHOro 3a0e3NCUCHHs, SKa HaJa€ PsJl MPOAYKTIB 1 PIIICHB,
OB’ SI3aHUX 13 BIpTyallizalliero, XMapHUMH 009YHCICHHIMHU Ta Mepexkamu. OcHoBHa yBara Citrix 3ocepekeHa Ha
HaJaHHI BIIIAJICHOTO JIOCTYyNy, iHGPACTPYKTypH BipTyanbHOro pooodoro cromy (VDI) i pimens mjas 1ocTaBKH
IOMATKIB JJIs HiAMPUEMCTB 1 OpraHi3alii.

“* Microsoft Azure gacTo 3ragyerbcs HMpocTo sk Azure — xmapHa Iutargopma Ta iHPpPACTPyKTypa Koproparlii
Microsoft, npusHadeHa a1 po3poOHHKIB 3aCTOCYHKIB XMapHHX o0uuncieHs (anri. cloud computing) i mokivnkana
CIPOCTHTH IIPOIIEC CTBOPEHHS OHJAMHOBHX aonartkiB. Microsoft Azure mo3Bossie po3ropratu JOJATKH sK 3a
normomororo Microsoft .NET i Visual Studio, Tak i 3a mormomororo iHImHX iHCTpyMeHTIB. [lmardopma mpairoe Ha
cepsepax Microsoft.



IImardpopma Microsoft Azure- https://portal.azure.com



https://portal.azure.com/

ITnamghopma Microsoft Azure-_https://portal.azure.com

Azure Resource Manager (ARM) — me cayx0a posropraHHs Ta KepyBaHHsS i Azure. flka mae 3MOry CTBOPIOBATH,
OHOBJIFOBATH Ta BUJAISATH PECYPCH Y BallloMy OOJI1KOBOMY 3amuci Azure.

Azure portal Azure PowerShell Azure CLI REST clients ARM nosBonse rpymmyBaTu MOB's3aHi peCypcH
l l B KOHTEHHEpHU, BIJIOMI SIK PECYpCHI IPYIIH.

ARM interpyerncs 3 Azure Active Directory i

SDKs OIATPUMY€E MOJCNIb KOHTPOIIO JOCTyIy Ha

t ) g ) ) ocaoBi  pomeir  (RBAC),  mo3Bonsioun

JNETATI30BaHO  YIPaBISITA  JOCTYNIOM  JIO
(%) Azure Resource Manager <« Authentication ~PSSYPC!®: |
ARM Hanmae 1HCTpyMEHTH [Ji1 YyIpaBIIHHSA
l l i l KUTTEBUM IMKIOM PECYpCIB, BKJIIOUAKOYH
OHOBJICHHS, MacIITaOyBaHHS Ta BHUIAJICHHS
. u ; eoe pecypciB.
. Web App — S Other Vei  moorcnusocmi, OdocmynHi Ha nopmaii,

Store Machine Management  services maxoxc oocmynui uepes PowerShell, Azure
CLI, REST APl ma xknienmcwoki SDK.


https://portal.azure.com/

Azure Resource Manager - Tepminu

Pecypc — KepoBaHUU €JIEMEHT, AOCTYIHHUN 4Yepe3
Azure. ITpukiianamu pecypciB € BipTyaibHI MallIMHHU,
OONIKOBI 3amucu 30epiraHHs, BeO-mporpamu, 0a3u
JAHUX 1 BIpTyaJbHI MEPEXKIi.

I'pyna pecypcie — KOHTEWHEpP, SKUH MICTUTh
NOB’sI3aH1 pecypcu. Ipyma pecypciB BKIIOYAE Ti
peCypcH, SIKUMH BH XOU€T€ KEpyBaTH SIK TPYIOIO.
I'pynu pecypciB HE MOXYTh OyTH BKJIaJ€HI OIHA B
OJTHY.

IHocmauanvnuk pecypcie — ciyx0a, siKa HaJae
pecypcu Azure, Hanpuxkmnan, MOIIMPEHUM
nocradajipbHukoM pecypciB € Microsoft. Compute,
AKAW HAJa€ PECYPC BIPTyaabHOI MAIIUHHU.

[ITabnmon ARM — ¢aiin HoTamii 00’extiB JavaScript
(JSON), skmit BH3Hauae onuH ab0 KibKa pecypciB
u1st posroptanHs. [11abmoH MOKHA BUKOPUCTOBYBATH
JUIsl TIOCJIIAOBHOTO Ta 0araTopa3zoBOr0 pPO3TOPTaHHS
pecypcis.

Pecypc po3mupeHHss — pecype, SAKAM J10Ja€
MOXJIMBOCTI 1HIIIOTO pecypcy. Hampuxkian,
MPU3HAYCHHS POJIl € JOJAATKOBUM PECYPCOM.

Resource groups
(web + DB, VM, Storage) in one group

& -~ B~ B
©

H B

Web and —a Virtual —a

DB machine Storage
resgurce resource resource
group group group




PieHi ynpaeniHHA

Azure Haf,a€ YOTMPU PiBHI YNPaBAiIHHA: TPynn KepyBaHHA (management groups), nianuckm (subscriptions), rpynu
pecypciB (resource groups) i pecypcu (resources).

() Management I'pynu kepyBauns (Management groups) — HeoOXimHi mis

| €(DEKTUBHOTO  KEpyBaHHS  JOCTYIIOM, IOJITHKAMU  Ta
BIANIOBIJHICTIO JJI4 IUX MIANMCOK. Ipynmu  KepyBaHHS
3a0€3Me4y0Th  00JacTh  YHPABIIHHSA  HAJ  IJANUCKAMHU
(subscriptions). VYmoBu KepyBaHHS, SIKi BH 3aCTOCOBYETE,

|
[i] [*] [".‘] Resource . R .
YCIIAAKOBYIOTBCS KACKAJA0OM A0 BCIX IIOB A3dHHUX ITNAIIMCOK.

groups

| |
W (ooed ﬁ @ Resources
1 ® 5

Subscriptions




Hionucku (Subscriptions) B ocHoBHOMY € noMoBieHicTIO 3 Microsoft mpo BukoprcTaHHS OgHOTO a00 NEKIIBKOX iX
XMapHUX cepBiciB. Kirrouosi miii mianucku AzZure:

Yupasainna pecypcamm: Ilignucka AzUre Ciy>KUTh OJWHMIICI0O BUCTABJICHHS PaxyHKIB 1 JOMOMAarae yIHpaBJsTH
pecypcaMu, CTBOPEHUMH KopucTyBadyaMu. KopucTyBadi MOXYTh TpyHyBaTH Ta yIPaBsSTH MOB'SI3aHUMH pecypcamu
paszoM, MOB'SI3aBIIH iX 3 TIEK CAMOIO MiAMKUCKOIO.

Ynpapainasa gocrynom: Ilianucka Takox Hajae 3acoOM agMIHICTpaTopaM i HadaHHS JO3BOJIB Ha JOCTYI J10
OOJIIKOBUX 3aMMCIB KOPUCTYBAY1B, TPYIl Ta JTOAATKIB JUIsl YIIPABIIHHA peCypcaMH B MeKaxX MIJIMUACKH.

BincrexkeHHsT BapTOCTI Ta BHCTABJIEHHS PpaxyHKiB: KoXHe BHKOpPHCTAaHHSI CEpBICY BXOAUTH 1O KOHKPETHOI
MIJMUCKH, 1 1€ COPUSE KOHTPOJIO 32 BUTPATAMU, BUKOPUCTAHHSAM PECYPCIB Ta JIMITaAMHU BUTPAT.

CrBopeHHs i30JsWii: Pi3H1 miAMUCKU MOXYTh BUKOPHUCTOBYBATHUCS JJIsI CTBOPEHHS JIOTTYHOI 130JISI1I peCypcCiB Ta
3aCTOCYBAHHS MOJITHK YIIPABIIHHS B MEXaxX OpraHizaiii.

Buxkopucranns cepBiciB: 3 MIANUCKOIO BU TMOTOMKYETECh Ha JAESAKI YMOBHM Ta IOJOXKEHHS IOAO BUKOPHUCTAHHS
cepniciB Azure. Cepicu AzUre 10CTyIHI TUIBKH TOJ1, KOJIM y BaC aKTUBHA ITIAMUCKA.



Azure subscription1 # -

Spending rate and forecast

Curent cost

000 /0.0

Top products by number of resources

Costs by resource

Azure Defender coverage

is not enakled for this subscription

OcHogHI napamempu niONUCKU

Top free services by usage

I Used within fenit I Limit exceedes I Urniset services
0 0 58

Service Usage
e o
0/2 nth
ta Storad
Azur
0/2 1/Hou
100

/200 (10K)

o Ok W

~

KepyBanus noctymnom (IAM) — 1ie cropiHka,
VIS TIpU3HAYCHHS poaen Ui  HaJdaHHS
TOCTyNy 10 pecypciB Azure.

Azure Teru (Tags) — 1€ eJICMEHTH
MetagaHux (y Qopmari KIIro4u-3HAYCHHS),
K1 JOTOMararTh  OpraHI3yBaTH Ta

B1JICJIIJKOBYBaTH PECYPCH.

besmeka (Security).

Ynpasninas surparamu (Cost Analysis).
Paxynku (Billing profiles).

Oyukiig  "/lilarHocTHKa Ta  yCyHEHHS
npoonemM”.

Omnmis «HamamryBauus» (Settings).



Kepypanns moctynom (IAM) mo pecypciB 3a monomororo Azure RBAC nomsrae B mpu3HaueHHI poiieid Azure, ski

CHiJ pO3yMiTH — SIK cnocid 3actocyBaHHs n03BodiB. Azure RBAC — e cucrema aBropuzaliii, CTBOpeHa Ha 0a3i

nucreTdyepa pecypciB Azure, sika 3ade3nedye ToUHe KepyBaHHS J1ocTynoM J0 pecypciB Azure. Azure RBAC MicTUTh

noHa 100 BOymoBanmx poJeii. IcHye m’aTh ocHOBHUX pojei Azure. Ilepmii Tpu 3aCTOCOBYIOTHCS /10 BCiX THIIIB

pecypciB:

1. «Bnacuuk» (Owner) - Hamae moBHuMIA gocTyn 10 KepyBaHHs Bcima pecypcamu. [Ipusnadae poni B Azure RBAC.
Poinb HanexxuTh AnMiHICTpaToOpy ciayxou Azure.

2. “Cnis-Bnacuuk” (Contributor)- Hagae mocTym 10 kepyBaHHS pecypcaMy BKIIFOYCHUMU B TPYITH KEPyBaHHS.

3. «Uwurau» (Reader) - mae qoctyn 10 pecypciB 0e3 IpaBa BHECCHHS 3MiH.

A " Microsoft Entra ID — 1me xmapHa ciyx0a KepyBaHHS

soaton P e inentu(ikamielo Ta HamaHHS [TOCTYIy /[0 30BHINIHIX pecypciB.

g [pukinagu pecypciB Bkmrodaroth Microsoft 365, mopram Azure Ta
/ woor A e ey TUCAYI IHIIKX TIporpam Saas.

— o [T-apminicTpatopu BuKopucToByloTh Microsoft Entra 1D  mua

S () s KOHTPOJIIO JOCTYIMY JO MPOrpam 1 pecypciB mporpaM BiJIMOBIAHO 0

Contributor
Reader

Usr s Adi (%] Managemeregoup dhromsmn  GizHec-BUMOL. ~ Hanpuknazn, sk IT-agMidicTparop BH  MOXKETE

P — S a BUKOPHCTOBYBaTH Micro.soft. Entra ID, mo0 BuMaratu
s () o 0ararodakTopHy aBTEHTU]IKAIIIIO. .

Po3po6HMKH mporpaM MOXKyTh BuKoprcToByBatn Microsoft Entra 1D,

W Fesouce JUIL CTBOPEHHS IEPCOHAI30BAHOTO JIOCBIy 3 BUKOPHUCTAHHSIM

opraizaiiiHux gaHuX abo momatu cucremy eauHoro Bxomy (SSO)

110 TIPOTpaM.

w



A nianucoK, Aki CTBOPEHi BaMu — BU € «BnacHuk». [AnA

Home > Azure subscription 1

Owner
pp\ Azure subscription 1| Access control (IAM) = BuitinRole
Susscrprion
o & 4 asaw L Oounioas roe smgnmens Permissions  ISON  Assignmens
Overview Description: Grants full sczess o manage sl resources

Checkaccess  Role sssignments  Roles  Denysssigrments  Classic sgministrators (&

w0 sssign roles in Azure ABAC

o 3l (will 3ke 3 moment o load)

Permissions

Subscription Registration Action )
Unregisar Demain Szruice O

Regizter Demain Servies ()

Read Domain Service ©

Wit Domain Service

Detete Domain Senvice ©
Get the network endpoints of all outbound dependencies
Read disgnostic setting for Domain Senvice ©

Write diagnostic setting for the Domain Sarvics resource

Gets the suailable logs for Domain Sevice
Metrics for Domain Service

Read Ou Container @

vy g [ search permisions
S Access control (IAM) My access Type: ANl
@ T bermission Type
Q securiy Check access Showing 500 of 17009 permissions v
[ — Grant access to this resource View access to this resource
i Bucges Grant access to resourcs by assigning 3 View the role assignments that grant access Other
« Learn mo Leam more i Read o)
. .
& e
-
e
e
.
.
.

Wirits Ou Container @

Description

Subscription Registration Action
Unregister Domain Service

Register Domain Servics

Read Domain Services
Write Domain Service

Delete Domain Service

Get the netwark endpaints of all outbound dependencies

Gets the disgnostic setting for Demain Service

Creates or updates the disgnostic saring for the Domsin Senics resource
Gets the ausiable ogs for Domain Senvice

Gets metrics for Domain Service

Read Ou Containers

Writs Ou Continer

BM3HAYeHHA iHWKMX ponei Bam noTpibHO meHto «Add role assignment».

Home 5 Azure subscription 1| Access control (IAM) >

Add role assignment

Role Members

A role dsfinition is 3 collection of permissions. You can uss the built-in roles or you can create your own custom roles. Learm

Job function roles  Privileged administrator rales

Grant accass to Azurs resources based on job function, such ss the ability to create virtual machinss.

Search by role name, description, permission, or 1D Type : AN Category
Name T Description Ty
der Wiew all resources, but does not allow you to make any changes.

ACR Registry Catalog Lister Allows for listing all repositories in an Azure Cantainer Registry.

ACR Repository Contributor Allows for read, write, and delsts access to Azurs Contsiner Registry repositoriss, but sxcluding catalog listing,
ACR Repository Reader Allows for read sccess to Azure Container Registry rapositories, but sxcluding catalog listing.

ACR Repository Wiriter Allows for read and write access to Azurs

r Registry, but excluding catalog |

AcrDelete acr delete
Acrimagesigner serimage signer
Acrpull ser pull
AcrPush scr push
AcrQuaraniineReader 2cr quaraniing data reader

AzrQuarzmtinsiritar 2er quaranting dzts writer

or Recommendations Contributor (Assessments and Revie... View sssessment

scezptea review 2nd mansge the lifecycle (mark a5 completed. postp.

Wiew reviews for 3 workload and triage recommendations linked to them

Visw reviews for 3 workload and recommendations linksd to them.
AgFead Platform Dataset Admin Provides access to Dataset APls

AqFood Platform Sensor Partner Contributor Proviges nntribute sccess 1o manage sensor relsted entities in AqFoss Flstform Senvice

Type Ty

BuiltnRole
BuiltinRole
Builtinole
Builtinole
Builtinole
BuiltnRole
BuiltinRole
BuiltinRole
Builtinole
BuiltnRole
BuiltinRole
BuiltinRole
BuiltinRole
Builtinole
BuiltnRole

BuiltinRole

Category Ty
General
None
None
None
None
Containers
Containers
Containers
Containers
Containers
Containers
None
None
None
MNone

None

Details

view

View

view

view

View

view

View

view



Azure Teri (TAGS) — 11e enemenTu MeTaganux (y popmari Kiro4-3HaueHHS ), SIKI JOIIOMAaraloTh OpraHi3yBaTH PECYPCH.
3arajbH1 TUIHU TET1B BKIIIOYAIOTh:

1. Environment (Cepenosuiie): Bka3yioTh Ha cepeoBHIle po3ropranss, Take sk Production, Development, Testing
(TectyBanns).

Department (Bigaur): InenTudikyroTh BIJIUI, BIAMOBIIAIBLHUM 32 pecypc.

Cost Center (Lleatp BuTpar): [1oB's13y10Th pecypcH 3 KOHKPETHUMU (DIHAHCOBUMU paxyHKaMHU.
Project: Bka3zytoTh Ha IPOEKT, KU MIATPUMYIOTh PECYPCH.

Owner (Bnachuk): IneHTrdikyroTh 0co0y ad0 KOMaH1y, BiANOBIJAJIbHY 3a PeCypc.

Location (Micre3naxomkenHs): BkasytoTs Ha reorpadiyae MiCIIe3HAXOIKESHHS PECypCy.

N oo o kW N

Application (3actocyHnok): I1oB's13y10Th pecypcH 3 IEBHUMH 3aCTOCYHKAMH.

Tagging Azure resources

l'.-,’l Management
groups
env = (dev | test | prod )
|
‘ app = ( ecommerce | erp)
Subscriptions
p < department = ( finance | it | sales )

geography = northamerica
| < Resource
: groups costeenter = 56010

@

owner = jsmith



Po3miaHEMO ITPUKITAJL, KOJIU B MEXaxX MIAMUCKUA HEOOX1THO BIACIIAKYBATH PECYPCH 3a
pPEr10HOM «East US. Cnouarky ctBopuMo Ter: Location = East US

Hexaii Mmaemo aB1 rpynu B pi3HUX perioHax: «East USy ; “West US”

Create a resource group Create a resource group

'ﬂ Validation passed. 'ﬂ Validation passed.
Basics Tags Review + create Sasics Tags Review + create
. g — » =P
Basics —— | | A= o Basics
Subscription Azure subscription 1 Subscription Azure subscription 1
Resource group group_storage RESOUFCE group group_osts
Region Ezst Ul Region West US
Tags Tag
ocation East US Location East US



 Onmisgs "JllarHOCTyBaHHS Ta BHUpIIIEHHA 0OpobieM’ Yy
mianucii Azure Hajgae KuUlbka (QYHKIIN, CHPSIMOBAaHUX Ha
JOTIOMOTY KOPUCTyBauyaM Yy BHUIIPABICHHI Ta €(EKTUBHOMY
BUPIIIEHHI TPOOJIEM:

* Monimopunz ma ananimuxa. HanaroTbCsl IHCTPYMEHTH Ta

X Azure subscription 1 Diagnose and soive problems peCypcH JJIi MOHITOPUHTY CTaHy Ta MPOAYKTHBHOCTI MOCIYT
EEm— Ta pecypciB Azure. Ile BkiIroyae 10CTyH 10 METPUK, KypHAJIIB
Ta JIarHOCTUYHHUX HaHMX, SK1 JOIOMAararTh B 1AeHTU]IKaIlil

A, Access control (IAM) What problem are you trying to troubleshoot?

CD:g o ‘T '”"””j”“ == Ta J1arHOCTHII1 HpO6JIeM.

. e * Pexomenoauii Azure Advisor: Azure Advisor wnagae
I S NEePCOHAII30BaHl PEKOMEHJallli Ha OCHOBI Hai'ncpamnx
B com

MPAKTHK BUKOPHCTAHHA Azure mis onTumizalii pecypcus

e et e I IBUIIEHHS OE3MEKH Ta MOKPALIEHHS IPOAYKTHBHOCTI.

B silling prof

* Cman pecypcie. HanmaeTbCd MOXIMBICTH OTPUMATH
iHpopMallilo Mpo NOTOYHUM CTaH pecypciB Azure, 1o
JIO3BOJISIE IIBUAKO BHUSBJIATH HasBHI IMpoOieMu abo mepedoi,
SK1 BIUIMBAIOTh Ha Ballll pECYPCH.

* Cman nocayz. HajnarotbCsl BIIOMOCTI MPO 3arajibHUN CTaH
Ta JOCTYIHICTh MOCIYr Ta perioHiB Azure, BKIOYAIOYU
MOTOYHI IHITMJACHTH Ta 3allJlTaHOBaHI TEXHIYHI poOOTH, sKi
MOXKYTh BIUJIUBATU HA BaIlll TOCTYTH.



Vnpaeninns sumpamamu (Cost Analysis)

MomnitopuHr 1 3BITHICTE: Hajae 1HCTpyMEHTH 1Ji1 MOHITOPUHIY Ta aHalldy BUTpar Ha mociayru Azure. Ile Bkirodae
J€TAJII30BaH1 3BITH 1 TTaHEN1 MPUJIA/IIB, SIK1 HA/Ial0Th 1H(MOPMAIlIIO TTPO CIIOKUBAHHS PECYPCIB 1 BUTPATH.

bromkeryBaHHs: KopuctyBaul MOXKYTh BCTAHOBJIIOBATH OIOKETH JJISI  BIJCTEKEHHS BUTpPAT 32 KOHKPETHUMU
(biHaHCOBUMH MexaMu. Moxciuee Halauimyeanus CcnoGiuieHy U1 TIOBIJOMJICHHS 3alllIKaBJICHUX CTOPIH PO
HaOIMKEHHS a00 EPEBUIIIEHHS] BCTAHOBJICHUX JIIMITIB.

[Iporno3yBanusa: Jlonmomarae B MpOrHO3yBaHHI MaWOyTHIX BUTPAT HA OCHOBI ICTOPUYHMX JAHUX Ta TEHACHIIH, 110
J03BOJIsIE OpraxizaiisiM e(heKTUBHO IJIAHYBAaTH Ta PO3NOJIUIATH PECYPCH.

Po3nonut Butpar: J[03BOJIsi€ BCTAHOBIIOBATH MITKH 1 KATETOPU3YBaTH PECYPCH JJIs1 TOUHOTO OOJIIKY BUTPAT 3a BIJILJIAMH,
IpOEKTaMH a00 [IEHTPAMU BUTPAT.

Pexomenpanii: Hamae pexomeHaiii 3 €KOHOMII KOIITIB Ha OCHOBI BUKOPUCTAHHS 1 Hakpammx mnpaktuk Azure. Ili
pEKOMEeHAallli JonoMaralTh ONTUMI3YBaTH BUTPATH, 1ICHTU(PIKYIOUM HEJOCKCIUIyaTOBaHl pecypcu ab0 PEKOMEHIYOUU
npuadaTH 3ape3epBOBaHI €K3EMILISIPH, € 1€ MOXIIUBO.

[aTerpamis: Iarerpyernscs 3 Azure Advisor ta iHmmME cepBicamMu AzUre st HagaHHS KOMIUICKCHUX PEKOMCHJIAIN 3
yIpaBJIiHHS BUTpaTaMu, 0€3IeKOI0, MPOAYKTUBHICTIO Ta €PEKTUBHICTIO ONIEpAallii.



[lpuknan - Hanawmyeanus cnogiuieHd 11 MOBIIOMJICHHS TIPO HAOIMKEHHS a00 TIEPEeBUIIICHHS! BCTAHOBIICHUX JIIMITIB

Home > Azure subscription 1 | Cost alerts » Budgets »

Home > Azure subscription 1| Cost alerts > Budgets >

Create budget

Budget
Create budget
Budget
~" Create a budget a Set alerts
Scope Azure subscription 1 -
il Configure alert conditions and =end email notifications bassd on your spend.
lters
T add filter
* Alert conditions
Budget Details Type % of budget Amount Action group

[ ] [eners | -
Give your budget a unigue name. Select the time window it analyzes during each evaluation period, its

expiration date and the amount. | seiecttype v | [ emterse | -

* Mame | budget]alerl ‘/l

Fs
-

Manage action group [}

* Reset period © ‘ Monthly ~ ‘
* Creation date (@ ‘ 2024 o ‘ ‘ June ~ | ‘ 1 ‘ * Alert recipients (email)
* Expiration date @ ‘ 2026 v ‘ | May N | | 31 e ‘ Alert recipients (email)
example@email.com
It iz recommended fo odd azure-noreply@microsoft.com te your email allow list to ensure alert mails do
Budget Amount not go to your spam folder

Give your budget amount threshold
Language preference

Amount * 10 o
Selzct your preferred language for receiving the alert email for all recipients provided above. Default iz

the language associsted to your enroliment.

Languages * [ Defautt w

Previous || Mext =




3axuct Bim 3arpo3. BusBinenHs Ta
3MCHIIICHHS] ~ TOTCHIIMHUX  3arpo3
oe3merti.

VYrpapmiHHS BI/IITOBIIHICTIO:
3a0e3neyeHHs] BIAMNOBITHOCTI PECYPCiB
CTaHJapTaM Ta PEryISTOPHUM BHUMOTaM
y cdepi 6e3mekn.

Cran  Oe3mexu:
KOH(pIryparii
peKOMEeHIaIlii.

Hagauna  orsany
Oe3nexu Ta

Ominka BpazmuBocTe.  BusBneHHs
BPAa3JIMBOCTEN B BalllUX PECYpCaX.

KonTpons JOCTYILY: VYropasniHHs
JI03BOJIAMU Ta JJOCTYTIOM JI0 PECYPCIB.

Onuisa "'be3nexa"’

9 Azure subscription 1| Security

Subscription

|  Search | &

Owarviegw

Activity log

cp. Access control {JAN)

@ Tags

“
9

Diagnoss and solve problems
Security
Events
Cost Managemesnt
Cost analysis
H Cost alers
15) Budgets
6 Advizor recommendations
Billing
EI Billing profile invoices
Settings

Help

“

o For enhanced security capabilities, upgrade your subscription’s Microsoft Defender for Cloud plans =

B Visit Microsoft Defender for Cloud to mamage security across your virtual networks, data, apps, and more

Recommendations

0:

Security alerts =7 Microsoft Defender On

Qo

Additional Defender for Cloud protections available with Defendsr CEPM.

Recommendations

-

Learn more.

Defender for Cloud continuously monitors the configuration of your Azure resources to identify potential security vulnerabilities and recommends a«

No recommendations to display

There are no security recommendations for this resource

View all recommendations in Defender for Cloud

Security alerts

Discover threats at an sarly stags to quickly respond and prevent futurs attacks
Upgrade your Microsoft Defender for Cloud plan for enhanced security, including
Just |Im Time access, which reduces your exposure to network attacks
Adaptive application controls to block malicicus or unsupported applications

Threat detection using advanced analytics and global threat intelligence
nteractive investigation tools and automated remediation for rapid response

And much maore



['pyny pecypciB MOKHa BUKOPHUCTOBYBATH ISl KEPYBaHHS IOCTYIIOM BU3HAYUBIIM TTOJTITUKN AZUTE.



Microsoft Azure

A~ Search resources, services, and docs (G+/)

Available Definitions

B |-

Home » Policy | Assignments >

Assign policy

solovey.ol@knuba.edu.ua @
KATBCLKMIA HALIOHANBHWA v P

| Search | Type : | 2 selected
Basics  Advanced Parameters Remediation Non-compliance messages Review + create Select all
POLICY NAME

Custom
Scope
Scope Learn mare about setting the scope * Audit virtual machines without disaster recavery configured Built-in
| Azure subscription 1 Vulnerability assessment should be enabled on your Synapse workspaces Synapse
Exclusions Enable logging by category group for micrasoft.networkcloud/storageappliances t..  Monitoring

Optionally select resources to exclude from the policy assignment. . N . .
| P y polcy 9 SQL Server Integration Services integration runtimes on Azure Data Factory should ...

[Preview]: Configure WMSS created with Shared Image Gallery images to install the ...

Basics
licv definiti Private endpoint connections on Batch accounts should be enabled
Policy definition *

| Enable logging by category group for microsoft.network/p2svpngateways to Storage

Assignment name * @ Enable logging by category group for Metwork security groups {microsoft.network/...

| Azure Backup should be enabled for Virtual Machines

Description Configure App Service app slots to use the latest TLS version

Enable logging by category group for Service Bus Mamespaces {microsoft.serviceb...
Configure a private DNS Zone ID for table grouplD
Configure Azure Virtual Desktop workspaces with private endpoints

Enable logging by category group for micrasoft.timeseriesinsights/environments/e...

[Preview]: Azure Security agent should be installed on your Windows Arc machines
Policy enforcement (3

(@I visabled )

Assigned by

Azure Al Services resources should restrict network access

33 IOTTOMOTO

Azure K tes Service Private Clusters should be enabled

Onera Conoee

Enable logging by category group for micrasoft.devices/provisioningservices to Lo..

Erahla lnaning b ratanane arnom far Azora Natabaca far MBSOl carvars (mirracnf

MNext Add

Review + create | Cancel || Previous ||

| | Cancel

"TTopTa

Data Factory
Security Center
Batch
Monitoring
Monitoring
Backup

App Service
Monitoring
Storage
Desktop Virtualization
Monitoring
Security Center

Azure Aj Services

Kubern#tes

Monitoring

Mrnitaring

'PE

Jdikkin

Builtin

Builtin

Builtin

Builtin

Builtin

Builtln

Builtln

Builtln

Builtln

Builtln

Builtln

Builtln

Builtln

Builtin

Builtin

Builtin

Builtin

Builtin

Builtln



Home > Policy | Assignments >

Assign policy

Basics  Advanced Parameters  Remediation MNon-compliance messages

| Search by parameter name

| E Only show parameters that need input or review

Allowed locations * (3

Review + create

| Wast Europe

Home > Policy | Assignments >

Assign policy

Basics  Advanced Parameters Remediation Mon-compliance messages

Scope
Scope Learn more about setting the scope *

Review + create

| Azure subscription 1

Exclusions

| Optionally select resources to exclude from the policy assignment.

Basics
Policy definition *

| Allowed locations for resource groups

4l -

Assignment name * (O

| Allowed locations for resource groups

Description




Home > Policy

Allowed

Policy definition

Assignments > Allowed locations for resource groups >

locations for resource groups

© /providers/Microsoft.Authorization/palicyDefiniti
: Built-in

s all

= Assign policy ™ Duplicate definition
-~ Essentials
Mame . Allowed locations for resource groups Definition location
Description : This policy enables you to restrict the locations your organization can create resource ... Definition 1D
Available Effects : Deny [y Type
Category : General Mode
Definition Assignments (1) Parameters (1)

1

2 "properties”: {

3 "displayName™: "Allowed locations for resource groups”,

4 "policyType": "BuiltIn”,

5 "mode": "all",

6 "description™: "This policy enables you to restrict the locations your organization can create resource groups in. Use to enforce your geo-compliance re

7 "metadata": {

8 "wversion": "l.@.a&",

] "category”: "General”

16 1

11 "version": "1.8.8",

12 “parameters”: {

13 "1listOofAllowedLocations™: {

14 “type": "Array”,

15 "metadata”: {

16 "description”™: "The list of locations that resource groups can be created in.”,

17 "strongType”: "location”,

18 "displayhName”: "Allowed locations”
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Home » Resource groups »

Create a resource group

@ Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more [

Project details

Subscription * (5 ‘ Azure subscription 1 R ‘

[

Resource group * (D) | group_for_et|| \/l

Resource details

Region * O | (US) East US v |

€ Policy enforcement. Value does not meet requirements on resource:
group_for_etl : Microsoft.Resources/subscriptions/resourceGroups
The value ‘eastus’ in this field was denied:
Policy e765b3de-1225-4ba3-bd56-1ac6695af988 details
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Home »

rs: Policy

besrch I &% Scope

| Azure subscription 1 | !

”: Cverview

#f Getting started

aka.ms/policyPlusEventGrid

i\ Compliancs ﬂ Compliance state chamge events are now available at the management group level! Use event-based architecture to react to notifications with an Azure Function, Logic App, or any other supported event handler. Learn more hitp:

»* Remediation

Events

Owerall resource compliance (0 Resources by compliznce state (0 Mon-compliant initiatives (D) Mon-compliant pelicies (O LEARN MORE

» Authoring .
Learn about Policy &

O % He- comelant 1 ﬁ 2 5 . Onboarding tutorisl

M 1 - Mon-compliant

Dowtof 1 1 out of 1 out of 242
Mame +l  Scope Tl Compliance state *l  Resource compliance *1  Mon-compliant resources *1  Mon-compliant policies T
i ASC Default (subscription: 60138476-579c-dbaf-ac..  Azure subscription 1 [x] Mon-compliant 0% (0 out of 1) 1 25 -
= Allowed locations Azure subscription 1 ] Compliant 100% [0 aut of 0} o o -
Wiew all
ASSIGMMEMTS BY COMPLIAMCE [LAST 7 DAYS)
! W 450 Defauin.
W Allowed loc...
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