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AHOTAILUS

TexHosoriss po3mi3HaBaHHSA KiOepaTrak 3a JOIMOMOIOK HWMOBIPHICHUX
HEUPOMEPEXK.
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Pob6oTa mpucBsueHa omucy Ta MOSICHEHHIO CHCTEM BUSIBICHHS BTOPTHEHD,
CyyaCHHM TUIAXaM KarTajorizaiii O3HaK BTOPTHEHb y BHIVISIAI TaOJIHWIb Ta
1HTerpaiii HeUpoMepeKeBUX TEXHOJIOTIM Mg TMOKpamieHHs iX poOoTH Ta
CTBOPEHHIO TE€CTOBOTO PIIICHHS HAa OCHOBI HEHpPOMEPEKEBOIO0 MOAYJIO Ha 0asi
apxitektypu PNN.

KirouoBi cioBa : HMOBIpHICHA HEMpOHHA Mepexka, MepexeBa Oesleka,

CHUCTCMa BUABJICHHS BTOPIrHCHb.

SUMMARY

Technology of cyberattack recognition using probabilistic neural networks.

Bachelor's qualification work in the specialty: 126 "Information systems and
technologies", educational program: "Information systems and technologies". -
Kyiv National University of Construction and Architecture. - Kyiv, 2026.

The work is devoted to the description and explanation of intrusion detection
systems, modern ways of cataloging intrusion features in the form of tables and
integration of neural network technologies to improve their performance and create
a test solution based on a neural network module that utilizes PNN architecture.

Index Terms: probabilistic neural network, network security, intrusion

detection system.
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BCTYII

Po3BUTOK MepexeBUX TEXHOJIOTIM HaJaB BEIMKWAW MPOCTIp  JIA
aBTOMarTu3allli BUPOOHMIITBA, OOpOOKM JaHUX Ta CHIIKyBaHHSA. Ta HaBiTh 3
MOYaTKy 1CTOPii KOMIT'IOTEPHUX MepeX He OyJIM HOBHHOIO PI3HI HUIAXH 00XOmy
3aXUCTY Ui TIepeXOIieHHs iH(popMallli Y MPOCTO BUBEIACHHS YCI€I CUCTEMH 3
nagy. lle mocuTh viTka cucreMa, TOMY SIKIIO BHUBECTH 3 JIaly ACKIUIbKa BY3JIB,
MO’KHA HAHECTH BENUKI 30UTKHU 1A yCi€l cXeMH 3’ €THaHb Ta iX BY3IIB.

Taki nii Ha3uBarOTh Kibeparakamu. KibGepaTaka — 1ie Jesika ycBiJioMJIeHa
3JI0BMHUCHA CIIpo0a JIIOJIMHU YU OpraHi3ailii IpOHUKHYTH B 1HPOpPMAIlIiiHy CUCTEMY
1HIIOI JIFOJIMHU YM opraxizaiii. YacTo Taki 1ii BUKOHYIOTbCA, 00 OTPUMATH JIEAKY
Buroay. Lleit BuUI 3JI0BMUCHUX Mifi BKJIIOYae€ B ceO€ JIOCUTh IIUPOKHUMA CHIEKTP
3arpo3, MOYMHAIOYM BIJl PyYHUX aTak B CEpEIUHI MEPEXi, 3aKIHUYyIOUH CKJIAJHOIO
CXEMOIO TaK 3BaHMX OOTHETIB — KOMIIEKCHUMHM CXEMaMHM aBTOHOMHOI 111, 31aTHI
BUBOJIUTU 3 JIaJy BEJIUKY KUIbKICTh BY3JIB JUISl MIJBUINEHHS BIPOTITHOCTI
N1JKIFOUYEHHS HOBUX BY3JI1B-KEPTB /10 CUCTEMHU.

B ocranniii yac y cdepi MepexeBUX TEXHOJOTIH CHOCTEPITaEThCS JOCUTH
YiTKI TEHJEHLII B IUIaHI 3aXUCTy KOPNOPATUBHUX CHUCTEM. 3a JaHUMH JBOX
OCTaHHIX MmOpiuHUX AoknaaiB komnanii Cisco 3a 2018 ta 2019 pik, ski € y
BUTBHOMY JOCTYIIi, CIIOCTEPIraeThCs TPEH/I IMiIBUIIIEHHS] MACOBAHOCTI aTak, a caMe
1] 4ac MPOBEAEHHS OEHUMapKy Ha 0a31 BEJIMKOTO a31iMChbKOT0 Ta THXOOKEAHIYHOTO
puUHKY OyJI0O BCTaHOBJIGHO, IO B CEPEIHROMY 3a XBWIMHY B BEJIUKHX
MIIIPUEMCTBAX (PIKCYETHCS MIICTh 3arpo3, a MOJIOBUHA TAaKMX aTaK ITHOPYETHCS,
IpUYOMYy KOMIIaHIi HECyThb JOCHTh BeluKl 30uTku. B nmokmaai 3a 2019 pik
3a3HAYAETHCS, MO OUTBIIICTh 3apEECTPOBAHMX HAMAJIB Ha BPA3JIMBOCTI MEPEXKI
HaHecu 30UTKU OuIblle MOJOoBMHU MuTbiioHa poisapiB CIIA koxen [1][2]. 3a
nanumu Pandalabs 3arpo3u kputoTbcs B O0oMOapJyBaHHI CHCTEM 3alUTaMH 3
HeleHTU(IKOBAHUX JIEBAMCIB Ta BIIJAJICHUX XOCTIB, MPUYOMY OEpydH KITBKICTIO

a He fAKICTIO. Tako)X KOMIIaHIs Ha3Baja IOJIOBHOK METOIO 3JI0BMHCHHKIB 3aBIaTH
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SAKHAUOUTBIINX 30UTKIB, B TOM Yac K MIMUTYHCTBO BIAIAILIO Ha Apyre micue [3].
3a3Havya€eThCs, M0 HAUOUIBIIMMU BPA3IMBOCTSIMU CTAIM MOOLIBHI IPUCTPOI, K1 HE
MalOTh a/ICKBATHOTO 3aXUCTy MPOTH JEAKHX BUIIB 3arpo3. Buxomsuum 3 1bOT0
Hapasi MoTpiOHa cHCTeMa OIIHIOBAaHHS PIBHIO 3arpos3, sika Oyje IpaioBaTu Ha
piBHI nepenadi Tpadiky, o0 3amodirTé arakam Ha piBHI MEpexi.

Y poOOoTi BHCYBa€eTbCS NPOMO3MINS BHpPIIMICHHS Ii€l mpoOiemMu 3a
JIOTIOMOTOI0 ~ TE€XHOJIOT1 MAIIMHHOTO HAaBYaHH], a camMe BHUKOPHCTAHHS
WMOBIpHICHUX HEUPOHHUX MEPEX. Y pe3yNbTaTi OUIKYETHCS PO3POOUTH TECTOBUMN
MOJYJIb BHCOKOi ©(eKTHBHOCTI, pO3pOOJNICHWI Ha 3acajgax BHUKOPUCTAHHSI
HEBEJIMKOi BUOIPKH, sIka OHOBJIIOBATHUMETHCS Ha JESKHUX MPOMIKKAX 4acy poOOTH
CUCTEeMH Ta HIBHAKOMY JIOCTYIy JO pe3yJibTaTiB, IO HAAacTh 3MOTY BYACHO

BiJIpearyBaTu Ha 3arpo3u.



1 AHAJI3 DPEJIMETHOI OBJIACTI TA IOCTAHOBKA 3AJIAUI

1.1 Onwuc npeaMeTHOI 00J1acCTi

KinpkicTh Bpa3nIMBOCTEH, SIKI 3HAXOMATH 3JIOBMUCHUKMA B MPOTPAMHHUX
MPOJYKTaX 3 KOKHUM JHEM CTa€ 3aHAATO BEIUKOIO JJIsl TOTO, 1100 BECTH KOHTPOJIb
Tpadiky BpydHy. J[ekoau cucteMu Orisy CUCTEMU MOXYTh HE 3aBYaCHO BUSBUTU
npo0ieMy 1 BHACTIZAOK I[HOTO 3JIOBMUCHHUK MOE OTPUMATH JOCTYH JO MiCI
KepyBaHHA a0o0 3J1aMaTH CepBic.

Ha choroanimHiii geHb yce OuIble 1 OUIbIe JIOJIEW MarTh JOCTYH 10
Mepexxi [HTepHEeT Ta BOJIOAIIOTH HABUYKAMHM BOJIOJIHHS  KOMIT IOTEPHUM
oOnaHAHHAM Ta KOJOM IS IbOTO OO0JMamHaHHA. I3 IIbOTO BUXOIUTH IpoOseMa,
MOB’s3aHAa 3 THUM, IO 3 IIUM YHUCIOM 30UIBLIYETHCA KIUIBKICTh 3JIOYMHHOTO
MpOrpaMHOro 3a0e3leueHHs Ta KIOepHEeTHUYHUX aTak, Kl 31HCHIOIOTHCS
MOXBUJIMHHO. [lomiepekeHHsT TakuX aTak BiJOyBa€ThCsS Yepe3 CUCTEMU BEACHHS
MOHITOPUHTY PECYpCy Ta CUCTEMH 3aIUCy MOro CTaHy — TaK 3BaHMX JIOTIB.

Came 3apa3 y 3B’s3Ky 3 OypXJIMBUM PO3BHUTKOM TEXHOJIOTIA SIK XMapHi
cxoBuIila Ta [HTepHEeT pedeil, sKI Bce M€ KPUIOTh Yy €001 JOCUTH Oararo
HEJIOCTIPKEHUX BPA3JIMBOCTEH, 32 SKUMHU HEOOX1THO BECTH OINEpPATUBHUN HATJISI
Ta JIoJaBaTH AaHy iH(dopMallito 10 0a3 AaHUX B peXuMi OH-JaiiH. OnepaTuBHO 3
UM HE 3MO3K€ BIIOPATHCS KOJEH CIEIIAICT, TOX MOTPEOYyETHCS aBTOMATH30BaHa
CUCTEMa, sika OyJ1e BUSIBJISITH MOJI0H] aTaKy Ta X O3HAKH.

JIroICcTBO OCUTH JAaBHO 3HAWOME 3 KOHUENTAMM IITYYHUX HEHPOMEPEXK.
He3Baxatoun Ha Te, 110 JIOCUThH JOBIHM Yac HEWpoMepekli He OyJIu HACTUIBKH
MONYJISIPHUMHU, SIK 3apa3, 4yepe3 Te, 110 Mepiina Mepexa OyJia peaaizoBaHa y BUTIISII
oOnagHaHHSA, a He Koxy. Hapasi KoMI’1oTepHi CUCTEMHU Ta apXiTEeKTypa Cy4acHUX
MOB TpOTpaMyBaHHS JAl0Th 3MOTY TMOOyAyBaTh MaTEeMaTUYHY CHCTEMY
MaIIMHHOTO HAaBYaHHA Ha 0a31 MPOrpaMHUX MPOIYKTIB — IPOCTUX Y BUKOPUCTAHHI

Ta 3pO3YMiJ'II/IX JJIA HalTMCaHHS.
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JlocuThb BETUKOIO POOIEMOI0 3apa3 € YITKUM nepexiJl yChboro mporpaMHOro
Ta amapaTHOro 3abe3neueHHs Ha ¢igocodito au3aliHy, SKa pOOUTH YCIO B3aEMOJIIIO
KOpHCTyBaua MaKCHUMaJbHO MPOCTOI0 Ta HeBuUMyIIeHOw0. [Ipore cxema pobotu
IIbOT0 3a0e3MeUeHHs CTajla CKIAHINIe Y JeKiIbKa pa3iB 3 THX 4aciB, KOJU 0CO01
noTpiOHO Oyno creriaJibHe HaBYaHHS JUIsl TOTO, I[00 BHKOPUCTOBYBATH YaCTHHY
dbyHKIIOHATY, SIKY paHille Ha/laBaB KOMIT I0TEp.

Ha nanuii MOMEHT iCHye BelMKa KUIBKICTh MPOTpam, sKi MPaIiolTh IS
3aXUCTY 3BHYAMHOTO KOPHCTyBaya BiJ HEBIJOMHX JUisi Hboro 3arpo3. UYepes
3aKPUTICTh YCIX CHCTEM aJMIHICTPYBaHHS BIJl KOpHUCTyBada JIsd 3a0e3nedeHHs
MaKCUMaJIbHOTO0 KOMGOPTY KOPUCTYBAHHS MPOIYKTOM, HaraabHOIO CTa€ moTpeda B
CUCTEMI, sIKa 3MOXKE€ JaBaTH YITKI JlaHl MPO CTaH OE3MEKH CHUCTEMU Ta 3MOXKE
3MIHIOBATHCS 3 4acoM, MPHU I[bOMY HE BTpadyaro4yu MPaBUIBLHOCTI pe3yJbTaTiB Ta
3MEHIIYIOUM KUIBKICTh PECYpCiB ISl MIATPUMAaHHS Ta OHOBJEHHS MPOTrPamMHOro

3a0€e3IeueHH.

1.2 Onuc npyHUMILY pOOOTH HEPOHHHUX MepeK

Heliponni Mepexi, Tako BIAOMI SIK IITYy4H1 HelpoHHI Mepexi (ANN) abo
MojienboBaH1 HelipoHH1 Mepexi (SNN), € miIMHOKUHOK MAalIMHHOTO HABYaHHS 1
Je’KaTh B OCHOBI aJIFOPUTMIB TIIMOOKOr0 HaBYaHHS. IX iM's Ta CTPYKTypa HaTXHEHi
JIOJICBKUM MO3KOM, IMITYIOUM CHOCIO CUTrHami3aiii 010JIOriYHUX HEHPOHIB OJUH
OJTHOMY.

[ tyuni HeitponHi Mepexi (ANN) ckiiagaroThes 3 1apiB BY3JIiB, 10 MICTATh
BXIJHUHM Iap, OJUH ab0 KIJbKAa MPUXOBAaHUX IIAPiB Ta BUXigHUN map. KoxeH
BY30J1, 200 IITYYHUN HEWPOH, 3'€HYE€THCS 3 IHIIMM 1 Ma€ BIJMOBIIHY Bary Ta
nopir. Skmo Buxig OyJb-sIKOTO OKPEMOTO By3ja NEPEBUIIYE BKa3aHE MOPOTOBE
3HAUCHHS, IIed BY30J aKTUBYETHCS, HAJCUJIAIOYM JaHI Ha HACTYITHWHA pPIBCHb
Mepexi. B iHIIOMYy BuUTAQAKy JaHI HE TMEpeAaroThCsd HA HACTYIHUN PIBEHb

Mepexi[4].
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HeiiponHi Mepexi MOKJIaIaloThCsl HA HaBYalbHI JIaHi, II00 HAaBYUTHCS Ta
MIJBUIIYBAaTH iX TOYHICTh 3 yacoM. OJHAK, SIK TUIBKM 11 QJITOPUTMU HABYAHHS
TOYHO HAJAIITOBaHI HAa TOYHICTh, BOHU € TMOTY>KHUMHU IHCTPYMEHTaMH B Talys3l
iHQOpMaTHKKM Ta IITYYHOTO IHTEIEKTY, IO JO3BOJIsIE KiIacu(piKyBaTH Ta
KJIACTEPU3YBAaTHU JIaH1 3 BEJIMKOIO MMBUJKICTIO [5]. 3aBIaHHS 3 PO3Mi3HABaHHSI MOBHU
YU PpO3Mi3HABaHHS 300paXeHb MOXKYTh 3alHATH XBUJIWUHU TIPOTH TOAWH Y
MOPIBHSHHI 3 PyYHUM BU3HAYEHHSIM JIIOJICBKUMU ekcriepTaMu. OHIE0 3 HAMOLIBII
BIJIOMUX HEUPOHHUX MEpEeX € anroput™ nomyky Google.

[Ticnst BU3HAuYeHHsI BXIJHOTO pIBHA MNpu3HavarOThes Baru. Lli Barum
JIOTIOMAaral0Th BUBHAYUTH BAKIIUBICTh OyAb-5KOi JAHOI 3MIHHOI, TPUYOMY OLIbIIII
BaroMmimi BHOCSTh OUIBIIMIA BHECOK y pE3yJIbTaT MOPIBHAHO 3 1HIIMMH BX1THUMHU
nanumu. IloTiM yci BXiJHI JaHi MHOXaTh Ha iX BIJAMOBIJHI Baru, a IOTIM
niacymMoBytoTh. lloTiM Buxig mniepenaeTbcs yepe3 (YHKIIIO aKTUBalli, sKa
BHU3HAya€ BUXiA. SIKIIO 1€l BUX1Jl MEPEBUILYE 3alaHUM MOPIT, BIH «CIPAIbOBYE»
(a0 axTuBYy€) By30J, MEpelaryd JaHl HACTYNHOMY Mapy B wepexi. lle
IPU3BOJUTH A0 TOTO, IO BUXIJ OJHOTO BY3Ja CTAa€ BXOJOM HACTYITHOTO BY3Ia.
[le#t mpoliec nepeaayi JaHWX 3 OJHOTO PIBHA HAa HACTYIMHUH PiBEHb BHU3HAYAE IO
HEUPOHHY MEPEXKY SIK MEPEIKY IIPSMOTO 3B'S3KY.

VY cydacHOMy CBITI Taki MepeXi BUKOPUCTOBYIOThHCS ISl BUKOHAHHS TaKUX
3a/lay, K HAMPUKIA KiacTepu3allis, TOOTO IUICHHS pe3yibTaTiB 3a BXITHUMHU
O3HaKaMu, Ta kiacu@ikaiiisi, TOOTO HaJaHHS TIEBHOT'O 3HaYEHHS a00 CTaTyCy Kehcy
3aJIeXKHO BiJ] OTPUMAHOTO Yy KiHIII pe3ynbTaTy. OcoOIMBICTIO pOOOTH HEMpoMepexi
€ Te, 1110 He3BaXKalo4M Ha Te, 1[0 caMy CUCTeMY Tpeda mepeauyacHO HaBUMTH, MICH
BUKOHAHHS IIHOTO MPOIECY porpaMHe abo amapaTHe PillIeHHS 3MOXKE HEe3aJIeKHO
MpaioBaTi Ta POOUTH CBOi BIIACHI BHUCHOBKM HE3aJEKHO BIJT CTOPOHHBOTO
orepaTopa, IO J03BOJISIE CTBOPUTH aBTOHOMHY CHCTEMY, sika Oyae mpuiMaTH
OyIb-sIKi KOPEKTH1 3HAYEHHS BBOy Ta BU/IaBaTH JIEIKUMN pe3yJbTar.

ToOTo, HEelipoHHA Mepeka € TOCUTh HATJISIHUM MPUKIAIOM 1HPOPMAIIIIHOT
CUCTEMU “HOpPHOT CKpUHbKK . HalpoOCTIIIO0 cXeMOK poOOTH TaKOl CUCTEMHU IS

HeHpoMepexi € HaBe[eHUI Hibk4de npukiaf (puc 1.1):
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Baza manmx

[TapaMeTp BuxigHe sHaYSHHA N

¥

YopHa cKpIHBEA .
P P Knacndgikatop

3Ha4YeHHA TapaMeTpa_

EOM

Pucynok 1.1 Mogenb “dopHOi CKpUHBKH’

Ha BXi1 4YOpHOI CKpHUHBKM IIOJAIOTh HOPMAJII30BaHl 3HAYEHHS, TOOTO
MPUBEJICH] JI0 YKCIOBOIO BUIJISIAY, YacTO PEHPE3CHTYIOUM JECATKOBHUI Apid y
MeXax B1Jl 3HAU€HHS HyJd 10 oxuHuui. Llg mpoueaypa BUKOPHCTOBYETbCS IS
noJieTHieHHs kiacugikanii noganHs iHdopmanii. ToOTO, 3 JaHUMU 3HAYEHHAMH
OyJie JIeTIe BUPA3uTH pe3ysIbTaT y BUTIISAIL AesIKOro BijcoTKy. L1 maHi 6epyThes 3
0a3u naHux, TOOTO HAIIOT HaBYAJNbHOI BHUOIPKH, 32 SKMMH OyJle BigOyBaTHCA
MPOLIEC MIITOTOBKU HEMpoMepexi 10 GyHKIIOHYBaHHS.

[Ticnst pe3ynbTaTi HaBUAHHS Ta MPOXOJDKEHHS JIEIKOTr0 Habopy mapameTpiB
Ta iX 3HaY€Hb OTPUMYEMO PE3YJIbTAT, YACTO y TOMY K HOpPMaJli30BaHOMY (opMarti
ab0 OTpUMY€EMO BHXiJl JIMIIE HA OJUH HEUPOH. Y pE3ysbTaTi MEpeka BUKOHYE
OJIHY 3 HABEJICHUX BUIIIE 3a7a4, K Kjacu(ikallis 9Yi KjiacTepusarlis.

VYci1 HellpoHHI Mepexi ONepyIoTh JESKOK CYKYIHICTh 3MIHHUX MapaMeTpiB,
32 JONMOMOTOK SIKMX CHUCTEMa MOYKE KOPETyBAaTH IPOLEC OTPUMAHHS PE3YJIbTATY
TaKUM YUHOM, 100 TpH BBOJI PI3HUX BHOIPOK OTPUMYBATU PE3YJIbTATH, SKI
OylyTh HaOLIbIIIEC BIAMOBIATH J1IHCHOCTI.

3anns BUPIMICHHS IIhbOTO 3aBAaHHS MDK HEMpPOHAMU YTBOPIOIOTH JESAKi

3B’SI3KM 3a JOMOMOTOI0 MPOXOJy 3HAUY€Hb Yepe3 OMNepaliio Tak 3BaHOI (DyHKIIT
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aktuBallii. OyHKIlis aKTUBAIlT — 1€ JAesika MaTeMaTu4Ha GopMyJia, 3a IPUHIIUIIOM
AKoi BiAOyBaeTbca caMa poOOTa CUCTEMH. Y Cy4aCHOMY CBITI BUKOPHUCTOBYIOTHCS
pa3odo pi3HI  GOopMyiH, 3aJeKHO BiJ IMOCTaBIEHOI 3aJadi Ta KOPEKTHOCTI
pEe3yNbTaTIB, TaK SK TOYHOTO AITOPUTMYy BHOOpY MiAXOmy s KOXKHOI 3amadi
npocTo He icHye. Tox, y pe3ynbTari OTPUMYEMO, IO HaJAIITYBaHHS MEPEKl €
JIOCUTh €MKHM Ta CKJIQJHUM TPOIECOM, Ui BUKOHAHHS SIKOTO TMOTPeOyeThes

IHTEHCHBHE TECTYBaHHS PI3HUX METO/IIB peari3allii Ta HaBYaJbHUX BUOIPOK.

1.3 BusHauveHus 3agau

Jlist moyaTky poOOTH MOTPIOHO CTBOPUTH JEAKY a0CTPAKTHY CHUCTEMY, 1100
Ha 6a30BOMY PiBHI 3pO3YMITH IEPEayMOBH POOOTH JIaHOiI CHCTeMH. Bu3HadeHHs
HaIPSAMKIB PO3BUTKY TEOPETUYHOTO 0a3UCy IPYHTYETHCSA HA TAKUX 3acalax:
o e(eKTUBHE BUKOPHCTAHHSA HEHPOMEpPEKEBUX 3ac00iB BHMarae po3poOKH
TUNOBUX MIAXOAIB 10 3aCTOCYBaHHS  HEHpOMEpeKeBUX  Mofeled s
pO3MI3HaBaHHS PI3HUX BUIIB KibepaTak;
o BIJICYTHICTh OIEPATUBHOCTI PO3MI3HABaHHS HOBHUX THIIIB KiOepaTtak B
OCHOBHOMY TIOB'S3aHO 3 TpPHUBAJUM HarpoOMa/KEHHSM CTAaTUCTHUYHUX JaHHUX,
HEOOXITHUX /ISl HABYAaHHS HEUPOHHOI Mepexi. st 3a0e3neyeHHs: onepaTuBHOCTI
MO>KJIMBO ISl HABYAHHS HEMPOHHOT MEPEK1l BUKOPUCTOBYBATH €KCIIEPTHI JIaHI;
o 3a0€3Ne4YnTH MPUCTOCOBAHICTh HEHPOMEPEKEBUX 3aCO0IB O BapiaTUBHOCTI
YMOB 3aCTOCYBaHHS MOXJIHMBO 32 paxyHOK ONTUMI3AIli BHUIY 1 MapameTpiB
KOHTPOJIIO 3aXMIIEHOCTI aBTOMATU30BAHKUX 1H(OPMAILITHUX CUCTEM, IO JIEKUTH B
OCHOBI TaKHX 3aC00iB;
o JUIsL  ajanTaiii HeWpoOMEpeKeBUX 3aco0iB 0 (QYHKIIOHYBaHHS TIPH
OOMEKEHUX OOYMCIIIOBAIBHUX pecypcax HEOOXIAHO SK ONTUMI3YBaTH BUIJISL 1
napamMeTpu HEUPOMEpPEKEeBOI MOemi, TakK 1 ampiopHO OIIHIOBAaTH 00CAT

00UYHCITIOBAILHUX PECYPCIB IS 11 peaizallii;
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o BUKOPUCTAHHS HEUPOMEPEKEBHUX 3aCO0IB TOB'SA3aHO 3 TMEBHUM HAOOpOM
yMOB 1 00MEXEHb, BU3HAUEHUX YMOBAMH 3aBJaHHS OILIIHKU 1 XapaKTepUCTUKAMU
HelpoMmepexkeBoi  Mojmeni. TomMy HEOOXITHO TIPOBECTH SK  BWU3HAYCHHS
MPUHIIAIIOBOI JTOIJIBHOCTI 3aCTOCYBaHHS HEUPOMEPEKEBUX 3aC00IB, TaK 1 OIIHKY
e(heKTUBHOCTI 1X pO3pOOKH;

o MIJBUIIMTH TOYHICTh PO3IMI3HABaHHS KiOepaTak MOXJIHMBO 3a pPaxyHOK
amanTamii MaTeMaTHYHOTO 3a0e3NedyeHHS HEHPOMEpPEeKeBUX  MOJEICH 0
(GYHKITIOHATBHUX 3aJIEKHOCTEH, BIAMOBIHUX MPOIIECiB po3mizHaBaHHA. Kpim Toro,
JUTSL  TIABUINEHHS TOYHOCTI PO3MI3HABAHHS TPHUBAIMX KiOepaTak JOIUIBHO
BUKOPUCTOBYBAaTH MapKOBCKHUI IIa0JIOH TOBEAIHKU IMapaMeTpiB Oe3MeKu, SKHii
JI03BOJISIE YaCTKOBO HIBEIIIOBATH TUMYACOBY CKJIQJIOBY MPOIIECY PO3II3HABAHHS;

o BUKOPUCTAaHHS HEHUPOHHUX MEpPEeX B BHCOKO BIIMOBIJAIBHUX 3ac0o0ax
po3Mi3HaBaHHA Ki0epaTak BUMAarae TEOPETHYHOI BepHdikallii HeMpoOMepeKeBUX
MoJIeJiel OI[IHIOBaHHS apaMeTpiB O€3MeKH.

3 BHIIE BKa3aHOTO MOHa 3pOOUTH BHCHOBOK, IO Yy Hall Yac BiJ
HelpoMepexk, sKi BUKOHYIOTh GyHkii IDS, morpebyeTscsi nocuth BHUCOKA
TOYHICTh BU3HAYEHHS 3arpo3, Ye€pe3 BEJIMKY KUIbKICTh CYMIXKHUX BAapIaHTIB O3HAK
TpadiKy, IKHI MPOXOAUTH Yepe3 Mepexy. Bucoka BapiaTUBHICTh 1H(pOpMaIlli, sika
3HAXOJHUTHCS B 00ITY, pOOUTHh TOYHE BHU3HAYECHHS NMPUYMHU Ta CaMOTO 1CHYBaHHS
(hakTy BTOPTHEHHSI IOCUTh CKJIAJIHOO 3aja4yeto, HaBiTh Ji1 HelipoMepex. B Takiii
CUTYaIIil 4aCTO MOTPEOYETHCS MEPEkKa 3 KOMIIO3UTHOIO apXITEKTYPOIO, sIKa 3MOXKE
BpaxyBaTH SIKHAWO1IbITY KUIBKICTh BUKJIFOYEHb Ta XUOHUX IMO3UTHBIB.

Tox, moTpeOyeThCs CTBOPUTH MEPEXKy, SKa 3MOKE BH3HAYaTH aTaku 3
JeSKUM BIJICOTKOM XHOHOCTI, 10 OyJe MepeBipeHe TECTOBOK BHOIpKOIO. 3a
BIJICOTOK TOXHMOKM MEpeXi CJiJ BBa)XXaTu KIUIbKICTh PpE3yJbTaTiB, SKI HE
BIIMOBIAIOTh BBEJCHMM MmapameTpaMm. lle dacto craeTbecs Yepe3 MIMPOKE
BapilOBaHHS CKJIAJHUKIB 400 HU3BKY KIJTBKICTh OJHIET 3 JJOCIIIKYBAaHUX TPYIL.

Tak six cuctemy, sika OyJie BUBHAYATH YCI THUIM aTaK CTBOPUTH HEMOXIIHBO,

st i€l poOoTu  Oyne CTBOpeHa HeWpomepeka 3 BIJHOCHO TPOCTOIO
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apXITEKTYpOIO, sSIKa TOBUHHA BIOPATHUCS 3 BUBOJIOM OIHAPHOTO PE3yJbTaTy: Xuba

a0o icTuHa, TOOTO YM BiA0YyIach aTaka, 4 Hi.

1.4 Kuaacudgikanis cucreM BUSIBJIEHHSI BTOPTrHEHb

CucreMu BUSBIECHHS BTOPTHEHb MAIOTh YITKYy Kiacuikaiiiio. [CHyOTh Tpu
pI3H1 KaTeropii CUCTeM BHSBJICHHSI BTOPTHEHb, K1 KJIaCU(PIKYIOTHCS B 3aJI€KHOCTI
BiJl MICIISI 3YMTYBAaHHS TaHUX
o bazomani Ha xoctax IDS, mo 6a3yeTbcs Ha XOCTI, OIiHIOE iH(DOpMAaILito,
3HalIeHy B OJHINA a00 JIEKIIbKOX XOCT-CUCTEMAaX, BKIIOUYAI0YH BMICT OTepaIiiiHux
cucTeM, (paiiaiB CUCTEMHU Ta IPOTPAM.

o MepexeBi IDS, ski ouiH0OTE 1H(GOpPMAIIO, OTPUMAHy Bl MEPEXKEBUX
KOMYHIKaIliii, aHali3ylo4d MOTIK MAaKeTiB, M0 pyXxalTbcia mo Mepexi. [laketu
3aXOIUTIOIOTHCS Yepe3 Hallp 1aTYUKIB.

o Omuinrotoui BpaznuBocTi IDS st omiHKM Bpa3iavBOCTI, BUSBISIOTHCS
BPa3JIMBOCTI y BHYTPIIIHIX MEpekax Ta OpaHaMayepax

Y nmaniit poboti Oyne 3acTocoBaHUM TN, 0a30BaHUNM Ha XOCTI-HOCIL
Iporpamu.

OcuoHi Mozeni B IDS nnst ananizy mofiid juist BUSIBIICHHS aTak MPaIlOI0Th
32 OJTHUM 3 JABOX MPUHIIMUIIIB:

o Mopenb BHSBICHHS HENpaBOMIPHOro BHUKOpUcTaHHS: IDS  BusiBise
BTOPTHEHHS, IIYKAlOUMd MISIbHICTH, SKa BIJAIMOBIJA€ BIJIOMUM CHUTHaTypam TIpo
BTOPTrHEHHA a00 BPa3JIMBOCTI

° Mogens BusiBieHHs aHoMaii: [DS BUsiBIIsi€ BTOPTrHEHHS, 110 BIJIPI3HAIOTHCS
BiJl BCTAHOBJICHOTO 1IA0JIOHY AJI1 KOPUCTYBaviB

[Tigxoau 10 BUSBICHHS 3JI0BXHBAHHS BKJIIOYAIOThH B ceOe:

o €KCIIepTHI CUCTEMH, LI0 MICTATh HaOlp MpaBujl, L0 OMNHUCYIOTh aTaKu Ha

MEpexKy
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o nepeBipka MIANUCY, e CIeHapii aTak MepeTBOPIOIOTHCS Ha MOCIIAOBHOCTI
ayJIUTOPCHKUX TOJIIN
o mepexi [lerpi, 1e BiloMi aTaku mpeacTaBiieH] rpadidyHuMHU Mepexamu [leTpi
o JiarpaMy Tepexoay Jep>kKaBH, IO MPECTaBISAIOTh aTaku 3 HA0OpOM IiJIeH
Ta IEPEXOA 3 BUKOPUCTAHHSIM BHITA/IKIB BUKOPHUCTAHHS

[ligxoau 0o BUABJICHHSA aHOMAJTINA:
o BUSIBJICHHSI TOPOTOBOI0 3HAYEHHS BUSBIISE HEHOPMAJbHY AaKTHUBHICTH Ha
cepBepi a0 MepexKi, HaIPHUKJIaa, HCHOPMAJIbHY
o CHOKMBAHHS IIEHTPAJIILHOTO IIpoliecopa Hjsi KOHKPETHOro cepBepa abo
aHOMaJIbHA HACHUYEHICTh BC1€T MEPEXKI
o CTAaTUCTUYHI MOKa3HUKH, JIaH1, OTPUMaHI 3 ICTOPUYHUX LIIHHOCTEH
o 3aX0JlM, 3aCHOBaHI Ha MpaBuiax, MpaBwia, CPOPMOBAHI 3a JIOIMOMOIOIO
EKCIIEPTHUX CUCTEM
o HEJIHIAHI alrOpUTMH, TaKl SK HEHPOHHI MEPEXi Ta T€HETHYHI alrOPUTMHU
[6]

Cucremy knacudikarii HaBeneHo Hux4e (puc 1.2)

CHCTEMMW BUABMNEHHA ETOPTHEHb

l l

33 pOsTALLYBaHHAM 3a npuHUMnom poSoTi

Ja aHomManiamm 33 AN0EHMEAHHAM

h J

{ Mepemesi )

Pucynok 1.2 Knacudikauis CBB

JJi BUKOHAHHS 1aHO1 pOoOOTH 51 BUKOPUCTAIO BXKE ICHYIOUy 0a3y laHuX, siKa

HaJacTh 1HQOpMAIlI0 Uil TECTYBaHHS CHCTEMH Ta HaJacTh JEKiJIbKa TECTOBHX
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BXITHMX 3HaueHb. TOX, BUKOPUCTOBYIOUYH BiJIOMi JaHi, MporpamMa MaTUME 3MOTY
BUCTYMAaTH 1 SK y POJI MOJIENl TOIIYKYy aHOMaik, Tak 1 y MOJENl MOIIyKy

aHOMaﬂiﬁ, TaK K MH MAaTHMCMO 3MOI'y 10 O3HaK HOPMAaJbHOI'O 1 3JJOYMHHOTO

Tpadiky.

1.5 BuOip incTpymMeHTIB peaJizanii MOAY IO

1.5.1 Buo6ip apxiTekTypH HelpoMepe:Ki

st pobotu s BUOpaB WMOBIpHICHY HEUpPOHHY Mepexy, Tak 3BaHy PNN.
MMoBipHicHa HelipornHa Mepexa (PNN) - 1e HelipoMepexa IpSIMOro 3B'3Ky, sKa
IIMPOKO BUKOPUCTOBYETHCS B 3ajladax Kiacu@ikallli Ta po3mizHaBaHHs oOpa3iB. Y
anroputmi PNN OatbkiBchbka (QyHKIIA po3noAity imosipHocTeld (PDF) koxHOro
KJIacy anmpoKCUMyeThbcsl BIKHOM Ilap3eHa Ta HenapameTpuyHowo (yHKIiero. [1oTim,
BuKkopucToBYyt0ouM PDF KOXXHOro Kjacy, OLIHIOETHCS WMOBIPHICTh KJIACy HOBUX
BXIJIHUX JIaHUX, & MOTIM 3aCTOCOBY€ThCS TpaBwiio balieca, 1100 po3moaiIuTH Kac
3 HAMOUIBIIO 3aJHHOI0 WMOBIPHICTIO 10 HOBUX BXIJHUX JAaHHUX. 32 JOTIOMOTIOIO
[OI'0 METOJy WMOBIPHICTh MOMUJIKOBOI KJlacudikallii 3seeHa 10 MiHiMyMy. Lleit
turt ANN OyB oTprMaHuil 3 0all€CiBCbKOI MEPEXKI Ta CTATUCTUYHOTO AJITOPUTMY,
SAKUW Ha3WBAEThCS TUCKpUMIHAHTHUM aHamizom Kepuena @imepa. Bin OyB
BeegeHut J[.d. IMmext y 1966 p [7]. ¥ PNN onepaiii opraHizoBaHi B
OaraTomrapoBy MEpeKy MPSIMOTO MEPECUIaHHS 3 YOTUPMA IIapaAMH:

PNN uacto BUKOPUCTOBY€EThCS B IpoOsiemax kinacudikarii. Komu mpucyTtHii
BX1JI, MIEPIIUA PIBEHb OOYMCIIIOE BIJCTaHb BiJl BXIJHOTO BEKTOpa J0 HAaBUAJIbHUX
BXIJTHUX BEKTOPIB. Lle cTBOpIoe BEKTOp, J€ HOro €IeMEHTH BKa3yTh, HACKUIBKU
BXIJIHI JIaH1 HAOJMKEH1 0 BXITHUX AaHUX. Jpyruil piBeHb MiJICYMOBY€E BHECOK
JUTSL KOYKHOTO KJIacy BXITHUX JTaHHUX 1 BUPOOJISIE HOTO YMCTHI pe3yJIbTaT K BEKTOP
iMoBipHOCTeH. HapernTi, ¢hyHKIIis epeadi KOHKYPEHTIB Ha BUXO/1 APYTOro PiBHS
BUOMpAaE MaKCUMYyM 3 IMX UMOBIPHOCTEM 1 CTBOPIOE 1 (MO3UTUBHY 1AE€HTH(IKALIIIO)

JUTst TiOTO Kitacy 1 0 (HeraTuBHY 1A€HTH(IKAIIIIO) I HEIITLOBUX KJIACiB.
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[Ilo6 xknacudikyBaTu kibepataku 3a gpornomMororo BIIII, morpidHo mpoBecTn
HaBYaHHS HEHPOHHOT MEPEKI.

HaBuanHs HeHpoHHOI Mepexi - TOMYK Takoro Ha0opy BaroBHX
Koe(]illieHTIB, TpU SKOMY BXIAHUH CHUTHAJI TICIAA TMPOXOJYy IO Mepexi
MIEPETBOPIOETHCS B OTPIOHU HAM BUXI1THUH.

Lle BU3HAUCHHS «HABYaHHS HEHPOHHOI Mepexi» BIAMOBIIAE 1 010JIOTITYHUM
HelipoMmepexaM. Haimr MO30K CKIIaJa€eThCsi 3 BEIMYE3HOI KIIBKOCTI MOB'SI3aHUX
OJHA 3 OJHOI0 HEHpOMEpek, KOXKHa 3 SKHX OKPEMO CKIAJAa€ThbCsi 3 HEUpOHIB
OJIHOTO TUIy (3 OJHAKOBOK (yHKIIE€0 akTuBalli). Ham Mo30k HaByYaeThCs
3aBIJKH 3MIHI CHHAIICIB - €JIEMEHTIB, K1 HOCHIIOIOTH a00 MOCIa0II0I0Th BX1THHAN
CHUTHAJ.

SIk10 HaBYaTH MEPEXY, BAKOPUCTOBYIOUM TUIBKU OJMH BXIJHHUM CUTHAII, TO
Mepexa MPOCTO «3amam'siTae MPaBWIbHY BIJMOBIABY, a SK TUIBKHM MU TOJaMO
TPOXHU 3MIHEHUW CUTHAJI, 3aMICTh MPABHIIbHOI BIAMOBIAI OTPUMAEMO HICEHITHUIIO.
Mu dekaemMo BiJ Mepexi 37aTHOCTI y3arajibHIOBATH SKICh O3HAKH 1 BHUPIIITYBaTH
3aBJAaHHS Ha pI3HUX BXIAHUX AaHuX. CaMe 3 MI€I0 METOI 1 CTBOPIOIOTHCS
HaBYaJIbH1 BUOIPKHU.

HapuanpHa BuOipKa - KIHIEBUW HaAOlp BXIJHUX CUTHAMIB (1HOJI pa3oM 3
NpaBUIBHUMHU BUXIIHUMH CUTHAJIAMHU), 38 IKUMU B110YBa€ThCA HaBYaAHHS MEPEXKI.
[Ticnst HaBYaHHS MEpEki, TOOTO KOJIM Mepeka BHJIAa€ KOPEKTHI pe3yJbTaTh JIsd
BCIX BXIJIHUX CUTHAJIB 3 HaBYaJbHOI BHUOIpKH, 1i MOXHa BHUKOPHUCTOBYBATH Ha
npaktuili. OIHaK Tepll HDK BiApasy BUKOPUCTOBYBATH HEHUPOHHY MEPEXKY,
3a3BUYail BUPOOJISIOTH OIIHKY SKOCTI i1 poOOTH Ha Tak 3BaHii TECTOBOI BHOIpIII.

TecTtoBa BuOIpKa - KIHUEBUM HaOlp BXIIHMX CHUTHAIIB (IHOAI pa3oM 3
MPaBWJIBHUMHU BUXIJTHUMH CHUTHaJaMH), 3a SKUMH BIJOyBa€ThbCs OIlIHKA SIKOCTI
pobotu mepexi. Came HaBYaHHS HEUPOHHOI MEpexi MOKHA PO3AUIMTH Ha JBa
MIIXOAW: HaBYaHHA ‘3 BUMTENIeM’ 1 HaBYaHHs “0e3 BuutTens . Y MNepuioMy
BUIIAJIKY Baru 3MIHIOIOTHCS Tak, MO0 BIJAMOBIAI MEpEXi MIHIMAIBHO BIAPIZHSIIUCS
BiJl y>X€ TOTOBUX MNpPaBWJIBLHUX BIAMOBIZAEH, a B JPyroMy BHMIAAKy Mepexa

caMoCTiiiHO Kiacudikye BXiaHi curHaau. Metog naBuanHs PNN — 6e3 BuuTens.
19



st po6otu 3 PNN HEe0OX11HO MPOBECTU MPOXIJl 3HAUYECHb Uepe3 CUCTEMY IMPOIeci
TaK 3BaHOT'O MPSIMOTO ITPOXO.TY.

Koxen HelipoH y BXIZHOMY pIiBHI MpEACTaBs€ 3MIHHY NpeAuKTopa. Y
KaTeropiaJibHUX 3MIHHUX HEHUpoHU N-1 BUKOPUCTOBYIOTHCA, KOJHM I1cHye N
KUIBKICTh KaTeropiil. BiH cTanmapTusye aiana3oH 3HA4€Hb IUIIXOM BiIHIMAHHS
MeJiaHW Ta JAUICHHS Ha MUDKKBapTWIbHHM aiama3oH. [loTiM BXigHI HEHpoHH
MO/IAI0Th 3HAYEHHS KOKHOMY 3 HEMPOHIB y MPUXOBAHOMY IIapi.

[lap Bi3epyHKa MICTUTH MO OJHOMY HEHpPOHY UIsI KOKHOTO BHUMAAKY Yy
Ha0oOpl HaBYAIBHUX JaHUX. BiH 30epirae 3Ha4eHHS 3MIHHUX HIPEAUKTOpa IS
BUMAAKY pa3oM 13 LUIbOBUM 3HaueHHAM. [IpuxoBaHuil HEWpoOH o0OUYUCITIOE
€BKJIIJIOBY BIJICTaHb TECTY BiJ IIEHTPAJIbHOI TOYKM HEWPOHA, a MOTIM 3aCTOCOBYE
byHKIIIIO SApa paaialibHOI 0a3UCHO1 (DYHKIIIT, BAKOPUCTOBYIOUM 3HAUYECHHS CUTMHU.
[TincymoByrouMii map

Jliss PNN icHye oguH HEWpOH MAOJIOHY JUIsl KOXKHOI KaTeropii LIbOBOI
3MiHHOI. DakThyHa LUIbOBAa KaTeropis KOXXHOIO HAaBYAJBHOTO BHIIAJKY
30epiraeThCs 3 KOXKHUM MIPUXOBAHUM HEHMPOHOM; 3BasK€HE 3HAYCHHSI, 1[0 BUXOIUTh
13 IPUXOBAHOI'0 HEpoHa, HAJAXOAUTH JIMIIE Ha HEMPOH-11A0JIOH, SKUM BIMOBIAAE
KaTeropii mpuxoBaHoro HeWpoHa. HeilpoHu maGioHy A0NalOTh 3HAYCHHS st
KJIacy, SIKU BOHU MPEACTABISAIOTh.

Buxigauii piBeHb TMOPIBHIOE 3Ba)K€HI TOJIOCH JUIS KOXKHOI ITIJILOBOT
KaTeropii, HAKOMUYEHOI B api maboHy, 1 BUKOPUCTOBYE HANOUIBIINI TOJIOC IS
MIPOTHO3YBaHHS IILTLOBOT KaTeropii.

Jl1st moOy10BM HAIIOTO JTOAATKY OyJle BUKOPUCTAHE MPUPIBHSHHS KOXHOTO
pe3ynbTaTy 10 OJHI€T 3 TBOX OIHAPHUX KaTEropii, — HyJb 1 OQUHULSA — SIKI OyAyTh
BUKOPUCTaHI JJii TPOTHO3YBAaHHS Ta TMOJAIBINOI pPOOOTH MpPOrpaMu MICIs
NOMNepeIHbOr0 HaBuaHHs. ToOTO, HaNpUKIAJ, yci BapiaHTH BTOPTHEHHS OJHOTO
BUIy OyAyTh BHJIaBaTH HANPUKIHII HAaBYaHHS 3HAYEHHS, pIBHE OIUHUII,
HE3aJIeKHO BIJ] BapilOBaHHS BXIJHUX TapaMmeTpiB, a HOpMaidbHUU Tpadik, 3a

JIOTIOMOT OO0 SIKOTO 1 OYIyTh BUSIBJISITUCS aHOMATii, Oy/Ie 3aBKI1 PIBHUN HYJIIO.
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[Ipuuomy Tpeba OpaTu 0 yBaru CIIOTBOPEHHS pe3yJIbTATIB y IIpoIleci
HaBYaHHA. SIKIIO Mepeka OyayeTbcs 3 0OaraThboX pI3HUX JaHUX, Koe]illieHTH
OyayTh MaTH JESKYy TEHACHIIIIO, B 3aJICKHOCTI BT KUTBKOCTI CXOXHX HaBUYATBHUX

TaHUX.

1.5.2 AHaJji3 anbTepHATHBHMX BapiaHTIB peaJiizanii MO1yJI0

s Toro, mo0 mpoanHanizyBatu BuOip ctpykrypu PNN, cmin po3risHyTH
1HII  BapiaHTH  peamizamii  momaymo. Cepen  HaWOLIbII  PO3MOBCIOIKEHUX
apxITeKTyp S BUIUIMB Taki K OaraToIIapoBUN NEPCENTPOH Ta KOHBOJIOIINHY
(3roptkoBy) HeupoHHy Mmepexy (CNN). [IpoananizyemMo BapiaHTH Ta 3ajadi, siKi
BOHU BUPIIITYIOTb.

Bbararomaposuii nepcentpon (BIII) - e kinac npsiMoi MITYy4YHOT HEUPOHHOI
Mepexi (ANN). Tepmin BIIII BHKOpHUCTOBYETHCS HEOJHO3HAYHO, 1HOJI BLIBHO
s Oyab-sakoro mpsMoro ANN, 1HOAI CTPOro Ui IMO3HAYEHHS MEPEX, W10
CKJIaJIAlOThCA 3 JEKUIBKOX IIapiB MEpPCENTPOHIB (3 MOPOTOBOIO AKTHBAIIIEIO).
baratomapoBi  mepcenTpoHM  1HOAI  PO3MOBHO  HAa3MBAalOTh  '"MPOCTUMHU
HelipoMepexaMu', 0COOJIMBO KOJIM BOHH MAIOTh OJIMH MPUXOBAHUM 1Iap.

BHIIT cknmanmaeTbesi MOHAMMEHIIIE 3 TPHOX IIAPIB BY3JIB: BXIAHOTO IIapy,
MPUXOBAHOTO IIapy Ta BUXIJHOTO IIapy. 3a BUHATKOM BXIJHUX BY3JIB, KOXKCH
BY30J € HEHUpOHOM, SIKH BUKOPHCTOBYE HENIHINHY (QyHKUIO akTuBamii. MLP
BUKOPHCTOBYE KOHTPOJIbOBaHY TEXHIKY HAaBUAHHS, sIKA HAa3UBAE€THbCS 3BOPOTHUM
PO3MOBCIOIKEHHSM JIJIs HaBYaHHS. Moro OaraTomapoBiCTh 1 HEJIHIMHA aKTHUBAIis
BIJIp13H0Th MLP Bif niHIAHOTO nepcentpoHa. BiH Moxe po3pi3HATH J1aHl, SIKI He
MO>KHA JITHIMHO PO3JILTUTH.

3roptkoBa HelipoHHa Mepexa (anri. Convolutional neural network, CNN) -
crelmialibHa apXiTeKTypa ITYYHUX HEHPOHHUX MEpEX, 3amporioHoBaHa SHOM
Jlexynom B 1988 porii i HarijieHa Ha e()EKTUBHE PO3Mi3HABAHHS 00pa3iB, BXOIUTh
70 CKJaay TEXHOJIOTi rnmbokoro HapuaHHsA (aHri. Deep learning) . Hassa

apxiTeKTypa MepeXi oTpuMaja 4epe3 HasBHICTh Omeparlii 3TOPTKH, CyTh SKOi B
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TOMY, 1110 KOKE€H ()parMeHT 300pa’KeHHSI MHOXKHUTBCSI Ha MaTPUILIIO (SpO) 3rOPTKU
MOEJIEMEHTHO, a PE3yJIbTaT MiJICYMOBYETHCS 1 3aIIUCYETHCS B AHAJIOTIYHY MO3HULIIIO
BUX1THOTO 300pakeHHs. BUKOpPHCTOBYE ekl 0COOIMBOCTI 30pOBOI KOpHU, B SIKii
Oyl BIIKPUTI TaK 3BaHI MPOCTI KIITHHU, IO PearyrTh Ha MpsMi JIHIT i
pI3HUMH KyTaMmH, 1 CKJIaJHI KJIITHHH, PEaKilis SKUX TMOB'S3aHAa 3 aKTUBAIIEIO
MEBHOTO HAOOPY MPOCTUX KIITHH. TakuM YUHOM, 1/ied 3TOPTKOBUX HEUPOHHUX
MEpeX TMOoJsrae B yYepryBaHHI 3ropTkoBux ImapiB (anri. Convolution layers) i
cyOaickperizipyrounx mapis (aHria. Subsampling layers abo anrn. Pooling layers,
apiB MiABUOIPKH). CtpykTypa Mepexi - omgHocmpsiMoBaHa (0e3 3BOPOTHUX
3B'SI3KIB), MPHUHIMIOBO OaratomiapoBa. JInsi HaBYaHHA BUKOPHUCTOBYIOTHCS
CTaHJApPTHI METOJM, HaWyacTillle METOJ 3BOPOTHOTO TOUIMPEHHS MOMMUJIKH.
OyHKIliS akTUBAIlli HEWpOHIB (TepenaBajibHa (PYHKINsA) - Oyab-siKa, 32 BUOOpOM
JTOCJIITHHUKA.

3 BUIIE CKa3aHOTO POOMMO BHCHOBOK, III0 BUKOPHUCTAHHS I1HIIUX BHJIB
HEHpoMepeK He € JOLIIBHUM 4Yepe3 IMOoraHe MaclTaOyBaHHS OO0 KUIbKOCTI
HEHPOHIB Ha BXIJHOMY Mapi. SIKI0O MM MaTMMEMO Ha METI MOKpAIUTU PoOOTY
TaKoi CHCTEMHU 3a JIOTIOMOTOI0 30UIBIICHHS MIapiB a00 BUKOPHUCTAHHS T1OpPUIHOI

Mepex1, yac JJisl pO3paxyHKiB CTaBaTUMeE O1IbIIIE 3aHAATO MIBUJIKO.

1.5.3 BuOip MoBH Ta cepeau peaJizamii

Jlist peanmizaiiii mpoekty Oyjie 3aCTOCOBaHa Taka MOBa MPOTpaMyBaHHS, 5K
C# — moTyXHa Ta yHiBepcalibHa 00'€KTHO-OpIEHTOBaHA MOBa MPOTPAMyBaHHS 3
0e3neyHoro cuctemoro tTumizauii 11 miargopmu NET.

OcHOBHUMHU TI€peBaraMu 1i€i MOBH € IOCUTh IMIUPOKHM BUOIP JTOKYMEHTAIIIi,
MIATPUMKA OUTBIIOCTI CyYaCHMX CHUCTEM Ta BiJHOCHA MPOCTOTA PO3YMIHHS KOY.
C# 3a 3agymom, C # € MOBOIO MpoOrpamMyBaHHs, sika HaWOUIbII Oe3MmocepeaHbO
BiJIoOpaXkae OCHOBHY iH(MpacTpykTypy 3araibHoi MoBu (CLI).

Cepenoto peanizalnii KOpUCTyBalbKOTro iHTepdeiicy s BuOpaB BOynOBaHE B

cepeny po3pobku Visual Studio pimieHHS 7S CTBOPEHHS — IPOCTHUX
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KopuctyBanbkux 1HTepdeiiciB gk Windows Forms. Ilsg yrtumita miarpumye
BUOpaHy MOBY IMporpamMyBaHHSI Ta JO3BOJISIE IIBUAKO O(DOPMUTH MPAIIOIOYHIA
IIPOTOTHII IE€SIKOI IPOrpaMH.

Windows Forms (WinForms) - me Oe3komrToBHa rpadiyHa Oi0mioTeka
KJaciB 13 BimkputuM BuxigauM komom (GUI), mo BxoauTth a0 ckiamxy Microsoft
NET Framework a6o Mono Framework, 3a0e3neuyroun mmiathopmy s
HAIMCAaHHS PO3UIMPEHHUX KIIIEHTCHKUX MPOTpaM JUisl HACTUIbHUX, MOPTATUBHUX Ta
wranmeTHnx [IK. Xoua me posrisgaeThest sSK 3aMiHa TMONEPETHBOI Ta OLIbII
ckinagHoi Oi10mioreku kiaciB Microsoft Foundation ma 6a3t C ++, BoHa He
MPOIOHY€E TOPIBHSAHHOI MapaJurMy, a BUCTYMA€E JHIIE TUIATGOPMOIO IJIsi PIBHS
KOPHUCTYBAJIBHUIIBKOTO 1HTEp(ECy y OaratTopiBHEBOMY pillieHHI [§].

Ha 3axoxai Microsoft Connect 4 rpyauas 2018 poky Microsoft oronocuna npo
Bunyck Windows Forms sk mnpoekT 3 Biakputum koaoM Ha GitHub. Bin
BUunyckaerbcst 3a Jnensiero MIT. 3 mum Bunmyckom Windows Forms cras
JOCTYIIHUM JiJIsi TIpoekTiB, HamieHux Ha mmiatgopmy .NET Core. Opnax
CTPYKTYypa BCe Ile IOCTyIHa Juiie Ha miargopmi Windows, a HeroBHa peaizailist
Mono Windows Forms 3anuImaeTbcs €IUHOIO KPOC-TUIAT(HOPMHOIO peaizalli€ro.
He3Baxatoun Ha 1€, pIIMIEHHS 33J0BOJBHSAE YyCi BUMOTM JO PO3POOKH Ta

TECTYyBaHHS KOHLIENITY IPOrPAMHOTO PILIIEHHS.

1.5.4 Bu0ip 06a3u 1anux

JIyist HaByaHHS Mepexki Ta MEepEeBIPKU CHPABHOCTI i pobdOTH y Miil poOOTI
Oyne Bukopuctana 6aza nanux KDD 99.

3 1999 poxky KDD 99 € naitOuibll IIMPOKO BUKOPUCTOBYBAHUM Ha0OpOM
JIAHUX JIJISI OIIIHKK METO/11B BUSBIICHHS aHOMaJiH [9].

Ileit ©HaOlp MmaHWUX MIATOTOBICHUM MOOYJOBAaHUM HA OCHOBI JIaHMX,
orpuManux g yac ominku IDS DARPA’98. DARPA’98 - ne 61m3pko 4 riradaiT
CTUCHEHOro HeoOpoOJsieHi (ABiKikoBi) AaHi tcpdump 3a 7 THXKHIB MEpPEKEBOTrO

Tpadiky, AKi MOXKHa OOpPOOUTH MPHUOJIU3HO B 5 MUIBMOHIB 3aMMCIB MIAKIIOYEHHS,

23



KokeH 13 mnpubiauzno 100 Oaitramu [10]. 3a aBa THXKHI TECTOBUX JIaHHX
HaJIIYy€EThCs OJM3bKO 2 MUTHHOHIB 3aIIUCIB MPO M1 IKITFOYSHHS.

Hab6ip naBuwanpnux ganux KDD ckmagaerbes mpubnusHo 3 4 900 000
OJIMHAPHUX BEKTOPIB MIJAKIIOUYCHHS, KOXEH 3 SKUX MICTUTh 41 QyHKIio 1
MO3HAYCHUH K 3BMYAiHUI a00 aTaKOBaHU, 3 PIBHO OJHUM KOHKPETHUM THIIOM
aTakd. IMiTOBaHI aTaku MOAUISIIOTHECS HA OJTHY 3 HACTYTHUX YOTHPHOX KaTETOPii:

1) Araka BigMOoBM B oOciyroByBaHHi (DoS): me araka, npu sKii
37IOBMUCHHK POOUTH JAESIKUN OOYHCIIOBAIILHUN pecypc abo pecypc mam'siTi
3aHAATO 3alHATUM a00 3aHAJTO 3allOBHEHUM, 1100 OOPOOJISATH 3aKOHHI 3aluTH,
a60 3a00pOHs€E 3aKOHHUM KOPHUCTYBauaM JOCTYII JO MAIIUHU.

2) User to Root Attack (U2R): 1ie kiac Bpa3iMBOCTI, B AKOMY 3JTOBMHCHUK
MOYMHAE 3 JIOCTYIY /10 3BHYAMHOTrO OOJIIKOBOT'O 3alUCy KOPUCTYBadya B CHCTEMI
(MOXJIMBO, OTPHUMAHOTO 3a JOMOMOIOI0 TMPOCIYXOBYBaHHsS IapoJiiB, aTakud 3a
CIIOBHMKOM a00 COLIaJIbHOI 1HXEHepli) 1 3AaTHUM CKOPUCTATUCA JEIKOI0
YPa3IMUBICTIO, OO OTPUMATH rOOt-TOCTYII O CUCTEMH.

3) Remote to Local Attack (R2L): BinOyBaeTbcsi, KOJIM 3JIOBMUCHUK, SIKUN
Ma€ MOKJIMBICTh HAJICUJIATH MAKETH Ha MAIIMHY Yepe3 MEPEexKy, aje SKUil HEe Mae
OOJIIKOBOTO 3amMcy Ha Miil MalllMHI, BUKOPUCTOBYE TMEBHY BPa3IUBICTb I
OTPUMAaHHS JIOKAJIBHOTO JIOCTYIY K KOPUCTYBAY ITi€1 MaITMHU.

4) Probing Attack: cripo0a 316patu iH(hOpMaIlito Mpo MepeKy KOMIT I0TepPiB 3
OUYEBHUIHOIO METOI 00X0/1y 3aC001B KOHTPOJIIO OE3MEKHU.

Bix po3poGneHoro monymto Oyne moTpeOyBaTHCS MaTdh JOCHUTh BHCOKY
TOJICPAHTHICTD JI0 BBEACHUX JaHUX Ta JAaBaTH YiTKY BIAMOBIAL HA MUTaHHS MPO TE,
4y BIAOYyJacs aTaka, He3aJeXHo BiJ 1i Tumy. i 1boro MoxkHa Oyne mpUpiBHATH
ycl BHIIEC HaBEJCHI BHINEC aTakKd JIO OJHOTO Kiacy B IulaHl poOoTH
HelpoMepexeBoi 1HQPACTPYKTYpH Ta HaJaBaTH 1HPOPMAIIiO MPO 3HANUACHY aTaky
BKe micis aHaizy. CucTteMa TOBHMHHA IIBUJIKO TIOTIEPEHKYBATH aTaKH, THI aTaKu
HE TOBUMHEH OyTH BHU3HAYHUM (HAKTOPOM [IJIsi TEpPEepPUBAHHS 3B’SI3KYy 31
3IOBMUCHUKOM, TakUM (AaKTOPOM MOBHHEH OyTH Juiue cam (akT HasIBHOCTI

CIIpoOU BTOPTHEHHS.
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2 TTPOEKTYBAHHS ITPUHLIUITY POBOTH CUCTEMMU.
TH®OPMAIIVHE 3ABE3IIEYEHHS

2.1 TIlo0yanoBa po00oTH pilIeHHS

2.1.1 BizyaiabHa cxeMa po0oTH HelipoMepexi

Jlsis po3yMiHHS MPUHIMITY TOOYI0BU pillIeHHS y GOopMi KOAY A MOYaTKy
Tpeba BiI3yaJbHO 3aJaTH aOCTPAKTHY MaTeMaTH4YHY MOJEIb POOOTH TaHOTO
pimieHHs. s BUKOHAHHS 1€ 3a1adyl BUKOPUCTOBYIOTb CXEMH aJTOPUTMIB,
Bi3yaJrizailisi Ta Jiarpamu MpeneeHTIB.

JUisg  pemnpe3eHTalii NPUHLUIY POOOTH HEWpOMEpeXi BUKOPUCTOBYIOTh
CIElIAJIbHI JlarpaMu, Ha SKUX BKa3y€ThCs KUIBKICTh IIApPiB HEUPOHIB, apXiTEKTypa
MepeXi Ta CTPYKTypa 3B S3KiB MK HMMH. IX MOKHA BifHECTH O TaKk 3BaHMX
Jiarpam JsTbHOCTI, SIK1 MOKa3yI0Th MPUHITUIN poOOTH 00’ €KTAa.

VY mporieci CTBOPEHHSI HEHMPOHHOI MEpEXki, sika MOJsrae B OCHOBI HaIIOl
CUCTEMU BUSBJICHHS BTOprHeHb, Oyae BukopucraHa PNN. To6Tto mawoTh Mmicie
OyTW JBa IapW, BJIACTUBI AJIA LLOTO TUIY apXITEKTypH, K IIap oOpa3iB Ta
CyMyIOUMid 1ap, a CTPyKTypa 3B’sa3KiB Oyae moBHO3B’si3HOW [11]. Kpim Toro,
Tpeba moka3zaTth BXiMHMM 1 BuxigHui mapu. OkpeMi HEHMpOHH, SKI MO3HAYAIOThH
KOJIaMH, TPYMYIOThCS B PSAJ YU CTOBMYHMK, 3AJEKHO BIJ iX HAJIEKHOCTI [0
BKkazaHoro mapy. Ilicis goro ix 3’€JHYIOTh CTpUIKamMu, MO0 MOKa3aTH, MPOIec
00pOOKH KOKHOT'O BX1JHUX 3HAYCHbD.

Ha cxemi HE0OXITHO 3a3HAYUTH MOXJIMBOCTI MEPEX1 BUIJIOMY, SIK KIJTBKICTb
BHUXOJIIB Ta BXOJIIB, SIKI MMATPUMYE MEpEiKa.

Jlist moyatky noOyayeMo cxeMmy pobotu Hevipona. LlITyunuit Heilipon abo
POCTO HEMpOH — HaWMEHIa HENOJlJIbHA YacTWHAa HEHWPOHHOI Mepexi. Pobora
IILOTO eJIeMEHTa 0a3y€eThCs Ha MPHUHITUIAX pOOOTH HEHUPOHIB B )KUBOMY OpTraHi3Mi,
X04ya MaTeMaTU4HE MPE/ICTABICHHS, HA BiAMIHY BiJ] MOMYJSPHOI TYMKH, € JOCUTH

TPUBIAJTLHUM.
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Mogens HeWpoHY CKJamaeTbcs 3 (yHKINI aKTUBallli, Bard Ta CymaTopa.
OyHKIS aKTUBaLl 3aJa€ TPEHH IJIi BEKTOPY, CyMaTOp BUKOPUCTOBYETHCS IS
3MIHM 3HAQYEHHS 3a 33JaHOI0 Barolo, sKa 3MIHIOETbCA B TMPOIECI HABYAHHS IS
M1UTAITyBaHHA JJO 0aKaHOTO pe3yJIbTaTy.

3 HaBeJIEHOTO BUINIE, MU MAa€EMO JOCTAaTHBO 1H(OpMALii 11t TOOYJOBH CXEMHU
HeHpoMepexkl AN ACsIKOI KIJIBKOCTI BXITHUX O3HAK. Y pe3yibTaTi OTPUMYEMO

cxemy, sika Oyjae matu Burjsifg (puc 2.1):

X1

BximHmiI map

L]

:
. H
o]

)
8
(X
Ii \

L2

ITap obpazie

ITap cymarrii

(K
—OR
7 NV

()
./

o
(8

LU L O

Buxigumit map

Pl P2 Pn

Pucynox 2.1 Cxema npuniuny po6otu Heripomepexi PNN
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2.1.2 bJuok-cxema ajJropurmy

brok-cxema - 1e THN giarpamu, 10 MOSCHIOE poOouMid TIaH abo ACSIKUi
npoiiec. biok-cxemy TakoX MOKHA BH3HAYUTH K CXEMaTU4YHE 300pa)kKeHHS
aJITOPUTMY, TIOCTAITHUHM MIAXiA 10 BHUpIMICHHS 3aBAaHHs. [[1s BUKOHAHHS LHOTO
3aBllaHHs OJOK-cxema OyJie BUKOpPUCTaHA AJisl BIIOOpaXEHHsI alropuTMy poOOTH
CUCTEMHU.
brok-cxema mokasye KpOKH y BUTJISII KOPOOOK PI3HOTO THUIY Ta BKazye ix
MOPSIJIOK 32 JOMOMOTOI0 CTPUIOK BOHM BHKOPHUCTOBYIOTHCS MPHU MPOEKTYBAaHHI Ta
CTBOPEHHI JOKYMEHTaIlll MPOCTUX TpoleciB abo mporpam. Sk 1 iHIII THUMH
JlarpaM, BOHM JONOMAararmTh TIpadiuHO BigoOpa3uTH NPOLEC, THUM CaMUM
JIOTIOMAaraloTh MOTO 3pO3yMITH, Ta YacTO 3BEPTAIOTh yBary Ha Jiedki crerudiuHi
Miclsg poOOTH pillIEHHs a00 MPOLECY.
[cHYIOTB PI3HI TN OJIOK-CXEM: KOKEH THI Ma€ BJIACHUK Hallp OJOKIB Ta
no3HayeHb. Tpy HAUTIOMIMPEHIII TUITU BIKOH y OJIOK-CXEM:
e Ertamn IisnbHOCTI, SIKUN 3a3BUYail TO3HAYAIOTh MPSIMOKYTHHUKOM.
o PimeHHs, siKe 3a3BUYall MO3HAYAETHCS POMOOM.
e BBgij Ta BUBIA iHpOpMaIllii, SKUH O3HAYAIOTH MapaiesiorpaMomM
brok-cxema omnucyerbess K "MDKQYHKIIOHANIBbHA", KOJM JiarpaMa
poO3/iJieHa Ha Pi3HI BEPTUKAIbHI ab00 TOPU3OHTAIBHI YaCTHUHU, IS OIHCY
YOPABIIHHS PI3HUMH OpraHizalliiHuMu miaposainaMu. CUMBOI, 110 3’ SIBISETHCS B
MEBHIM YacCTWHI, 3HAXOMUTHCA TiJ KOHTPOJEM IIi€i OpraHi3amiifHOl OXWMHUII.
MuixkdyHKIlOHaIbHA OJIOK-CX€Ma [I03BOJISIE aBTOPY NPaBUIIBHO PO3MOJILIATH
BIIMOBIAANBHICTh 3a BHKOHAHHS Jii YW TPUUHSATTS pINICHHS Ta II0Ka3aTh
BIIMOBIJAIBHICTh KOKHOT'O OPTaHi3alliifHOTO MiApO3ALUTY 3a Pi3HI YaCTUHU OJHOTO
IPOLECY.
brok-cxemu BimoOpakarOTh TEBHI AaCMEKTH TPOIECIB 1 3a3BUYAM
JIOTIOBHIOIOThCS 1HIIMMU Tunamu aiarpaMm. Hanpuknan, Kaopy IcikaBa, Bu3HaHuii

¢daxiBenb B ramxy3i yOpaBliHHS SIKICTIO, BU3HAUMUB OJIOK-CXEMY SIK OJIMH 13 CEMH
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OCHOBHHUX 1HCTPYMEHTIB KOHTPOJIIO SIKOCTI, MOPSJ 3 TICTOrpamoro, JiarpaMoro
[TapeTo, KOHTPOJIBHUM apKyIIeM, JiarpamMor0 KOHTPOJIIO, JiarpaMoi0 MPUYUHHO-
HACJIIIKOBUX HACHIJAKIB Ta aiarpamoro poscitoBaHHs. [lomiOnum umnom, B UML,
CTaHJIAPTHOMY MO3HAYCHHI KOHIICTITYaJIbHOTO MO/ICTFOBAHHS, 110
BUKOPHUCTOBYEThCSI TPU  PO3pOOIl IpOrpaMHOro 3a0e3MedyeHHs, JiarpaMa
TUSTTBHOCTI, SIKa € THUTMOM OJIOK-CXEMH, € JIMIIE OJHHUM 13 0aratbOx pi3HUX THUIIIB
Jiiarpam.

3 HaBeJCHHMX BUIIE JAHUX, CIPOIIEHa OJIOK-cxema poOoTH HeHpomepexki

PNN Burisgatume tak (puc. 2.2):

h 4
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Pucynox 2.2 Anroputm po6otu Hetipomepexki PNN
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2.2 Po6Gora 3 623010 1aHNX

2.2.1 3araabHa indpopmanisa npo KDD-99

KDD-99 - ne Bubipka gaHuX, sKa MICTUTh THUIIOBI JaHi JJi Pi3HUX THUIIB
3arpo3 Ta HOpMayibHOrOo Tpadiky, mo BuKopuctoByBajack Ha ‘“‘The Third
International Knowledge Discovery and Data Mining Tools Competition”. Bin
npoBoauBcs criyibHO 3 KDD-99 na [1'atiii Mi>kHapoAHIM KOH(EpeHIIiT 3 BUSBICHHS
naTh Ta oOMiHY AaHUMU. KOHKYypCHUM 3aBlaHHSAM OyJo moOyayBaTu MepeKeBU
JNETEKTOp BTOPTHEHb, IMPOTHO30BaHY MOJENb, 3/aTHY PpO3PI3HATH «IIOTaHD»
3'€lHaHHSA, 110 HAa3UBAIOThCS BTOPTHEHHSIMHU a00 aTakaMH, 13  «XOPOLIMMU»
HOpMaJbHUMHU 3'€lHAaHHAMU. L{g Oa3a maHMX MICTUTH CTaHAAPTHUM HaOIp JaHMX,
00 MAIATaloTh ayAWTy, SKUH BKJIIOYA€ INMUPOKHM CIEKTp BTOPTHEHB,
3MOJIeJIbOBAaHUX Y CepeOBUILI Mepexi [12].

Xoua Habopy manux KDD-99 nonam 15 pokiB, BIH Bce 1€ MIUPOKO
BUKOPUCTOBYETHCS B  aKaJEMIYHMX JOCHIDKEHHsAX. JlochaiauTth  mumpoke
BUKOPHUCTAHHS LbOTO HAOOpy AAHHUX Yy JOCHIUKEHHSX MAIIMHHOTO HaBYAaHHS Ta
CHUCTEeMaX BUSIBJICHHS BTOPrHEHb. KUIbKICTh OMy0OJIIKOBAHUX JOCIIIKEHb MMOKA3YE,
mo KDD-99 e Haiibuibll 4yacTo BUKOPUCTOBYBaHMM HaOopom aanHux B IDS Ta
00J1acTSIX MAIIMHHOTO HAaBYaHHSA, 1 e (PaKTUIHO HAOIp AaHUX IS IUX obJiacTel
nocimigpxeHHs. Came ToMy BoHa Oyna BuOpaHa MJis TECTyBaHHS IOTOYHOIO
IPOEKTY.

[Tonynsapuicte KDD-99 3a0e3neuye nerkuii J0CTynm 0 caMoro Habopy
JAHUX Ta BIJHOCHA JIETKICTh OOpOOKM JaHUX, 110 YacTO pPOOUTH IH0 BHOIPKY
OJITHUM 3 He0araThbOX 3arajJibHONMPUNHATUX CIOCOOIB HaBYaHHS CUCTEM BUSIBIICHHS
BTOPTHEHb.

HesBakatoun Ha 1e¢ HaBiTh B CEPEAOBHUIINI IMIUPOKOTO BUKOPHCTAHHS
TaONuUIl, Yy JaHU# MOMEHT Yacy ICHye JOCUTh Beiuka kputuka KDD-99 Ha
pPaxyHOK ii Cy4acHOCTI. Y Halll 4ac iCHy€ BEJIMKa KIJTbKICTh PI3HOMaHITHUX CUCTEM

OIIIHIOBAHHSI PU3MKIB Ta aHamizy Tpadiky, Takux sk UNSW-NB15 ta NSL-KDD.
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[IpoTe BenuKOIO MepeBaror came Ili€i TaOauIll € JErKicTh OOPOKH Ta MiATOTOBKHU
napaMeTpiB BXIJTHUX CHUTHAJIIB Ta JIOCTYIHICTh MOBHOI BHOIPKU Yy BIIKPUTOMY
noctymi, ToOTO OyJb XTO MOXKE 3aBaHTXUTHU CBOIO BEpCIl0 JOKyMEHTa Ta
MIPOBECTU JOCITIKEHHS IKOCTI pOOOTH HEHpOMEPEKI.

Tox 3 ychOoro BHINE CKa3aHOTO MOXHAa CKa3aTd, IO cXema IIi€i Tabmui
M1IXOMUTH JJISl TECTYBAaHHS HEUPOHHUX MEPEK Ta BUPIIICHHS 3a/1a4, OB’ I3aHUX 3
CHUCTEeMaMH BUSBJICHHS BTOPTHEHb. [aKoX BOHA 3apeKOMEHIyBaita cebe sK
HAJIMHUNA 1THCTPYMEHT, KU MIUPOKO BUKOPUCTOBYETHCS B cdepi iHHOpMaLIHHUX

TEXHOJIOT1H 1 JOHMHI, He3Ba)Kal04uu Ha JIESKI

2.2.2 Anani3 HaBYaJIbHOI BUOIpKHU

Posrnsinemo cknan HaBuyanbHOI BHOIpKM. BukopucroByBaHa 06a3za gaHuX
CKJIQJAEThCS 3 BXITHUX O3HAK 1 1IEHTU(]IKATOPIB, SIKI BIANOBIIAI0Th IEBHUM THUIIAM
aTak, Tak SK 1 3BHMYaiiHOMYy Tpadiky. Bcworo y maniit BuOipii € 41  BXigHMI
napametrp 1 | BuxigHuii napametrp. O3HaKW, CTBOPEH1 Uil 0a3u JaHUX,
BKJIIOUYAIOTh B c€0€ HAaBEJEHI MapaMeTpu:

1. Duration - foBxkuHa (KUIBKICTh CEKYH/T) 3'€THAHHS;

2. Protocol type - Tun nmpoTokoiy, HanpuKIaa tep, udp Too;

(98]

Service - mociyra mMepexi B MyHKTI NMPU3HAYEHHA, Hanpukian, http, telnet
TOIIIO;

Src_byte - KUIbKICTh OalTIB JaHUX BiJ JKEpeEIa J0 MiCIs MPU3HAYCHHS;
Dst_byte - kinbKicTh OANTIB TaHUX B1J MICIIS MPU3HAYCHHS JI0 JDKEpEIa;

Flag - nopmanbHuii cran abo cTaH MOMUJIKH 3'€THAHHS;

Land - 1, sxmio 3'e1HaHHSA 3HAXOIUTHCS 3 / IO TOTO K X0ocTa / mopTy; 0 1HaKIIIe;

®© N »n s

Wrong_fragment - KiIbKICTh —~ HENpPaBUWIbHUX " (DparMeHTIB;
9. Urgent - KUIbKICTh TEPMIHOBUX MAKETIB;

10.Hot - kimpKiCTh "rapsiuux" MOKa3HUKIB;

11.Num_failed logins - KiIbKICTh HEBIAIUX CIIPOO BXOMY;

12.Logged in - 1 npu ycnimuomy Bxoi; 0 iHaKIe;
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13.Num_compromised - KIJTbKICT =~ KOMIIPOMETOBAaHHX " YMOB;

14.Root-shell - 1, sxiio orpumaHa kopeHeBa 00010HKa; 0 1HaKIIIE;

15.Su_attempted - 1, sxmio cipo6a komanau  su root "; 0 iHaKme;

16.Num_root - KiJIbKICTb 3B€pHEHb 100t ";

17.Num_file creations - KiJIbKiCTb OTeparliii 31 CTBOpEHHsI (ailiis;

18.Num_shells - KibKICTh MiAKa30K 00OIOHKHY;

19.Num_access_shells - kinpKkicTh onepariiii Haj aiyiaMu KOHTPOJIIO TOCTYITY;

20.Num_outbound cmds - KIIBKICTh BUXITHUX KOMaHJ y ceaHci ftp;

21.Is_hot login - 1, SKI110 JOT1H HAJIGKUTH 10 CIIUCKY "rapsuux"; 0 1HaKIe;

22.Is guest login - 1, SIKII10 JIOTIH - TOCThOBHI peecTparop; 0 iHaKIIIe;

23.Count - KUIBKICTh MAKIIOYCHL O TOTO XK XOCTa, IO 1 MOTOYHE 3'€aHAHHS 3a
OCTaHH1 JIB1 CEKyH/IH;

24.Serror_rate - BiICOTOK 3'€JHaHb, Kl MatOTh MOMUJKH = SYN ";

25.Rerror_rate - BiICOTOK 3'€/JTHaHb, K1 MatOTh MOMUJIKKM REJ ';

26.Same_srv_rate - BiJICOTOK MIAKIIOYEHB J0 TI€T K MOCTYTH;

27.Diff sr rate - BIICOTOK MIAKIIOYEHB A0 PIZHUX CITYXkO;

28.Srv_count - KUTBKICTh MIAKIIOYEHD JI0 Ti€1 K MOCIYTH, IO 1 MOTOYHE 3'€THAHHS
3a OCTaHHI JBl CEKYH/IU;

29.Srv_serror rate - BIICOTOK 3'€/IHaHb, iK1 MatOTh TOMUJIKH ~~ SYN ";

30.Srv_rerror rate - BiICOTOK 3'€HaHb, K MatOTh TOMUJIKH REJ ';

31.Srv_diff host rate - BiACOTOK MiAKIIIOUYEHB 10 PI3HUX XOCTIB;

32.Dst_host count - KIIBKICTh MAKIOUYEHb, 11O MAaKOTh OAWUH 1 TOM e IMOPT
MPU3HAYEHHS;

33.Dst_host srv_count - KUIBKICTh MIAKIIOYEHb, 1110 MAIOTh OJAWH 1 TOU K€ MOPT
MPU3HAYEHHS Ta BUKOPUCTOBYIOThH Ty CaMy TOCIYTY;

34.Dst_host same srv_count - BIZICOTOK 3'€JHaHb, 1110 MAIOTh OJWH 1 TOM K€ MOPT
MPU3HAYCHHS Ta BUKOPUCTOBYIOTh TY CaMy TIOCITYTY;

35.Dst_host _diff srv_count - BiicOTOK pi3HUX MOCITYT HA TOTOYHOMY XOCTI;

36.Dst_host same src port rate - BIACOTOK MiJKIOYEHb JO MOTOYHOTO XOCTa,

SIKMW Ma€ TOW CaMHUU TOPT SIC;
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37.Dst_host srv_diff host rate - BiicOTOK MiIKJIOYEHBb 10 Ti€l X IMOCIYTH, IO
HAJIXOJISTh BiJl PI3HUX XOCTIB;

38.Dst_host serror rate - BiCOTOK MiAKIIOYEHB A0 IMOTOYHOTO XOCTA, SKi MAIOTh
noMusiky SO;

39.Dst_host srv_serror rate - BIJCOTOK MIAKIIOYEHH O TOTOYHOTO XOCTa Ta
BKa3aHOI CITy»OH, sIKi MatOTh MOMUIIKY SO;

40.Dst_host rerror rate - miAKIIOYEHb A0 MOTOYHOIO XOCTa, AKI MalOTh MOMMIIKY
RST;

41.Dst_host _srv_rerror rate - BIACOTOK MIAKJIIOYEHb 1O TOTOYHOIO XOCTa Ta
BKa3aHOI1 CITy»0Hu, 110 MaroTh moMmiky RST [13].

OcTaHHIM 3HaY€HHSM B BUOIpPLI BU3HAYEHUI TUIl aTaku a00 HENPHUUYETHICTh
BKa3aHUX O3HAaK J0 OyJb-sIKUX 3arpo3, BUSHAUYCHHUM SIK HOpMaIbHUH Tpadik. s
HOPMAJIbHOI pOOOTH CUCTEMHU BHU3HAYEHHSI BTOPreHb MOTPIOHO BIAIOpATH CXOXKI 32
MM MapaMeTpaMy 3HaY€HHs, 100 YHUKHYTH TaK 3BaHUX “‘XMOHMX MO3UTUBIB” —
BUIAJIKIB, KOJIM pe3yJbTaT MiJ dYac TEeCTyBaHHS BIAMOBIJHOCTI BHXIJHOTO
napameTpa BXITHUM JaHUM IPOJIYKT BUJAE XUOHY BIANOBIIb.

JIist mojonaHHs I1i€l 3arpo3u MOTPIOHO BUKOHATH HaJAIITyBaHHS BHOIPKU
1t poOOTU cHuCTeMH, ska Oyjae Ha HiM HaBuaTucs. [IpaBuna s MiATOTOBKU
HaBYaJIbHOI BUOIPKHU BKIIIOUAIOTH B ceOe:

e ['pymyBaHHS CXOKHX HABYAJIbHUX JAHUX

e 3a/aHHS YITKUX BIAMIHHOCTEM pI3HMX BapiaHTIB BUXOJQY Ta I[IOBHA
JTUCKPETHU3AIlis JaHUX

e HopwmanizyBanHs JaHux sl poooTu

e J[ns GiHapHUX CHUCTEM BaXKJIMBE MOJAHHS OJHAKOBOI KIJIBKOCTI HaBUAJbHUX

O3HAaK JBOX PI3HUX OUIKYBAaHMX BHX1JIHHX JaHHUX

VY pesyabTaTi mMOBMHHA OyTHM OTpPUMAaHAa 4YHMCTa BUOIPKAa 3 KOPEKTHUMHU
JaHUMH, 32 JOMOMOIOI0 SIKMX MOXKHa Oyje SIKHAWTOYHIIIE HABUUTU CUCTEMY.
Po6ota 3 6a3amMu 1aHUX € HAMTOJIOBHIIIO YACTUHOIO PO3BUTKY chepu HEHPOHHUX

MEpexX Yepe3 Te, 0 Ha KOPMOPaTUBHOMY PiBHI BOHU MPALIOIOTH 3a MPUHIUIIOM
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“qopHOi CKpMHBKH, 1 €IMHA 1HGOpPMAIlisd, SKa BIUIMBATHME HA Xi1JI HaBYaHHS Ta

pO3ITi3HaBaHHs, 32 YMOBH CIIPAaBHOCTI pOOOTH KOy, € caMa 0asa TaHuX.

2.2.3 Hopmadaizauisi 1aHux

JIisi mojmaHHS JAaHWUX I8 HABYAHHS TMOTPIOHO JESKMM YUHOM 00poOHUTH
BXI1JIHY 1H(pOpMaIlilo, o0 cucTeMa, sKa MpaItoe 3 YUCIOBUMHU 3HAYEHHSIMHU MOTJia
npuiiMatu iHpopMmartito. L{eit mporiec Ha3uBaeTbCS HOPMAITI3ALIIELO.

Hopmanizaris naHux - 11e KOpUryBaHHS 3HA4Y€Hb BIAMOBIAHO 10 JESIKUMU
GyHKIISIMU  TIEPETBOPEHHS, 3 METOI 3pOoOUTH iX OUIbII 3pYYHUMH JUIS
nopiBHsHHSA. Hopmanizanis naHux motpiOHe s BUMAAKIB, KOJU HECYMICHICTh
OJIMHUIIb BHUMIPIOBaHb 3MIHHUX MOXE€ BIJIOMTHCS Ha pe3yJbrarax 1
PEKOMEHIY€EThCS, KOJM IMIJCYMKOBI 3BITH MOXYTb OyTH TOJIIMILIEHI, SKIIO
BUCJIOBUTH pe3yJbTaTH B TEBHUX 3pO3YMUIMX a00 CYMICHUX OJMHHULX.
Hampuknaz, yac peaxiiii, 3aMcaHuii B MUTICEKYH/IaX, JIETIIE 1HTEPIPETYBaTH, HIK
YHUCJIO TAaKTIB NpoLEecopa, Kl OyJIr OTpUMaH1 JaHl €KCIIEPUMEHTY.

Tobto, MOXKHa cKaszaTh, IO Il IPOIeC CTBOPEHUM MJId TOro, IMo0
MPUBECTU YCl 3HAYEHHS 1O CHUIBHOrO 3HamMeHHuKa. s mporo motpiOHO Oyne
BUKOHATH HACTYIIHI 1ii.

Jlns modatky poOOTH HaJ HOpMAai3alisM JaHUX MH Ma€eMO 3MIHUTH
TEKCTOBY 1H(OpMaLiI0 Ha YHCEeNbHY. [l 1[bOro HaaMoO OJHAKOBUM TEKCTOBUM
3HAQYCHHSM BIJIOBIIHI YHCEIbHI 3HAYeHHS. Y IOMY BHIIQJIKy HEOOX1JTHO

IIPOBECTH IIFO OTIEPAIIiIO 3 PSAKAMH CEPBICY, Mpanoplisd Ta Tuny Tpadiky (puc 2.3).

A B
service| ~ | fla -
ftp data SF
http S5F
smitp SF
http 5F
smtp 5F
telnet SF

I = TR R - R SR R R

Pucynox 2.3 TekctoBi naHi B BHOIpITI
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[To-gpyre HeoOXigHO Oyjie KOyBaHHS HAIO1 BIIKOpEeKTOBaHOI BUOIpKH. [1i
KOJYBaHHSM Ma€ThCs Ha yBa3i 3aMiHa YCIX CUMBOJIBHUX 3HaY€Hb HA YUCENbHI. J{Jis
IIbOTO MOTPIOHO B JJOKYMEHTI BUKOPUCTATH 1HCTPYMEHTH IOUITYKY JJIS TaOJuIll Ta

npodiIbTPyBaTH yCl1 CTOBOII B IKUX € Oy/Ib-5IKi CHMBOJIbHI IMO3HAaYeHHS (pHC 2.4).

Mowck Je

[ (BeligennTe BE)
[+ auth

[ domain_u
[ ecoi

[ finger
- ftp

-[v] ftp_data
[+ http

-[+] other

[+ private
[+ smtp

[ telnet
A urp_|

Pucynok 2.4 BikHo ¢iabTpallii 3 yciMa TECKTOBUMHU 3HAYEHHAMHU

Jlani Tpeba 3a 1OMOMOI0K0 3aMIHM BC1 3HAYCHHSI, SIKI MU 3HAWIILIU, 3aMUCaTH
y TepuioMy pSAKy, a y JIpyroMy 3alucaTd YMCIIO Ha KOTpe MH Oa)xxaeMo HOro
3aMiHUTH. J[715 KOKHOTO HOBOTO TEKCTOBOT'O 3HAYEHHS TYT OyJe BUKOPUCTAHUI

IHKpPEMEHT MONEePeIHhOT0 o3HaYeHHs (puc 2.5).

HaiT M 3aMeHMTh ? x

Haiitn 3aMeHUTE

Halitu: private -

3ameHuTs Ha: |1 v

HNapameTpbl ==

3aMeHUTL BCe 3aMeHuTL Haiitn Bce Haiitn ganee 38KpbITh

KHura fNuer MmAa  Aueiika  3HadeHwe  Dopmyna
kdd-99.xlsx  Sheetl $C51 private

1 AYeek HalaeHo

Pucynok 2.5 3amina cumBozi y KDD-99
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PesynapTar Takoro KoayBaHHS MOXKHA TIEPETJISIHYTH 3a JOIIOMOTOIO
1HCTpyMeHTY (UIbTpallii B BHOpaHOMY IIPOTpaMHOMY 3a0€3MEeUeHHI I MePersiay
Tabnuii. B 1ipoMy BHMaaKy y TMOIIyKOBOMY PSAKY MOBHHHI OyTH BigoOpaskeHi

TUTbKHU 1T (PpOBi 3HaueHHs (puc 2.6).

A

2\ CopTMpoEKa NO EO3pacTaHMIo

A .

Al Copmposka no y6uisamio
CopTvposka no usety »
Uncnossie GuabTpbl »
Mouck jo.

Pucynoxk 2.6 IlepeBipka CTOBIIS HAa TPaBUIbHICTh 3HAYEHb

Sk MoxkeMmMO TiepeKoHaTHCs, BHOIpKa TOTOBa JO OCTaHHBOTO BHUIY
MaHIMyJISiT JAHUMU — PAHKYBaHHS yCIX YHIKaJIbHUX O3HAK 3HAUEHHSIMU BiJ HYJIS
no oxHoro. Jlyis nboro MOTPiOHO HAlly, BXKE 3aKOJ0BAaHY BUOIPKY, a TOYHIIIE
KOXHE 11 3HaYeHHs, MJCTaBUTH M1 hopmyity HopMmamizaiii (2.1):

- I o
A — Nin L_"; l

¥ = X 2.1)

e X* - 11e B)KE HOPMaJII30BaHE 3HAYEHHS;
e X- 3HAYEHHA fAKe NOTpedy€e HOpMaTI3allil;
¢ min(X)- MiHIMaJIbHE 3HAYCHHS aTpUOyTa;

¢ max(X)- MakcUMabHE 3HAYCHHS aTpulyTa;
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OcHOBHUI 3aKOH, SIKUH MOBMHEH MOJIEIIOBATUCH MEPEKEIO MOBUHEH 00Ope
MPOCIIHKYBaTUCh B HABYAIbHUX JAHMUX, a HE 3aTIHIOBATHCH B HUX HECYTTEBUMHU
3aKOHOMIPHOCTSIMHU. [[71s1 11bOTO HaBuajbHI JaHI Tepen BUKopucTaHHsIM B HM
MIPOXOJATH TMonepeHI0 00poOKy. ITia 1mier0 06pOOKO PO3YMIETHCS HOpMaJi3allis
naHuX, 1X GiIpTpamis Ta TEpeKOoAyBaHHS. BBakaeTbcs, mo B 0OaraThox
npakTuuHuXx cpepax HM n03BOJSIOTE AOCITTH NOMIWIKK y3araabHeHHs 90% mpu
OJIHOYACHIM mommIi anpokcumariii #98-100%.

B3zarani Hopmanizaliis 1aHUX — 1€ OJIHa 3 OTepalliid MepeTBOPEHHS 03HAK, Ha
eTarll MArOTOBKHU JaHuX. [l HopMmasizallis TaHuX MU BUKOPUCTOBYEMO TIX1d Ha
OCHOBI1 MIHIMYM Ta MaKCUMYM.

Mertoto HopMai3allis €:

e 3MeHIIeHHs o0cAry st 30epiraHHs JaHUX.

e [IligBumenns ehekTuBHOCTI podoTH B/I.

B pesynbrari HOpMamizaiis JaHUX MH TOBHHHI OTpUMaTH YHCIIa Ha
npoMikky Big 0 1o 1. A st Toro, mo0 y moAaiblioMy MPaBUILHO BUKOPUCTATH
Hairy (opMyJly HaMm MOTPIOHO 3amucaTh MIHIMaJIbHI Ta MAaKCUMaJlbHI 3HAYCHHS

KO>KHOT'O CTOBOIIS y HOBUH psfoK (puc 2.7).

1203 06362 G463 0 3 07 0 16101 26842 13 0 0 15150 1 11 1171 1285288 1098 1 10911 1 22
11 ¢ 090 O0OCO0QCQCO0CCQOQCODCOQCTC0C CO0OTO0CQTO0D O CCO0OT1TT1TO0QTCO0CO0OCO0CCO0CO0C0CT1TT1T OO0 O0OCO0CCO0CO0OD0DTC0C 011

Pucynok 2.7 IIpukian nepeTrBOpeHUX 3HAa4EHb

[licns uporo Ham TpeOa BUKOPUCTOBYIOUM (PYHKIIOHAN MPOrpaMH JIs
Neperyisiay TaOiuilb, AKIIO0 OyTH OUIBII TOYHUM 1i 3M10HOCTI O PO3PaxyHKY
€JIEMEHTIB 10 (POpMyIli, CTBOPUTH IIIe OAHY TAOJUII0 KOKEH €JIEMEHT SIKOi Oye
3aMIHEHHU pe3ysibTaToM (HOPMYIIH 3anrcaHoi Buie. J[oCuTh BaKJIMBUM € MOMEHT
BBO/JTy MPABWIBHUX (POPMYII, TaK SIK SIKICTh WMOBIPHICHOT HEUPOHHOI MEPEXK1 MepII
3a BCE OIHUCYETHCS SKICTIO BBEJICHUX PE3YJIbTATIB.

Jlist 1iporo HaM MOTPiOHO 00paTH MyCTy KIITUHKY Hamoro ¢aiimy, micis

4Oro y psSAOK aiist GopMyJn 3amucatu Taki aaxi (puc 2.8):
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=ABS((A1-5A5254)/(SAS253-SAS254))

Pucynok 2.8 @opmyna nns Hopmanisailis faHux B cepeai Microsoft Excel
VY pesynbTaTi Oysa oTprMaHa METOAMKA OOpOOKM NaHuX Ui Mojayl ix Ha

BX1J HEHpOHHOI Mepeki. AJTOPUTM MPOBEICHUX PO3PAXYHKIB MaTUME TaKuil

Burjsz (puc. 2.9):

- A: 0 = = CTOBNUMEMN, X++) >—"\

for(y = 0; ¥ < pROEKN; y++)

inta=10;

[¥,%] = YMCMOBE 3HAYSHHR?

[yxl=a I

b [v:x] = [y:x] - min[y] / max{y]

Pucynok 2.9 Anroputm Hopmadnizauii nanux ans KDD-99
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ITicns

NpPOXO/UKEHHsT BciXx etamiB  meperBopeHHs KDD-99 no

11

HOpMaJIi30BaHOi KOIii MU TOBHHHI OTPUMATH TaOJMIIO, Yy SKIH BCl €JIEMEHTH

OyayTh 3HaXOIUTHCH Ha TPOoMiXKKY Big 0 1o 1 (puc 2.10).

1 0
2 0
3 o
4 0
5 0
6 o
7 0
3 o
9 o
10 o
1 0
12 o
13 0
14 0
15 0
16 1]
17 0
18 0
19 0
20 1]
21 0
n 0
3 ]
0

0

26 0
27 1,84E-05
28 0,000202
0

0

B

c
0 0538462
0 0538462

05 0,615385

05 0,769231

05 0769231

05 0,769231

05 0,846154

05 0923077
0 0,076523
0 0461538
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0,538462
0 0538462
0 0538462
0 0538462
0 0538462
0 0538462

D E F G H J K L [
4,66E-05 0,000175026

2,7e-05 0,000134266
1,44E-05 0,00008511
1,1BE-05 0,000059
1,13E-05 0,0000527
1,13E-05 0,0000515
1,08E-05 o
2,57E-07 0
0,000673 0,018460421
9,16E-05 0,008269367
7,62E-05 0,002324486
7,33E-05 0,001812595
6,84E-05 0,001497309
6,74E-05 0,001452953
6,46E-05 0,001217987
6,41E-05 0,001178427
6,33E-05 0,001120884

6,36-05 0,001035769
6,12E-05 0,000913491
5,94E-05 0,000740862
5,81E-05 0,000580222
5,71E-05 0,000473529
5,69E-05 0,000462739
5,66E-05 0,000437564
5,66E-05 0,000436366
5,456-05 0,000394407

54E-05 0,000389612

=
]
o

ccocoeocceocoonococoe o olole

C0OCCDOCOCOOCOCOODOCOOCOCOOODOOOOO
COOCOCOCOCOCOOOCO00000O000G0O0G O
CoOCCOCCOCOCOCOCOOODOOOOO0O0GCOGCO
COoOo0OCcCOCOOCO0OOCO0OOO0OOO0O0O00O0G00GC O
COOCOCOCOCOCOOOCOO000000000O00 O
cococococococoocDoDocoOo0o0 0G0
COCCOCOCOCOCOOCOCOODOCOOO0O0O0OOO

5,336-05 0,000358443
5,27€-05 0,000339262
5,256-05 0,000330871
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Pucynok 2.10 HopMmanizoBana HaBuajgbHa BUOIpKa

C0OO0O0OCOCOOCOOOCOOOO0O00O0O0O0G0O0G O

\oo oo

C 0 COCOCOCOODDO0ODOO0O0O00000 0

lo oo o

cocococococoocooocoDoDoocoo0o00C O

oo oo

COCCOCOCOOCOCOOCOCOODOOCOOOOO0OOO

fo o oo

VY pesynbrari Oyne oTpuMaHa BUOIpKa, O3HAKU SIKOI MOXKHaA OyJle Mo/IaBaTH

Ha BX1Jl MEPEXKI.

2.3 Omnuc ¢pynkuionany Windows Forms

Windows Forms - 1ie Texnosnoris intepdeiicy kopucryBaua .NET Ta HabOip

KepoBaHUX 010J110TEK, 1110 CIIPOILYE 3arajibHi 3aBAaHHS MPOrPaMHU, TaKl sIK YUTAHHS

Ta 3anuc y ¢aitnoBy cucreMmy. Koiau BU BUKOPUCTOBYETE CEPEIOBUIIE PO3POOKH,

take sk Visual Studio, BU MOXeTe CTBOpIOBaTH MPOrpaMu JUIsi CMapT-KJII€HTa

Windows Forms, siki BizoOpakaroTh 1H(pOpMallito, BUMaraloTb BBEJEHHS JaHUX Y

KOPHUCTYBAUiB Ta CHIJIKYIOTHCS 3 BIJAICHUMU KOMIT IOTEPAMH Ye€pPe3 MEPEKY.

Y Windows Forms ¢opma - 11e Bi3yasibHa cepena, Ha siKiil BH BimoOpaxaeTe

iHopMmaitito kopuctyBadeBi. Komu kopuctyBau poOuth 1moch 13 ¢Gopmoro ado

OJIHUM 13 11 €JIEeMEHTIB K€pyBaHHs, sl reHepye nofito. | Tak nonatok pearye Ha 1

noAii KoJIoM 1 00po0JIsie 0111, KOJIM BOHU BiJI0YBaIOTHCA.

38



Windows Forms MiCTUTh pi3HOMaHITHI €JIE€MEHTH KEpyBaHHS, SKI MOKHa
noaaTu o ¢GopM: eIeMEHTH KepyBaHHS, SKi BiJoOpa)karoTh TEKCTOBI1 MOJIA,
KHOIIKY, BUTAJAI04i MOJIs, IEpeMHUKadl Ta HaBiTh BeO-CTOPIHKU. SIKIIO 1CHYIOUHA
€JIEMEHT KEepyBaHHS He BiAmnoBigae BamuMm notpedam, Windows Forms Takox
HiATPUMY€E€ CTBOPEHHS BIACHUX HAJAIITOBYBAHMX €JIEMEHTIB KepyBaHHS 3a
nonomoroto kiacy UserControl.

Windows Forms mae po3mmpeHi eleMeHTH KepyBaHHs iHTepdeiicoM, sKi
IMITYIOTh (PyHKIIi TakuMx BHCOKOKJIAacHUX mporpam, sk Microsoft Office.
BuxopucroBytoun enemeHTH KepyBaHHs ToolStrip ta MenuStrip, BU MoxeTe
CTBOPIOBATH TAHEJ 1HCTPYMEHTIB Ta MEHIO, SIKi MICTSTh TEKCT Ta 300pakKeHHS,
BIIOOpa)kaT MIJMEHIO Ta PO3MIIIYBAaTH IHIII €JIEMEHTH KEpyBaHHS, TakKl SK
TEKCTOBI MOJIsl Ta KOMOTHOBaHI1 TOJIS.

3a pomnoMoror KoHCTpykTopa mnepetrsryBanHss Windows Forms y Visual
Studio Bu Moxere nerko crtBoproBaTu mnporpamu Windows Forms. Ilpocto
BUOEPITh €IEMEHTH KEPYBAHHS KYpCOPOM 1 PO3MICTITh iX y MOTPIOHOMY MicCIi y
dopwmi. JluzaitHep Halae Takl IHCTPYMEHTH, SK JIiHIT CITKH Ta JIIHIT IPHUB’SI3KH, 11100
YCYHYTH KJIOMIOTH 3 BUPIBHIOBAaHHS €JIEMEHTIB YMPAaBIIHHA. 3a JIONMOMOTOIO
enemeHTiB kepyBaHHs FlowLayoutPanel, TableLayoutPanel Ta SplitContainer
MO>KHa CTBOPUTH PO3IIMPEH] MAKETH (POPM 3a MEHILMUHI Yac.

Hapemri, sikmo BaM MOTpPIOHO CTBOPUTH BIIACHI BJIACHI  €JIEMEHTHU
1HTEepdeiicy, npocTip iMeH System.Drawing MICTUTh BEJIUKUN BUOIp KJaciB JyIs
Bi3yautizalii JiHiH, K1 Ta iHmux ¢iryp 6e3nocepenso y Gopmi.

Icaye nBi peamizaiii Windows Forms:

e Peamizaiiis 3 BiIKpUuTuM KojoM, po3mimieHa Ha GitHub. 1l Bepcia mpairtoe
Ha NET 5 ta .NET Core 3.1. Bisyanpauii koncrpykrop Windows Forms
BUMarae, sik MiHIMyM, moniepennuboro neperisiay Visual Studio 2019 Bepcii
16.8.

e Peamizamis .NET Framework 4, sixa miarpumyerbest Visual Studio 2019 Ta

Visual Studio 2017. .NET Framework 4 - nie nmume Bepcis Windows .NET i1
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BBA)KAETHCA KOMIIOHEHTOM orepaniiiHoi cucremu Windows. Ila Bepcis

Windows Forms nommuproerses 3 .NET Framework.

Posrnsan ¢yHkiioHamy mokas3as, 0 JOCTYITHHM 1HCTPYMEHTapii Ta JIErKiCTh
OCBOEHHSI BI3yaJIbHOI cepean 3abe3reuaTh poOoumii 1HTepdeic s moTped
BUPIIIIEHHS aHO1 3aaad4i. /{711 BUKOHAHHS IPOEKTY OyJie BUKOPUCTAaHA BEPCis, IKa
MIATPUMYETHCS Ha 0a3i MPOTPaMHOTO 3a0e3MEeUCHHS 11 HAaTMCaHHS Ta TECTYBaHHS
koxy Microsoft Visual Studio, sika mae eski nepeBaru, Taki sik mpsiMa IHTErpailis 3

BHUILE BKa3aHOIO CEPEIOI0 JIJISl IPOrPAMYBaHHS.
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3 MATEMATHYHA MOJIEJIb POBOTHU CUCTEMH

3.1 @yskuii akTHUBANLIil TA IX XapaKTePUCTUKHU

DyHKINA aKTUBAIlli, SIKYy NPUHHATO MO3HA4YaTH SK a (X), BU3BHAUAa€ BUXITHE
3HAYCHHS HEWpOHa B 3aJIEKHOCTI BIJl pE3ydbTaTy 3Ba)KEHOi CyMH BXOIIB 1

MIOPOTOBOTO 3HaUEHHs. PO3risiHeMo HEHpOH, Yy SKOTro 3BaykeHa cyMa BxoiB (3.1):

z = XYiwixi + b, (3.1)

Je Wi 1 Xi - Bara 1 BX{IHMI 3Ha4€HHS 1-0ro BXOJy, a b - 3cyB. OTpumaHuit
pe3yabTaT mnepenaeThcssi B (YHKIIIO aKTUBAIllil, SKa BUPINIYE PO3TISIATH IIeH
HEHPOH SIK aKTUBOBaHUM, a00 MOro MOKHA ITHOPYBATH. Y Halll 4ac iCHy€ IIUPOKa
kjacudikamnig pi3HUX (QYyHKIIN aKTUBaLIi.

Cryninyacta gyskiis (anria. Binary step function) € moporoBorwo QyHKITiERO
aktuBalii. To0To sIKo z Oubille a0 MEHIIE ASSKOr0 3HaYCHHS, TO HEUPOH CTae
akTUBOBaHUM. Taka QyHKUIA BIAMIHHO Ipalftoe sl OlHApHOI Kinacudikarii. Ase
BOHA HE MpaIloe, KoM i Kiacudikaiii noTpiOHa Oiiblna KUIbKICTh HEHPOHIB 1
KUTBKICTh MOXKJIMBUX KJIACIB OLIbIIE IBOX, TOOTO PYHHYEThCS 3rajlaHa Ha MOYaTKy
ymoBa. [0 ¢hyHKIIiI0 MPUWHATO 3aCTOCOBYBATH Yy BUIAIKY, KOJM 3MIHHA BUXOIY
Mae THUIl JaHuX OyJieaH.

Jliniiina QyHKUIA sBIISE€ COOOI0 MPSIMY JIHIIO, TOOTO Ma€ BUTJISA Ha KIITAIT
i€l hopmymnu (3.2):

a(x) = XYicixi, (3.2)

a 1€ 3HA4WTh, IO pe3yabTaT i€l (yHKIIT akTHBaIii TPOMOPIIHHUI
nepegaHoMy aprymenty. Ha BimMiHy Bim momepeaHboi ¢yHKINi, BOHA J103BOJISIE
OTpUMATH [l1ala30H 3HA4eHb Ha BUXO/1, a HE TUIbKU OiHapHi 0 1 1, mo Bupiye
npobsieMy Kiacu@ikalii 3 BEJIMKOI KUIBKICTIO KJaciB. AJie y JNiHIMHOT QyHKIIT €

JIB1 OCHOBHI1 ITPOOJIeMU:
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e HemoxIuBICTh BUKOPUCTaHHS METOJY 3BOPOTHOIO TMOIIMPEHHS MOMMIIKH.
Tak sIK B OCHOBI IIbOTO METOJTy HaBYaHHS JICKHUTh TPATIEHTHUHN CIYCK, a JUIs
TOro 1100 MOro 3HANTH, MOTPIOHO B3ATH MOXIJIHY, KA A AaHOT (PyHKII
aKTUBaIlli - KOHCTaHTa 1 HE 3aJIEKUTh Bl BXIIHUX 3HaYeHb. 100TO TpuU
OHOBJICHHI Bar He MOKHA CKa3aTH YM MOKPAIYEThCS EMIIPUYHUN PUBHK HA
MOTOYHOMY Kpoili 4 Hi. PosrisHemMo HEHpOHHY Mepexy 3 IeKiIbKoMa
mapamu 3 1i€r QyHKIi€r akTuBarlii. Tak gK JJIs KOKHOTO IIapy BHXIJIHE
3HAYEHHS JIIHIHHO, TO BOHM yTBOPIOIOTH JIIHIHHY KOMOIHAIIIIO, pe3yIhTaTOM
gakoi € umiHiiHA @Qyskoigs. ToOto ¢iHampHa (GyHKISA akTUBalii Ha
OCTaHHBOMY IIIap1 3aJICKUTH TUIBKU BiJI BX1IHUX 3HAYEHb Ha MIEPIIIOMY IIapi.
A 1e o3Hauae, MO Oy/b-AKYy KIUJIbKICTh IIApIB MOXE OYTH 3aMIHEHO BCHOTO
OJTHUM ILIapOM, 1, OTKE, HEMAE CEHCY CTBOPIOBATH OaraTouiapoBy MEPEXY.
e ['0JIOBHA BIJIMIHHICTb JIHIHHOI ()YHKLII BIJl 1HIIMX B TOMY, IO ii 00JacTh
BH3HAYCHHS HE 0OMekeHa: (-0o; + 00).
OTtxe, 1i MOTPIOHO BUKOPUCTOBYBATH, KOJIM BUX1JHE 3HaYEHHSI HEMpOHA Mae
€R, a He oOMexxeHOMY 1HTEpBay.
CirmoinanbHa (yHKIS € TJIaJKOK MOHOTOHHO 3pPOCTAalOu0I0 HENIHIAHOI
dbyukiiero (3.3):

o(z) = ﬁ (3.3)

Tak six 1151 QyHKITIS HEMiHIMHA, TO 11 MOKHA BUKOPUCTOBYBATH B HEHPOHHHX
MepeXax 3 BEJIUKOI KUIBKICTIO MIapiB, a TAKOXK HABYATH 11 MEpPEexl METOJIO0M
3BOPOTHOTO MOIIMPEHHS MOMUWIKK. CUTMOia 00OMeXeHa TBOMA TOPU3OHTAIBHUMHU
acumnroramMu y = 1 1y = 0, 1110 1a€ HopMasi3allilo BUX1JHOTO 3HAUYCHHS KOKHOTO
HelipoHa. Kpim Toro, nisi curMoifHoi (PyHKIIT XapakTEepHUA TIaJKUN TPaJI€HT,
KUl 3arobirae "cTpuOku" TpH MApPaXyHKY BHXITHOTO 3HaueHHsA. KpiMm Toro, y
i QyHKIIT € 1€ 0JIHa TiepeBara, s 3HaueHb X> 2 1 X <-2, y "IpUTUCKAEThCA" 70
OJIHI€1 3 aCUMMTOT, 1110 JI03BOJISIE POOUTH YiTKI MPOTHO3M KiiaciB. He3Baxaroun Ha

0e31114 CHIIBHUX CTOPIH cUrMOigHoi GyHKIi, y Hel € 3HauHuii Hepomik. [loxigHa
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Takoi QyHKIIIT BKpail Maja y BCIX TOYKaX, KpIM MOPIBHSIHO HEBEIUKOTO MIPOMIXKKY.
[le cuabHO YCKJIAQJHIOE TPOIEC TOJIMIICHHS Bar 3a JIOTIOMOTOI0 TPaJi€HTHOTO
cnycky. bumbmr Toro, ms mpobiieMa MOCHITIOEThCS B pasi, SIKIO MOJETh MICTHTH
Oararo miapiB. JlaHa mpo6iieMa Ha3UBA€ETHCS MPOOJIEMOIO 3HUKAKOYOTO I'pajieHTa.
o cTocyeThcsi BUKOPUCTAHHSA Y CUTMOIA1 (PYHKIIIT, TO 11 epeBara HaJl iHIIIUMH - B
HOpMaJTi3aIlii BUXigHOTO 3HaYeHHs. [Hom1, 11e OyBae BKpai HeoOxiqHo. Hampukian,
KO TIiJICYMKOBE 3HAUEHHS Iapy IMOBUHHO TIPEJCTABIATA WMOBIPHICTH
BUMaaKoBoi BenuuuHU. KpiMm TOro, mio (yHKIIIO 3pydyHO 3aCTOCOBYBAaTH IpPHU
BUpPIIICHH] 3ajadl Kjacudikalii, 3aBIIKd BJIACTUBOCTI "NMPUTHCKaHHA" 10
ACUMIITOTAM.

@yHKUIA rinepOoaIYHOro TaHreHca Mae BUrin (3.4):

2
tanh I:Zj = m (34)

s ¢dyHKIS € CKOPUTOBAaHOIO BEPCI€l0 CUTMOinHOI (GyHKIi, TOOTO BOHA
30epirae Ti K TepeBard 1 HENOJIKU, aje BXe Ui Jiana3oHy 3HadeHb (-1; 1).
3a3Buyali, BOHa BUKOHY€E POJIb CUTMOIU Y BUMAJKaX, KOJM HEMae HEOOX1THOCTI B
Hopmaizaiii. Ile BinOyBaeTbes yepes Te, 1m0 00JacTh BUSHAUCHHS JaHOi (PYHKITIT
aKTHBaIlll LEHTpPOBaHa IIOAO HYyJs, IO 3HIMAae OOMEXEHHS NpH MIAPAXyHKY
rpajleHTa JUisl TIEpEeMIlIeHHS B TMEeBHOMY HampsMKy. Kpim TOoro, mnoxigHa
rinepOOoIYHOTO TAHT€HCA 3HAYHO BHIIE MOOJIM3Y HYJIS, AI0UU BEIUKY aMILTITYIy
I'paJlEHTHOMY CITyCKY, @ OTXe€ 1 OUTbII MBUAKY 301KHICTb.

Oynkmis  ReLU - Rectified Linear Unit - 1e Ha#OUIBII YacTo
BUKOPUCTOBYBaHa (YHKIlI aKTHUBAIlll Mpu rauOokoMmy HaByaHHi. Llg ¢dyHKis
noBeprae 0, SKIO NpuiiMae HEraTMBHUN aprymMeHT, B pa3l X MO3UTHUBHUUI
apryMeHT, (QyHKIIS MoBepTae came uucio. ToOTo BoHAa MOxe OyTH 3amucaHa siK
nokaszano B popmyii (3.5):

f(z2) = max (0,2). (3.5)
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Ha nmepimii morisig Moke 37aTUCS, 10 BOHA JIIHIMHA 1 Ma€ Ti K MpoOIeMu
10 1 JIiHIMHA (YHKIIS, aje Iie He TakK 1 i1 MO)KHa BUKOPHUCTOBYBAaTH B HEMPOHHUX
Mepekax 3 BEJIMKOIO KUIBKICTIO IIapiB.

Oynkiis ReLU Bomonie pgekiibkoMa mepeBaraMd HajJl CHUTMOIJIOW 1
rinepOoIIYHUM TaHT€HCOM:

e JlyXe MBHUIKO 1 IPOCTO 3HAXOAUTHCS MOXiaHA. J[s Bi'€eMHUX 3Ha4eHb - 0,
JUTSl TO3UTUBHUX - 1.

e Po3pimkeHicTh akTHBAIil. Y Mepexax 3 IyKe BEJIUKOIO KITbKICTIO HEMPOHIB
BUKOPHUCTaHHA CIrMOinHOI (yHKIIT a0o rimepOOMYHOrO TaHreHca SK
aKTUBAIIMHUN (QYHKIII TATHE AaKTUBAIll0 O0araTbOoX HEUPOHIB, IO MOXE
MO3HAYUTHUCS HA IPOYKTUBHOCTI HaBUaHHs Moei [ 14].

Axmo kx BukopuctoByBaTH ReLU, TO KUIBKICTh BKIIFOUAIOTHCS HEHPOHIB
CTaHE MEHIIIE, B CUJIy XapaKTepUCTHK (YHKIIIi, 1 cama Mepeka cTaHe Jierme. ¥ el
(GyHKLIT € OUH HEJOJIK, SIKU Mae Ha3By npoobiemoro BMuparouoro ReLU. Tak sik
YacTUHA NOXITHOT (PYHKIII TOPIBHIOE HYIIIO, TO 1 TPAJIEHT AJid HET Oye HyJbOBUM,
a TO 1Ie O3Hayae, 1110 Baru He OyAyTh 3MIHIOBATUCA MiJ Yac CIyCKy 1 HEHpoHHa
Mepexa mnepectane BumtHcs. DyHkuiro aktuBaiii ReLU crnin BUKOpUCTOBYBATH,
SKIIO HEMa€e OCOOJIMBUX BHUMOTI JJIi BUXIJHOTO 3HAYEHHsS HEHpoOHa, Ha KIUTAJIT
HEOOMEKEHOI 00J1acTI BU3HAYEHHS. AJIe SIKILO MICs HaBYaHHS MO pe3yIbTaTH
BUWIIUIM HE ONTHUMAaJIbHI, TO BAPTO MEPEUTH 10 1HIIUX (PYHKIIH, SIKI MOXKYTh JAaTH
Kpallui pe3yJibrar.

Ogpniero 3 npodsieM crangaptHoro ReLLU e 3aTyxarouuid, a came HYJIbOBH,
TPal€eHT MPU HEraTMBHUX 3HadeHHsX. [Ipu BukopucranHi 3BuvaitHoro Rel.U
Jesikl HeMpOHU BMHpPAIOTh, a BIJICTEKUTH BMUpaHHS HeWpoHiB He mpocto. 1106
BUPILIUTH 110 MpoOjeMy iHOAI BHUKOpUCTOBYeThCs miaxin ReLU 3 «BUTOKOMY
(leak) - rpadix ¢yHkmii axTuBalii HAa HETATUBHUX 3HAYEHHSAX HISAK HE
TOPU3OHTAIBHY TIPSMY, a MOXUIY, 3 MaJIGHBKUM KYTOBUM KO€(ili€HTOM (OJIM3bKO
0,01). To6To BOoHA MOke OYTH 3amucaHa sk mokazaHo B ¢popmyii (3.6):

£ {D.D lx, axmox <0 (3.6)

X, V IHIIHX BUIAKax
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Take HeBenuke BiJ'€eMHE 3HAUEHHS JOMOMAra€ JIOMOTTUCS HEHYJIbOBOT'O
rpajJileHTa MpU HeraTUBHUX 3HaueHHAX. Onnak, ¢pyHkuis Leaky ReLU mae nesiki
Heponiku: CKIaHile BBaXKaTH MOX1IHY, B MMOPIBHSIHHI 31 CTAHAAPTHUM M1AXO0I0M
(Tak sSK 3HAYCHHS BXKE HE JIOPIBHIOIOTH HYJIIO), IO YIOBUIBHIOE POOOTY KOXKHOT
enoxu. KyToBuil KoedillieHT MpsMOi TaKOX € TimeprmapaMeTpoM, SKHil Tpeda
HanamToByBaTu. Ha mpakTHili, pe3ynbTar He 3aBXKAU CUIIBHO MOMIMIITYETHCS 1010
ReLU. Bapro Bin3zHauuTH, 10 KpiM MpodieMu BMHUparounx HeWpoHiB, y ReLU e 1
iHIIa - mpobnema 3aryxaHHd. [Ipu 3aHanTO BENMMKIA KUTBKOCTI MIAPiB T'pajl€HT
Oyne npuiMaTy ay»e MaJleHbKE 3HAYeHHsI, TOCTYIOBO 3MEHIITYIOUYHUCH 10 HYJS. Y
HACJIJKY IIbOTO 3MiHHA CyMH a0O0 BariB JIOCSAra€ TaKUX 3HA4Y€Hb, MO0 OUIBIIICTH
THUIIIB IaHUX B CY4aCHUX MOBax IPOrpaMyBaHHS HE B 3MO031 KOPEKTHO B1A0Opa3nuTu
HACTUIbKM Malie 3HaueHHs. Yepe3 1ie HEHpOHHAa Mepeka Ipalloe HeCTaOUIbHO 1
HenpaswibHO. Leaky ReLU (LReLU) Bupimrye nepury mpoOiiemy, ajie B IO-
CIOpPaBXHbOMY TJMOOKMX Mepexax IpoOjemMa 3aracaHHs Trpaji€eHTa Bce IIIe
3yCTpI4aeThcsl 1 MPU BUKOPUCTaHHI 1poro miaxomy. Ha mnpakrtumi LReLU
BUKOPHUCTOBYETHCSA HE TaK 4acTo. IIpaktnunuii pesynprar Bukopuctanus LReLU
3amicTh ReLU BiJipi3HsI€THCS HE 3aHAATO CUIIBHO.

Opnnak B pa3i BukopuctanHsi Leaky moTpiOHO A0JaTKOBO HanaliTOBYBaTH
rineprnapaMeTp (piB€Hb HaxXWIy NMPU HETaTUBHUX 3HAUYEHHSX), III0 BUMArae MeBHUX
3ycunb. llle omniero mpobnemoro € Te, mo pesynbrar LReLU He 3aBxaum kpare
HDK T[pU BHUKOPUCTaHHI 3BHYaiiHOro ReLU, Tomy Hailuacrimie Takud mMiaxijg
BUKOPHUCTOBYIOTb SIK aJIbTEpHATUBA. JJOCUTh YaCTO Ha MPAKTHIIl BUKOPUCTOBYETHCS
PReLU (Parametric ReLU), skuii m03Boisi€e JOMOTTHUCS OLIBIT 3HAYHHUX
nomnmedb B mopiBHAHHI 3 ReLU 1 LReLU. Takox, B pa3l mapameTpHYHOT
moaudikamii ReLU, kyT Haxwiy He € rimeprnapaMeTpoM 1 HaJIATOBYEThCS
HEUPOMEPEKEIO.

Buxonsum 3 BuIlle CKa3aHOTO MOXKHAa 3pOOWUTH BUCHOBKH I  TOTO, IIO
NOTPiIOHO IS peatizaiii bOro MOIYJIO MifiifAe cUrMoinHa (yHKITiS aKTHBAIli
yepes Te, 1110 BOHA JIOCUTh MIPOCTa B peasizailii Ta B Hei HeMa Cepio3HUX MpoOoJeM,

SIK1 BUHUKAIOTh TIPH 11 BUKOpucTaHHi [15].
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3.2 3B’sa3kM Mik HelipoHamMu. BxiiHuil Ta BUXiZHMI Iapu

VY cdepi BUBUEHHS HEHPOMEPEKEBUX TEXHOJOTIH JOCUTH BAXKIWBY POJIb
3aiiMaroTh NUISIXW BBEJCHHS Ta BUBEACHHS 1H(Mopmarlii. Sk Oyyio moka3aHo BHIIIE,
JUIS TIOYaTKy POOOTH CHUCTEMH HEOOXIAHO OynuW BU3HAYMTU CIOCIO, sIkuM Oyne
IPOXOIUTH OOMIH Ta MPOXiJ iH(pOpMAIlii.

3B’SI3KM MIXK BHUIIE 3raJIaHUMKU HEUpOHAMU OyAyIOThCsS Yyepe3 MPOXOKEHHS
3Ha4YeHb Yepe3 KOXKEH OKpeMHUi By30J, BUOYIOBYIOUH JiepeBa mpoxoay. Cucrema
npuiiMae 10 yBard yci 3Ha4eHHs, MOJjaHl Ha BUXIJl, Ta POOUTh BUCHOBKH 3aJIEKHO
BiJl TOro, Ik MoOyJ0BaHa HEHWpOHHA Mepexka. UuM Oubllie HEMpPOHIB MPOMIIOB
CUTHaJ JI0 BUXOJy, TUM OUIbIlIa TOUYHICTh BUBHAYEHOTO pe3yJibTary. Jlorika mpboro
Mpollecy Mpaloe TaKUM YMHOM: UMM OUIbIIAa KIUIBKICTh (DAKTOPIB, SIKY MOXKE
3MIHUTH CHUCTE€Ma, TUM MEHIIOI cTaBaTuMe moxubOka. Y Bunaaky PNN BariB sk
TaKUX HE ICHY€, TOXK CUCTEMa MOXKE BUAATH PE3yJbTaT JOCUTH IIBHIKO Ta TOYHO.
Takox Tpeba OpaTu 10 yBaru KiJIbKICTh BXIAHMX O3HAK, TaK AK YUM OLJIbIe
BXIJIHUX O3HAaK, TUM OUIbIIa BIPOTIAHICTh TOrO, IO BXiJAHI BEKTOPU OYIyTh
BIJIPI3HATHCS 1OCTaTHHO, A0 YHUKHYTH XUOHUX TO3UTHUBIB.

VY HamoMmy BHUINAAKy KUIBKICTh BXIJHUX IapaMeTpiB JOCHTh BHCOKa Ta
O3HAaKM aTakd Ta HOPMAJIbHOrO TpadiKy BIAPI3HAIOTHCSA OCTATHHO pasioue, 1100

YHUKHYTHU TPyOHX MMOMUWJIOK ITiJ1 4ac poOOTHU MEpEXI1 /I BU3HAYCHHS PE3yJIbTaTIB.

3.3 Ocobausocri podoorn PNN

OpHi€ro 3 HAWTOJIOBHIIMIUX OCOOJMBOCTEH MPHUHIIUIY pOOOTH MMOBIPHICHOT
MEpeXi € Te, M0 BOHA HE Ma€ YiTKO BUIICHOTO €Taly HaBYaHHS, SIK HAIPUKIIA]
OaraTtomnrapoBuUil TEPCENTPOH, SKUN BMINIye B c001 BENWKY KUIBKICTh Baris.
PosnizHaBanHs o0Opa3iB BiOyBaeThCA 3a JOMOMOIOI0 IMPOPAXYHKY HAIEKHOCTI
KOXXHOTO BXI1JTHOTO BEKTOpa J0 3anaHux kiaciB. Lleit nporiec BimOyBaeThes i yac

MPOXOJy 3HA4YEeHb 4Yepe3 (YHKIIO aKTUBaIlii, sSKa MPOCTOI0 MOBOI TOPIBHIOE
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3HAQYEHHS Ta BUJA€ OUIbII 3HAYEHHS MPU OUIBIIOMY CXOJKEHHI BXI1JHOTO
3HaueHHA 3 mykaHuM. lledl mporec BiIOyBa€eThCS 3a TaK 3BAHOIO JIOTICTUYHOIO
dbynkiero [16].

PNN HanexuTh 10 Tak 3BaHUX HEUPOHHUX MEPEXK 3 MPSIMUM 3B’ s3KoM. Lle
O3HayYae, M0 MPOX1J CUTHANY WJe B OJTHOMY HANpPSIMKY Ta HIKOJIM HE 3BEPTAETHCS
JI0 TIOTIEPENHIX eTamiB, TOOTO HE YTBOPIOE KOJIO. 3 I[LOTO BHTIKAE, IO IS
Oe3nepepBHOI poOOTH M€l CUCTeMH MOTPIOeH Oyjie MEBHUM MeXaHi3M Iepe3anycKy
nporecy 06pooku ganux [17]. Ilix yac 1boro mpormecy CUrHaiI MPOXOIUTh Yepe3
BUIIIE 3rajjaHi mapu poOOTH: BXiTHUHN, 00pa3iB, CyMyBaHHS Ta BUX1THUM.

Ha eram mapy oOpa3iB BiiOyBaeTbCcsl MPOXiJ BXIAHMX JaHUX Ta
MoAM(iKalis BXIAHUX JaHUX (YHKLIEH akTuBalii. B 3alleKHOCTI BIJ CXOXOCTI
JTAaHUX Ha OYiKyBaHi, a00 TOYHIIIE HAJIEKHOCTI MEBHOMY Kjacy, Ha €Tami cymarii
MU TMOPIBHIOEMO, J0 SIKOTO KJIaCy BHXIJHI 3HAQYEHHS 3 MONEPEIHbOrO IMIapy MH
oTpuMaeMo. B pesynbrari 3 OCTaHHBOTO HEWpPOHA B BUXIAHOMY IIIapl MH
OTPUMYEMO BUXiJ 3 IIapy cyMallli, sSIKUid MICTUTh y c001 iHpopMaIlio mpo KJiac,
SKOMY HaJICKHUTh BX1IHUM BEKTOp 03HaK [18].

Cepen o3Hak poOOTH WMOBIPHICHUX HEUPOHHUX MEPEX BUIAULIOTH TaKi
nepeBaru Ta Hesoiku. [lepeBaramu MMOBIpHICHUX HEUPOHHUX Mepex € [19]:

e Mepexi PNN naGaraTo mBuanIi, HXk 0araTomapoBi MEpeki MepUenTPOHIB.

e Mepexi PNN wMoxyTh OyTH TOYHIIIMMH, HIDK OaraTomiapoBi Mepexi
MEPCENTPOHIB.

e Mepexi PNN BiIHOCHO HEUYTJIMBI O XUOHUX JaHUX.

e Mepexi PNN reHepyloTh TOYHI MPOTHO30BaHI IIUIHOBI TMOKA3HUKHU
HMOBIPHOCTI.

Cepen cnabkux miciib PNN:

e Mepexi PNN mMoxyTh moTpeOyBaTH OLIBIIIE MICIS 11 pOOOTH.

o Mepexi PNN noButbHIIIE KITacu(iKyIOTh HOBI TPYIH, Ye€pes3 Te, 0 MPOoIec
mudepeHIiaiii pe3yabTaTiB BiIOYBAEThCS SK YaCTUHA MPOIECY POOOTH
CHUCTEMH, a HE SIK IHTePIIPETAIlisl BUXITHUX JaHUX
[Ticns anamizy BUINE HaBEACHHMX JaHUX TPO 3a1adi, CTPYKTYpy 1 HUISXH

BIIIIEHHS MTOCTaBJICHUX 3a/1a4 MOKHA TIOYMHATH PO3POOKY TECTOBOTO MOIYJISI.
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4 PO3POBKA TA TECTYBAHHS ITPOI'PAMHOI'O MOJYJIIO

4.1 Inrepdeiic nporpaMHOro 3ade3nedeHHs

Jlist moyatky poOOTH Haj PIIICHHSIM B IUIaHI KOAY MOTPIOHO MPOpOOUTH
(GyHKIIIOHATBPHY CTOpPOHY DpilIeHHS 3 OOKy KopucTyBada. [loTpiOHO cTBOpHUTH
KOpHCTYBAIbKU 1HTEp(Eiic 111 MPOCTOTH IHTEPIPETAIII] TaHUX.

BizyanbHa o0Oo0JiOHKa mporpaMu MaTHMeE BKJIIOYaTH B cebe crocoou
BBEJICHHs 1HGOpMAaIlii, BIKHO I TaOJMWIll Ta CTAaTUCTUYHY 1H(POPMAIIIO ITiCII
MPOBEICHHsI 0OPOOKM JaHUX JJisi 0a30BOro piBHS KopucTyBaHHs. [1i yac mpoiecy
pO3poOKH BiKHA pilieHHsS OyJd BpaxoBaHI MOTpeOM KOpHCTyBada. Y pe3yibTari

OyB po3po0baeHuit moganpIwii iHTepdeiic (puc. 4.1).

Bubipka PesyneTati TecTyBaHHA

BuGepiTe daiin Hae4aneHoT BMGIpKN

| | BuBpath daiin
BuGepute apiyw TectysanHa Cratnctuka

| ~ | PoznizHatn KinekicTe 3arpos:

KinekicTe Hopm:
MoTouHnil apryL: Pozmip enbBipkw: BiacoTok zarpoa:

Pucynok 4.1 KopucrtyBanpkuii inTepdeiic mporpamu
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OTpuMaHuil KOPUCTYBALIbKUN 1HTEpQEic BMIIIY€E B ceOe Taki eIEMEHTH:

e Bikno “Bubipka”, B SKOMYy BIAOOpaKaTUMYTbCs AaHi TaOnuii, ki Oynu
3aBaHTaXEHI 3 TOJIs BUOOPY (haiily HaBYAIbHOT BUOIPKH.

e BikHo BuOOpYy (haility HaBYaIbHOI BUOIPKH, B SIKOMY 3HAXOJAUTHLCS TOJIE IS
BBOJly NUIIXy 10 oOpoOitoBaHoro (aiy Ta KiaBimia sl MIBUIKOTO
JOCTYITY 10 TaOJIHIII 32 JOTIOMOTOI0 BOYTIOBaHUX 3ac001B (DailyIoBOI CHCTEMHU
OTIepaIliifHOT CHCTEMHU.

e BikHo BuOOpY apkyIly, iK€ MICTUTh y c001 BUKHIHE MEHIO 3 apKylIamH 3
3aBaHTAXEHOTO 3 BiKHA BHOOpY (ailily HaBYaJIbHOT BUOIPKHM TaOJIHII, IO
J03BOJISIE 3MIHIOBATA CTOPIHKUA OAHOTO (haiiily HE BUXOJSYU 3 MPOTPaAMHU.
Takox MICTUTH TI0JIe, SIKE MMOKa3y€ Ha3BYy apKyIIy.

e BikHO “TecTyBaHHs MICTUTh KHOIIKY JUIS MOYATKy TECTyBaHHS Ta MOJE 3
BHUBOJIOM KUIBKOCTI BXIJIHMX BEKTOpIB, sIKI OyJM MOJaHI Ha IOYaTOK
HEHPOHHOI MEpexKi.

e BikHO “cTraTHCcTHKA” MICTHTH Y COO01 MOJI KUTBKOCTI HeOe3NMeUHUX 3’ €THAHb
Ta HOPMAJIBbHOTO Tpadiky, a TaKOX TMOJe g TOoKa3zy MPOLEHTHOTO
BIJTHOILLIEHHS 3arpO3JIMBUX 3’ €JHAHb.

e BikHO 3 pe3yJbTaTaMu TECTYBaHHS, B SIKOMY B1JOOPaKarOThCS pe3yJbTaTH
TECTYBaHHS, SIKHH BHBOJUTh 4YHM BiAOylach araka Ta BHUBOJUTH
HOPMAJII30BaHy BIJJHOCHO OTPUMAaHUX JaHUX aKTUBHICTh KJIACIB aTakd Ta
HOPMAJIBHOTO TpaQiKy Uil TOPIBHAHHSL.

Jns moyaTKy BHUKOPHCTaHHA TpOTpaMU  KOPUCTyBady Ma€  B3SATH
HOpMasTi3oBaHy Tabmuio 3a gpopmaramu KDD-99 ta nmonmatu Ha BXij HEHPOHHOI
MEpeXi apKyll 3a SKUM MPOBOJAMTUMETHCS HaBUaHHSA. Y pe3yabTaTi Oyne
3aBaHTa)keHa TaOyuisi B BikHI BuOipku. [licas 9oro KopucTyBad TOBUHEH
HATUCHYTH Ha KHONKY pO3Mi3HABaHHS Ta OTPUMATH BIKHO 3 pe3yibTaTaMu

MPOXO1y JAHUX YEPE3 MEPEKY.

49



4.2 Po3poOka mporpaMHoOro nmpoaykKry

VY mporieci po3poOKH TPOTrPaMHOTO TPOAYKTY OyJIM CTBOPEHI CIEMEHTH
yIOpaBIiHHSA, 3a JOMOMOTOI0 SKHX OyJe HajamroBaHa po0OOoTa MPOTrPaMHOTO

3a0e3nedeHHs. Y pe3ynbTaTi Oyiau CTBOPEHI Taki eIeMEeHTH cucteMu (puc. 4.2).

b =m Cconkm
¢ App.config
4 [Z] Forml.cs
4 ) Form1.Designer.cs
4 %3 Forml
» Form1()
@, tableCollection : DataTableCollection
@, button1_Click(object, EventArgs) : void
W, comboBox1_SelectedindexChanged(object, Events
@, button3_Click_1(object, EventArgs) : void
@_ components : IContainer
@, Dispose(bool) : void
W, InitializeComponent() : void
@_ dataGridView1 : DataGridView
@_ button1: Button
@, textBox1: TextBox
@_ comboBox1: ComboBox
@, labell: Label
@, label2 : Label
@, label5: Label
@, label6 : Label
©@_ groupBox1: GroupBox
©@_ groupBox3: GroupBox
@, groupBox4 : GroupBox
@, button3: Button
@_ groupBox7: GroupBox
©@_ groupBox8: GroupBox
@_ groupBox5 : GroupBox
@_ dataGridView3 : DataGridView
@_ label8: Label
@, label7: Label
@, textBox2 : TextBox
@_ Column1: DataGridViewTextBoxColumn
@, Column2: DataGridViewTextBoxColumn
@_ Column3: DataGridViewTextBoxColumn
©@_ groupBox2: GroupBox
@, labeld : Label
@_ label3 : Label
@_ label9: Label
T Forml.resx

¢ packages.config

Pucynox 4.2 Enementu nporpamMHoro intepdeicy

B inTepdeiici mporpamMHOro mpoayKTy OyJid BHKOPUCTaHI BOYJIOBaHI B
Windows Forms enementn DataGridView. 111 enemenTn 31aTHi dopmaryBatu naHi
y BUTJIA1 Tabnauili. BuBij HaB4aibHOT BUOIPKH 1 CTATUCTUKUA OYB MOOY1I0BaHUM Ha

6a3i 610motekn, ExcelDataReader, sika MiICTUTB THCTPYMEHTH, 3/1aTHI MPAIIOBATH 3
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tabauisaMu 3oBHIIHBOrO0 ¢dopmaty Excel [20]. 3a gomomororo 1mporo Kiacy
ExcelReaderFactory B mepiiry TaGauIt0 BUBOASTHLCS J1aH1 3 3aBaHTaKEHO1 BUOIPKH.
[Momanpmi Manimynanii  BiAOyBaTUMYThCS Ha ©0a3l came I[bOTO EIEMEHTY
iHTepdeiicy, panme HiX camor Tabiuiero. Ile Oymo 3poGiaeHo s MIBHAKOT
pobGoTu 3 dainamu, Tak sIK B pealbHIM cHUCTeMi MOTPiIOHO OyJe BCHOTO JIHIIE
3aBaHTAXXUTH HaBUYaJIbHY BHUOIPKY ISl KOPEKTHOI poOoTH cucteMu. OUiKyeThes,
10 TaKUW TMPOAYKT OyJe OTPUMYBATH HOBY BHOIPKY uepe3 JesaKl MPOMIKKH Yacy,
100 MpaloBaTH 3TiIHO 3 CYYaCHUMMHU TEHICHINSIMU B cepi kibepbe3neku, Tomy
MiCJIE HATUCKaHHS KHOMKMU BHOOpPY (aitmy BuOipka 30epiraerbcsi B BHYTPIIIHIN
mam’siTi 10JIaTKy.

Hactynaum 3aBnaHHsSM moctae peanizailis (QyHKIII akTuBallii, sika Oyne
3abe3reuyBaTd poOOTYy mpoliecy OOpoOKHM JaHuX. Y JaHOMY BHIAIKy Oylia
BUOpaHa sorictuuHa QyHkuid. [ns il HamamTyBaHHS OyJIO CTBOPEHO (PYHKIIIIO,
dka OyJle MOTY4YHO NpUMMaTH Ha BXIJ JaHl 3 BUOIPKM Ta JIU(]EpeHLIroBaTH
BHXIJIHI JIaH1 3a JOMIOMOTOI0 HAJIGKHOCTI NEBHOMY KJacy, Mpo 110 Oyjae CBITYUTH

cyma y mapi cymaiiii (puc. 4.3).

step = Math.Pow(-up, 2} / Math.Pow(delta, 2);
sum += Math.Exp(step);

Pucynok 4.3 Peamizartist pyHKIIii akTrBarii

Takox, OyB HaJalITOBAHWM LHUKI 3 PO3MIPOM KPOKY 3 IIMPUHY TaOIUI
3HAY€Hb JUIsl TOTO, 00 MpUMaTH pe3yJbTaTh BUOIPKUA HE3AIEKHO BiJ KITBKOCTI
€JIEMEHTIB B 0JlHOMY psajii. ToOTo, yepe3 (QyHKIII0 akTUBALli TPOXOJIUTUMYTh yCi
3HAYCHHS, SIK1 MOJAI0THhCS Ha BX1J, TOXXK CTBOPEHHMM KOJI JIOTIYHO BiIIOBIJIA€ CXeMi
WMOBIPHICHOT HEHPOHHOT MEPEXK1 JIJIS ITLOTO 3aB/IaHHS.

[Ticns mpoxoy 3HaYeHb uepe3 map o0pasiB OTpUMaHI 3HAYEHHSI BHOCATHCA
JI0 MacHuBYy, Ji¢ TMOTIM MOTPAIUIIIOTh Ha pealizallito mapy cymartii (puc. 4.4). Came

TYT BiJOYyBaTUMETHCS MIEPEBIPKA TOTO, UM € HABEACHUH TpadiK 3arpo3IMBUM YH Hi.
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double h = 8;
A= (y[e]l + y[1]) / 2;
for (int 1 = 2; 1 <« number2; i++)

h += y[il;

h
E = h / number2 - 32;

Pucynok 4.4 Peanizartis mapy cymariii

B 3anexxHocTi Bix TOTO, sIKE 3HA4YCHHs Oyje Oubmie, A uyu B, Ha Buxomi Oyze
noka3aHa iHGopMallis B 3pO3yMIJIOMY JiJis ollepaTtopa BUIJISIL: SKIIO A TO aTaku

HE BUSBJICHO, Ta K0 B — araka BigOymnacsk (puc 4.5).

if (A <= B)

datacridviews.Rows.Add(};
datagridview3[@, a].value = "BWABNEHD aTaky";

AUMA+}
L
else

nUmB++;

dataGridviews.Rows.Add();

datagridviewz[8, a].value = "ATEKK HE BHABNSHO";
T

Pucynok 4.5 Buxig HeiipoHHOT Mepexi

s iHpopMallist TPOXOIUTH Yepe3 IUKII JUIsl BUBOY 3HAYEHB JJISI KOKHOTO
psanky. Iicas nporo y Tabnuill pe3ysbTaTiB BUBOASITHCS HOPMaJIi30BaH1 3HAYEHHS 3
BUXIJTHOTO IIapy Ta kiacudikatop araku. HampukiHill 1[bOTO MPOIECy MOTPiOHO

CTBOPHUTH CTATUCTHKY JIJIS 3araibHOI OIHKH (puc 4.6).

labelz.Text = "KinexicTe sarpos: " + Convert.ToString{numal;

labeld.Text = "KinexicTe Hopmu: " + Convert.ToString{numg);

int en = dataGridviewl.Rows.Count;

double danger = 188 * Convert.ToDouble{num&) / Convert.ToDouble(en);

labels.Text = "BiacoTok 3arpos: " + Convert.ToString{Math.Round(danger, 2)) + "%";

Pucynox 4.6 BuBij cTaTHCTUUHUX JaHUX

VY pesynbTaTi omeparop MaTUME JOCTaTHhO PECypCiB ISl OLIHKH PiBHA
3arpo3 Ta TEPEBIPKU MPaBUIBLHOCTI poOOTH cuctemu. Buximawii xox ¢opmu

MPEICTABICHUMN B TOAATKY A.
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4.3 TecryBaHHs po3p00JIEHOr0 MOIYJII0

Jlnisg mepeBipKH CIPaBHOCTI poOOTH cucTeMu Oyze MpoBeleHa MepeBipKa
pe3yabTaTiB TecToBOoro Moxaydiro. IlepeBipka Oyae BiaOyBaTucs B TpH €Tamu, siKi
OyAyTh BIJIPI3HATUCS KUIBKICTIO BBEICHUX TaHUX 3 HaBYalbHOI BuOipku. [ms
peaNicTUYHOI TOCTAaHOBKM 3ajadi OyJe BUKOPUCTAaHA BEJIMKA KUIBKICTh O3HAaK
HOpMaJIbHOTO Tpadiky, B TOM Yac sk aTak Oyjie abCcoaoTHA MEHIIICTh. Taki yMOBH
CTBOPIOIOTHCS JJIsl TOTO, II00 MOKAa3aTH pealbHUN CTaH pedel — mia yac poOoTu
Mepexi OuTbla yacTuHa Tpadiky Bce 1e He OyJie MPeICTABISATH HISIKUX 3arpo3.

JUis moyaTKy TeCcTyBaHHS NOTpIOHO Oyzae BuOpatu ¢aili 3 TECTOBOIO
BuOipkoro. B iHTepdeiici OyB peanmizoBanmii crmocid BBOAy iH(popMarliii depes
IPOBIJHUK CHUCTEMM, TOMY MOXKHA 3HaWTU MOTpIOHUH Qaill 3a J0NOMOroro
daiimoBoro MeHeKepa onepariitHoi cuctemu. HopmaitizoBana BUOipKa MogaeThCs

Ha BXiJ] CHCTEMH 3a JIOITOMOTOIO OIS BUOOPY NMUIAXY A0 (haidiy.

Bubipka PesyneTath TECTYBaHHA

Knac Knac

Pesynetar
atakn  Hopun

BuGepiTe daiin HaguanbHol snBipkn

|C:\u;ers\A;tary\Desktop\ﬂwn Microsoft Excel.xlsc | Bubpah daiin
BubepuTs apkyw Tectysanna Cratncrika
| ~ PosnizHatn KinekicTs 3arpos:
KinekicTs Hopm:
MoTouHni apkyLu: Pozmip enbipru: BiacoTok zarpos:
. (V)
Pucynox 4.7 Bubip daiiny

[Ticas Bubopy motpibHoro (aiimy nmoTpiOHO BUAUIMTH MOTPIOHUM apKymI 3

tabmumi. Tak gk popmat Tabmuibs Excel moxke mMicTuTH B cO01 JEKUIbKA PI3HUX
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apKylIiB, MOTPIOHO 3a3HAYUTH 3 SKOTO caMe apKylla MNOTPIOHO 3YUTYBaTH
iHpopmariiro. [y 11b0ro MOTPIOHO CKOPHUCTATHCS IOJIEeM BHOOpY apkyiia (puc.

4.8). Jlnsa mepmroro nociiny Oyae Bukopuctana BuOipka Ha 300 eeMeHTIB.

Buiipka PesyneTaTh TeCTyBaHHA
service flag src_bytes dst_bytes land - Pesynbrat :f::u 5‘::;“
3 0,90 090, 0,002919146432... |0,003146866979... |0
0,909090909090... |1 0,002941775474... |0,003130083688... |0
0,434545454545.., |1 0,146896426874... |0 0
0,543454345454.., |1 0,003020977122... |0,017400675887... |0
0818181818181, |1 0,011563440519... |0,000463938103... |0
0,543454545454... |1 0,0036992848385... |0,000559842620... |0
0,818181818181... |1 0,006969744970... |0,000395606134... |0
0,909090909090... |1 0,008746124776... |0,436605315747... |0
0,545454545454... |1 0,003960082369... |0,004327691350... |0
0,545454345454... |1 0,002409992984... |0,000790013462... |0
0,545454543454... |1 0,002783372179... | 0,002505505518... |0
0727272727272, |1 0,000509153447... |5,274748460432... |0
0,543454345454.., |1 0,002217646127... |0,002185424191... |0
0,543454345454.., |1 0,003134122332... |0,002177032546... |0
0,543454345454.., |1 0,003326468190... |0,007722711268... |0
0,543454543454.., |1 0,003394356316... |0,000527474846... |0 v
< >

Butepite daiin HasuansHoi BuBipkn

|C:\Users\Astary\DEsktop\ﬂv|cr Microsoft Excelxlsx | BuBpatn daiin
BubBepute apryLu TecTyBaHHA CratncTiea

g 5 N
flnct3) il PoznizHatn KinexicTe 3arpos:

KinskicTs Hopm:
MoTounwii apkyws: Muct3 Pozmip BuBipku: BigcoTok 3arpos:

Pucynok 4.8 BuOip apky1ua /i 3UnTyBaHHS

[Ticns BuOOpy apkyina Jijisi HaBYaAHHS MOYKHA PO3MOYMHATH PO3IMi3HABAHHS.
be3 3amannx BXiIHUX JTaHUX KOPHCTYBad MOOAYNThH MOBIJOMIICHHS PO TE, IO HE
Oynu 3amaHi BCi HEOOXigHI TapaMeTpH I TOTO, 00 HEHPOHHA MepeXka 3Morja
nodatu po0oty (puc. 4.9). Takox 1€ BIKHO 3 SIBUTHCS y BUMAJAKY, SIKIIO TAOIHIIST
abo BuOpaHuii ii apkym OyB MOPOXKHIM a00 HE MaB JaHWX JUIS 3YUTyBaHHSA. Y
pe3yabpTaTi KOPUCTYBau 3HATHME, YoMy cucTtema He mpaittoe. [licns crnenumdikarii
KOPHUCTYBadeM MOTPIOHOT BUOIPKM HATHCKAETHCS KHOIKA PO3Ii3HABAHHS JIJIST TOTO,

11100 MPOBECTH TECTYBAHHSI.
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MepesipTe NPAEWAEHICTE BEOAY AaHM!

Pucynok 4.9 BikHO MOMHIIKH 3UNTyBaHHS

ITicns BBCACHH:A IICPIONOIO apKylia Ta HATUCKAHHA KHOIIKH pOSHi3HaBaHHH

cuctema mpouutana 500 psankiB, sk 1 Oyno BBemeHO B mokymeHTi. I[Iporpama

KOPEKTHO pO3Mi3Hajla o00pa3u Ta modasna poboTy. PesynpraTm TecTyBaHHSA

BUBEJIUCS B OKpeMiit Tabnuil crpasa (puc 4.10).

~~ PNN
BuBipka Pesynbtaty TecTyBaHHA
service flag src_bytes dst_bytes land PesynsTat aK-Jr-I:»:m
» 1 0,002019146432... | 0,003146866979... [0 N 1
0,509090909090... 1 0,002941775474... |0,003130083688.. |0 BuaeneHo a... | 1
0,454345454545... |1 0,146896426874... |0 0 Ataku He 6., | 0,00348
0,5453454545454... |1 0,003020977122... |0,01740067/5887... |0 Arakm He 6., |0,00348
0,818181818181.. 1 0,011563440519... |0,000463838103... |0 ATaku He B... | 0,00347
0,343434545434... 1 0,003699848385... |0,000559842620... |0 Atakn He B... | 0,00348
0,818181818181... |1 0,006969744970... |0,000395606134... |0 Ataku He 6. | 0,00027
0,909090909090... 1 0,008746124776... |0,436605315747... |0 ATAKHM HE B... | SE-05
0,345434545434... 1 0,003960082369... |0,004327691330... |0 Atakw He B... | 0,00348
0,545454545454... |1 0,002409992984... | 0,000790013462... |0 Ataku He B... |0,00348
0,545454545454... 1 0,002783372179... |0,002505505518... |0 ATakn He B.. | 0,00348
0,727272727272... 1 0,000509153447... |5,274748460432... |0 ATaKu He B... |JE-05
0,545454545454... |1 0,002217646127... |0,002183424191... |0 Ataku He B... |0,00348
0,5453454545454... |1 0,003134122332... |0,002177032546... |0 ATakw He B., | 0,00348
0,545434545434... 1 0,003326469190... |0,007722711268.. |0 ATakw He B... | 0,00348
0,343434545434... 1 0,003394356316... |0,000527474846... |0 . Atakn He B... | 0,00348
< — T, o o > Atakw He g, |0,00012
ATaku He B... |0,00348
BuBepite dailn HasuaneHol enbipin Atakw He B... | 0,00348
|C:\Users\Astary\Deslctop\J"lch Microsoft Excelxlsx | BnGpatu dain BuagneHo a.. |1
Atakm He g, |0,00348
Bubepue apryw TecTyeaHHA CTatucTiea Ataku He e... |0,00159
|ﬂ"‘("'3 ~ | | PoznisHati | Kinekicte 3arpox: 4 Arakn ne ... |0,00342
Kinekicte Hopmn: 496 Atarn ne e, |0,00343
Moteunni apryw: Mucrd Posmip snBiprwn: 500 Bigcotok sarpos: 0,8% <

Knac
HOPRU

1E-05
2E-05

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
0,65288
1
1
1
1

"~

Pucynok 4.10 Pe3ynbrart nepiioro TeCTyBaHHs

MoskHa nmoOayuTH, 0 CHUCTeMa 3HAWIUIa YOTUPH 3arpo3H, B TOM 4ac sK

HACIpaB/i O3HAKW 3arpo3M OIMKCYBAJM JIMIIE JBa mepimmx psaku. Lle mos’s3aHo 3

THM, 110 HABITh HOPMAJIbHUN Tpadik MOKE BUAABaTH TaK 3BaHl ‘“XWOHI MO3UTUBH .
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[le o3Hauae, MO0 O3HAKK HOPMAJIBHOTO MIJKJIIOUYEHHS OYJM CIPUHHATI CUCTEMOIO
aK 3arpo3a. Came JuIs IIbOTO 1 ICHY€ OKPEMHMI BUB1J pe3yJIbTaTiB 03HAK KJIACIB.

JIiist cripaBHOCTI poOOTH CHCTEMH HEOOX1THO BUKIIOYEHHS TAaKUX BUTIAIKIB.
B Toii uac, gk mnepepBaHE HOPMallbHE 3’€HAHHS MOXXHA IIPOBECTH 3HOBY
NOBTOPHUM 3allUTOM 3 IHIIUMH O3HAKaMH, 3JIOBMUCHE MIAKIIOUYECHHS 3aBXIU
MaTHUME O3HAKH aHOMAJIbHOI aKTUBHOCTI. 3aBSKU [[bOMY BHUKIIIOUAETHCS 3arposa,
TaKk SK 3J0BMHUCHI 3amuTH OyJayTh OJIOKyBaTHUCA KOXKE€H pa3. Takox, MOxHa
no0a4yuTH, 10 PI3HUI KJIacy aTakd 10 KJIacy HOPMalbHOTO Tpadiky y Mepiiux
JIBOX PS/IKaX, Kl OMUCYIOTh O3HAKU aTakd, €KCTPEMaJIbHO BUCOKA, B TOM 4ac SIK y
BUIAJIKY XMOHHUX MO3UTHUBIB PI3HUIISI € HE TaKOI MOMITHOIO. ToOTO MOXKHA JIETKO
IHTEpIPETyBaTH BUB1J NPOrpaMu Ta poOUTH MONPABKHU B HaBYAJIbHII BUOIpII, 11100
JOCATTH ONTUMAJIBHOTO pe3yJybTary.

Y Toil camuii 4Yac NpPOSBISAETHCA OJHA 13 CIA0OKMX YacTUH pPoOOOTH
HMOBIPHICHOT HEMPOHHOT MEPEkKI — MOraHa CKajsllisd BIIHOCHO KUIBKOCTI BX1IHHX
BEKTOPIB. Sk OyJio 3rajaHo BUILIE, II€ 3yMOBJIEHO TUM, 1110 JUIsl TOTO, 00 HaJaTH
AKICHUM pe3ysbTaT 1 3a0e3MeYuTd BIJHOCHY MPOCTOTY peaiizalli, cucreMa
CKJIa/Ia€ThCSl 3 HABYAJIbHOI BUOIPKH, TOOTO HE MOXE MpaloBaTH 0e€3 SIKOroch
BBOJly, B sikoro TpeOa BiamToBxyBatucs. PNN gocuth rapHo nokasye cede ass
CTBOPEHHS IIBUIKUX Ta AKICHUX CUCTEM JUIS HECKIIQIHHUX 3aB/IaHb.

Jiist BupiteHHs 1€l mpoOiaeMu MHOIO OYyJIM 3ampONOHOBaHI Taki 3aX0Iu JJis
HIATPUMKH MPale3qaTHOCTI CUCTEMH:

e OmnepaTuBHE OHOBJIEHHS BUOIPKU PEIEBAaHTHUMU JaHUMU
e BuKIIOUEHHS MOBTOPIB 3 €TaJOHHOI BUOIPKH
e BuKopucTaHHsI HaBYaJIbHOI BUOIPKHU SIK CIIOBHHKA ISl HOBUX pANKiB. ToOTO

KoJiu TOoTpiOHO Oyae mnpoaHamizyBatu Tpadik, HOro o03HaKH, B3SATI 3

MEpEeXKEeBOro JaTdyhka abo MporpaMHOro 3abe3medeHHs i poOoTH 3

nakeTamu, TakuM, sK Hamnpukian Wireshark, OyayTh JOMOBHEHI 10

icHyrouoi BUOIpKM Ta Oyae mpoBeleHe posmizHaBaHHs. [licias Toro, sk

3’eHAHHS OyJie po3ipBaHe, pAIOK Oy/1e BUKITFOUCHHM 3 TaOIHIII.
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3a J0MOMOror IMX 3aXO0/IB MOXHa Oyje JErkKo IHTEpIpeTyBaTH BXIiIAHI
CUTHAJIM 3 MIHIMJIBHUMH 3aTPUMKAMHU Ta JOCTYIIOM J0 OINepaTUBHOI 1H(opMmarii
0e3 Toro, mo0d BUKOPUCTOBYBATH OLIBII TPOMI3JIKI BUAU HEHPOHHUX MEPEK.

TectyBaHHs 0yJI0 MPOAOBKEHE 31 3SMEHIIIEHOIO KIJIBKICTIO BXITHUX BEKTOPIB,

3aJTMIIIAIOYH TaKy JK KUTBKICTh O3HAK 3arpo3fuBOro 3’ €qHanHs (puc 4.11).

- PNN
BuBipka Pesynetatu TecTyBaHHA
0,9090909090909( 1 0,0029191464325: 0,00314686697923 0 ~ besymarar Knac Knac -
» 1 0,002941775474... | 0,003130083688... |0 atakM  HOpMM
0,454545454545... |1 0,146896426874... |0 0 4 1 0,51761
0,545454545454... 1 0,003020977122... |0,017400675887... |0 ArakmHes.. 001616 |1
0,818181818181... [1 0,011563440519... |0,000463838103... 0 ArakmHes.. 001616 |1
0,545454545454... |1 0,003699843385... |0,000559842620... 0 ArakmHes.. 001609 |1
0,818181818181... |1 0,006060744970... | 0,000395606134... |0 AtakuHeg. 001616 |1
0,909090909090... |1 0,008746124776... |0,436605315747... [0 Arakm ne .. | 0,00091 1
0,545454545454... 1 0,003960082369... |0,004327681350... |0 Arakm He .. | 000011 1
0,545454545454,., |1 0,002400092984,.. |0,000790013462... [0 ArakmHes.. 001616 |1
0,545454545454... |1 0,002783372179... |0,002505505518... [0 ArakmHes.. 001616 |1
0,727272727272... |1 0,000500153447... | 5,274748460432... | 0 AtakuHe .. |0,01616 |1
0,545454545454... 1 0,002217646127... |0,002185424191... [0 Arakmnes.. 000012 1
0,545454545454... |1 0,003134122332... |0,002177032546... [0 ArakmnHes.. 001616 |1
0,545454545454.., |1 0,003326460190... |0,007722711268... [0 ArakmHes.. 001616 |1
0,545454545454... |1 0,003384356316... | 0,000527474846... | 0 Aragnnes.. (00816 |1
0,727272727272... |1 0,000610984137... | 6,113912988228... |0 AtakuHe .. |0,01616 |1
0,818181818181... |1 0,008146455160... |0,000336864617... [0 v Arakmnes.. 000039 |1
< b3 Araxmnes.. [0,01616 |1
Arakm He B.. (001616 |1
BuBepite daitn Has4aneHoT BUGIpKK AtacnHe B |0,77735 |1
|C:\Users\Astary\Desk‘top\ﬂwcr Microsoft Excelaxlsx ‘ BuGpatn daiin Arakmnes.. |0,01616 |1
Artakn He ... | 0,00603 1
Bubeputs apkyw TecTysaHHA CratucTuka Araxmnes.. [0,01616 |1
|-'l-|"‘(""1 "| KinskicTs sarpos: 3 Arakunes.. |0,01616 |1
KinekicTs Hopnu: 296 Araku He ... |0,01616 |1 v
MoTounwii apryur Mucrd Pozmip subipku: 299 Bigcotok zarpos: 1% hd >

Pucynok 4.11 Pe3ynbrar 1pyroro TecTyBaHHs

VY pesyabTati OyIu OoTpUMaHi CX0Ki BUXiAHI mMaHi. Yac BUKOHAHHS TTOMITHO
CKOPOTHUBCSI, @ TOUYHICTh OLIHKHU 3aJUIIMIAcS Ha TaKoMy X piBHI. JKoJeH psiiok 3
3arpo3o0r0 He OyB 1IeHTU(}IKOBAHUHN SIK HOpMaJbHUM Tpadik, TOOTO cUCTEMa BCe
ITIe TIPAIfIOE CIIPABHO 1 HA/IA€ 3aXHUCT BiJI 1Ii€1 3arpo3H.

JUJIst TpeThbOro eKCIEepUMEHTY OyJI0 3MEHIIEHO KUIBKICTh BXIJTHUX BEKTOPIB
nie, BUOipKa JocsTia po3MIpy CTa BXIIHMX BEKTOpiB. Pe3ynbTaT moka3zaHuii Ha

HUKY€ HaBeJCHOMY 300paxkeHH1 (puc 4.12).
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s PNN

BuBipka PesyneTaTit TECTYBAHHA
0,3090903090909(C 1 0,00291914643257 0,00314686697923 0 “ besymarar Knac Knac ~
» 0,909090909090... 0,002941775474... |0,003130083688... |0 aTaku HOpMK
0,434545454545.., |1 0,146896426874... 0 0 ATaku Heg.. 001798 |1
0,545454545454.., |1 0,003020977122... |0,017400675887... |0 Arakm wee.. 001798 |1
0,818181818181... 1 0,011562440519... |0,000462938102... |0 Arakm weg.. 001798 |1
0,545454545454.., |1 0,003699848385... |0,000550842620... |0 ATaku Heg.. 001798 |1
0,818181818181... 1 0,006969744970... |0,000395606134... |0 Arakm wee.. 001798 |1
0,000000000000... |1 0,008746124776... |0,436605315747... |0 Araku He ... | 0,0001 1
0,545454545454.., |1 0,003960082369... |0,004327691350... |0 Araknneg. 001798 |1
0,545454545454,,, |1 0,002409992964... |0,000790013462... |0 Arakm wes... 001798 |1
0,545454545454... |1 0,002782372179... |0,002505505518... |0 Arakm weg.. 001798 |1
0,727272727272... |1 0,000509153447... | 5,274748460432... |0 Arakm nes.. 001798 |1
0,545454545454,,, |1 0,002217646127... |0,002185424191... |0 Arakm weg.. 001798 |1
0,545454545454.., |1 0,003134122332... |0,002177032546... |0 Ataku Heg.. 001798 |1
0,545454545454... |1 0,003326469190... |0,007722711268... |0 Arakm nes.. 001798 |1
0,545454545454.., |1 0,003204356316... |0,000527474846... |0 Arakm weg.. 001798 |1
0,727272727272... |1 0,000610984137... |6,113912988224... |0 ATaku Heg.. 001798 |1
0,818181818181... 1 0,008146455160... |0,000336864617... |0 v Arakm wee.. 001798 |1
< > Arakw Hee.. | 0,01798 1
Arakn HeB... 001798 1
BuGepiTe daiin HasuaneHoT BUBipKn Arakn nes.. 001798 |1
|C:\Users\Astary\Deslctop\J"lmc‘r Microsoft Excel.xlsx | BuBpatn daiin Atakw Hes.. 001798 |1
Arakn Heg... 0,01798 1
BubepuTe apkyw TecTysanHa Cratuctuka Arakn ves... | 0,01798 1
‘ﬂ“‘TS V‘ | Pozniznatn | Kinekicte 3arpos: 1 Aracn nee.. 001798 !
Kinekicte Hoprn: 98 Atakm Hes.. | 0,01758 |1 v
MoTounwid apkyws: fncrd Pozmip enbipkw: 99 BigcoTok sarpos: 1,01% < b

Pucynok 4.12 Pe3ynbrar TpeTbOro TECTyBaHHS

B pesynbTaTi npoBeneHHs TPEThOro BUNPOOyBaHHs OyJIO MIJBUIICHHS Yacy
BUKOHAHHS po3mi3HaBaHHs. CIOCTEPIraeTbCs TPOXW OUIBIIMIA PIBEHb MOXUOKH,
IPOTE BiH BCE I1I€ 3aJIMILIAETHCS TOCUTh HU3bKUM.

[Ticnst mpoBeneHUX TECTyBaHb MOXKHA 3POOUTH BHCHOBOK, IO MOOY/I0BaHE
IpOrpamMHe pIIIEHHS Mpalioe MPaBUIbHO Ta HAJA€ TaKl Pe3yJbTaTH, Kl Oyiu
OUIKYBaHI1 BiJ] IPOXOJy JIaHUX YE€PE3 MEPEKY.

[IporpamMHuii TpOAYKT MOKa3aB ceO€ JOCUTh TOYHUM 1HCTPYMEHTOM IS
pO3IMi3HaBaHHA 3arpo3, HaBITh 3 BHUCOKUM pPIBHEM TaK 3BaHOTO IIyMy, TOOTO
NOBTOPEHHSI OJHAKOBMX 3HA4Y€Hb, II0 MOIJIO CHJIBHO BJApPUTH IO TOYHOCTI
KOHKYPEHTHUX apXITeKTyp, fK OaraTolmapoBOro NepLenTpoHa, SKUl MaB Ou
3aHaJITO BUCOKUH BIUIUB 3 OJHOTO OOKY KJIacy.

3 mporpamHoi Touku 30py, Windows Forms moka3zaB cebe K TOCUTH

3pO3YMUIMM 1THCTPYMEHT JIJI1 BAKOPUCTAHHS ISl pO3poOKHU 10AaTKIB. B pe3ynbTaTi
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BUKOPHUCTAHHS JCSKUX KOMIIOHEHTIB Oyiau 3poO0jieHI BHUCHOBKU I POOOTH

PIIICHHS Ta BUCYHYTI CITIOCOOM 1X BUPIIIICHHS.

4.4 AmnHaji3 pe3yJbTaTiB TeCTYBAHHS

[Ticas mpoBeneHOTo TecTyBaHHS, OyNu MiAOUTI MiACyMKU. Bynio mpoBeneHo
TpU BUIIPOOOBYBaHHS, Y pe3yJabTaTi SKUX Oyiau 3HaWJEHl Aeski TeHJeHIii. Y
pe3ynbTaTi MEepIIoro TeCTyBaHHs OyJi0, TOOTO Yac 3pocTae HENHINHO 1 Mpobiaema
PNN 3 po0oTOl0 3 BHCOKMM OOCATOM JaHMX I[OKa3ana cede JOCUTh SICKPaBo.
[IpoTe HaBITH HE 3Ba)KAalOUM Ha 1€, 4Yac JJs HaBEIEHUX BHOIPOK BCE IIE
3aJMIIAETHCS JOCUTh HETIOTAaHUM pe3yibTaTtoM. /[ mpukiamy, Ki1acuuHi METOIU
MOIIYKY, TakKli $K, Hamnpukiaja, OIHApHUIA TMOIIYK, BUKOPUCTOBYIOTH CHCTEMH
MOPIBHSHB ISl TOTO, 100 3HAWTH Pe3yibTaT, KUl Oy/e CHIBIAJaTH 3 HABEACHUM.
[leii mpouec 3aiiMaTuMe Ouiblie yacy Ta Oyle HOTpeOyBaTH SIKHAWIIOBHIIIOL
pernpe3eHTalii ycix MOXJIMBUX BHUJIB 3arpo3, MpoTe 3piCT Yacy Oyne He TakuM
pasrounm, K y PNN.

Jlist mpencTaBieHHsT JaHUX JIOCHIKEHb OyliMd 3amucaHl JaHi BUKOHAHHSA
TECTyBaHb, SIK 4ac, BIJICOTOK MOMMJIOK Ta 0OCST BUOIPKH.

Pe3ynbTaTi TecTyBaHHS MpeAcTaBiieHl B Tabuuii 4. 1.

Tabnuys 4.1
KinpkicTe Bincorok Yac omiHOBaHHS,
BXOJIB, IIT. | ITOMUJIOK,% C
TectyBanns Nel 500 0.4 3.25
TectyBanHs Ne2 300 0.3 1.76
TectyBanHs Ne3 100 1 0.4

[Ipote iiMOBIpHICHA HEMPOHHA MEPEKa HE OMUPAETHCS HAa BEJIMKUN CIUCOK

3arpo3, a aHaji3ye O3Haku, He3Bakarouu Ha ix Tunu. Lle 3abe3nedye il BUCOKY
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aJIaNTOBAHICTh Y BUMNAJKaX, KOJU CUCTeMa HAJla€ CXOXk1 Ha HOpMaJIbHUN Tpadik
aHOMaJIbHI CUTHAJIU. Y TOW Hac, SK KJIaCHMYHAa CHCTeMa TMOIIYKY 1eHTU(]IKye
Tpadik SIK aHOMaJbHUN, TOOTO TOH, SKOTO HeMa B 0a3l JaHUX, HMOBIpHICHA
HEeWpOHHA MepeXka 3/1aTHa MOKa3aTH BIPOTIAHICTh TOTO, IO Tpadik HAJEKHUTH J10
OJTHOTO 3 HaBeAeHUX kiaciB. Lle poOuTh cucteMy JIerkor0 B 0OCIyroByBaHHI, TaKk
SK BOHA HE MOTpeOye 3HATH Bce, 00 POOUTH MPaBUIbHI BUCHOBKHU B OUIBIIOCTI
BUITAIKIB.

3 HaBeACHWX JAaHWUX MO’KHA MPOCIHIIKYBATH TECHICHIIO IIBHIAKOTO 3POCTY
yacy BUKOHAHHS OOuYMCIIOBaHHS. BilICOTOK MOMUJIOK BH3HAYaBCS BiJHOIICHHSIM
HEeMpaBWIbHO 17eHTU(IKOBAaHOTO TpadiKy 10 KUIBKOCTI YCIX IHIIMX BXIJHUX
BEeKTOpIB. Takox, MOXHa MOOAYNTH, 10 HABITH IT1J] YAC BUKOPUCTAHHS 3MEHILIEHO1
KUIBKOCT1 BEKTOPIB, SIKICTh JOCIIJXKEHb BCE M€ 3aJIUIIAIACS IOCUTh BUCOKOIO JIJIS
CHUCTEMHU.

B mpoueci gociigxeHHs: Oyi0 BCTAaHOBJIEHO, 1110 HAMOUIBIIMK BIUIMB HA Yac
BUKOHAHHS Ma€ CTBOPEHHS MAacHUBY JAHUX JJIsl BUBOAY PE3YJIbTATIB JUIsl TaOIHII
BUBONy naHux. Enementun gopmu sik daraGridView BHKOPHUCTOBYIOTH OUIbIINN
oOcAr mam’sTi 3 KOXKHUM HOBUM PSJIKOM, IO MOKE CIIOBUTBHUTU POOOTY CUCTEMHU.
Yac 06pobku 6e3 BuBoay iHdopmalii rpadiyHo majgae OUIbII HIXK B I'SITh pasiB,
TaKk SK OOMEXKCHHSIMH CTalOTh BXE MOBa IIPOrpamMyBaHHS Ta TOTYXKHICTh
oOJnaJiHaHHS, a HE IHCTPYMEHTH (POPMHU.

Jlns anamizy kopensiii yacy OOYHMCIEHHS 3 TOYHICTIO OyB MOOyaOBaHUM
rpadik Ha 6a31 Tabnuii TectyBanus (puc 4.13).

Sk MoxxHa mobaunTh Ha Tpadiky, yepe3 ACSKUA 4ac KITbKICTh €JIEMEHTIB
BUOIPKU HE JJa€ HISKUX NepeBar ajs oounciaeHHs. Toxk, MoKHA 3p0OMTH BUCHOBOK,
0 HAaBITh 3 BIJHOCHO HEBEIMKOIO TaOJUIICI0 3HAYEHb CHUCTEMa TEOPETHYHO
3/1aTHa HaJaBaTU OLIBIIT MEHIII TOYHI PEe3yJIbTaTH.

[Ticnst aHamizy JaHWX MOJKHA CKa3aTd, 110 HEWpPOHHA Mepeka Bropasacs 3
3aBJaHHSAM Ta HaJajga TapHI Pe3yJbTaTH HE 3BaXKAlOYM Ha BEJHKY KIJIBKICTh

MPEJCTAaBHUKIB OJTHOTO KJacy.
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0,12
100
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0,08

0,06

500
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BigcoTtok noxmbku

0,02

0 0,5 1 1,5 2 2,5 3 3,5
Yac ob4ncneHHn

Pucynok 4.13 I'padik moxuOKu BiTHOCHO Yacy

JUist BUpIIIEHHS] MUTaHb ONTUMI3Alli JOJATKYy MOTpiOHO Oyae 3a3malieriib
OHOBJIIOBaTH TAOJIUIl Ta 3MEHUIIUTH 1H(POPMALIIO I MOJAayl, BUBOASYM JIMIIE
HEUITKI pe3yibTaTu abo pe3yJbTaTH aTak. 3a JOMOMOTOI0 IIUX METOJIB Mporpama
31aTHa OyJie IpaloBaTH ONTUMAIIBHO.

VY pe3ynbrati 3 TECTOBOTO MOAYIIO Oyle CTBOpEHa LIBUAKA ajJbTepHATHBA

KJIaCHYHUM MCTOJaM IIOIIYKY.
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BUCHOBOK

B pesynbrari mpoBeneHOTO  AOCHIIKEHHS OyJO  BHSIBICHO, IO
npobJyieMaTHKa 3a/1a4i € TOCUTh aKTyaJIbHOI Yepe3 BUCOKI PIBHI 3pOCTY KiIBKOCTI

aTak 3a OCTaHH1 Tpu poku. bynu npoBeneHi:

1.  Amnami3 nmpeaMeTHOI 00J1acTi;

2. O11iHKa TEeHICHIIIM PIBHIO 3arpo3;

3. Po3pobka anroputmiB poOOTH CUCTEMU;

4. OO6pobOKa naHux BUOIPKH;

5. Po3poOka Ta TecTyBaHHS MPOTPAMHOTO MOJIYJIIO.

[Iporpamua po3poOka mpaitoe JOCUTh MIBUIAKO Ta HE BOJOJIE CKIAIHOIO
CTPYKTYpOIO, IO JO3BOJISI€ BUKOPHUCTOBYBAaTH 11 JJII HEBEIMKHX MEPEX I
(GIpTpYBaHHS BXIJHUX CHUTHAJIB Ta NEPEBIPKU MPABUIBHOCTI TAOJHIb JTAHHX.
Cucrema BOJIOJIE€ JIOCHTh BHUCOKMMH IOKa3HHMKaAMH TOYHOCTI OI[IHKM JaHHX,
3aBJIIKM YOMY MOJKHA JIETKO JOCIIIKYBaTH TEHICHIII HOPMaJbHOTO Tpadiky
BIJIHOCHO O3HAaK 3arpos.

Po3pobnennii Moziynb BOJNOAIE MIATPUMKOIO BBOJY JaHUX 3 JIETKUX IS
poGotu QopmariB gaHux Excel Ta Bomomie mpocTMM IS pO3YMIHHSA
KOPUCTYBAIlbKUM  1HTepdeiicom, sKuid Hajxae Bcio  1H(opmamio,  sKa

KiacudikyBaTume JaHi.
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