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AHOTALUS

Hikitiok M.S. «Po3poOka iHpopmariitHoi cuctemMu moOy10BH KaOeTbHUX Ta
0€3pOTOBUX MEPEHK.

ArtecrtariiHa  BHIycKOBa poOora ©OakajmaBpa 3a  CIeEIiajJbHICTIO:
126 «ladopmamiitHi cuctemMun Ta TeXHOJOTI». — KUIBChKMIA HaIllOHATHHUMA
YHIBEpCUTET OY/IIBHUIITBA Ta apXiTeKTypH. — Kuis, 2023.

ArecTariiiHa poOOTa MPHUCBSYEHA TEXHOJIOT] CTBOPEHHSI Ta HaJIalITyBAaHHS
0e3/IpOTOBOI JIOKAJIbHOI MeEpexKi. MeToj MOCHIKEHHS — TEOPETHUYHHMI aHali3
IPOTOKOJIIB IPOTOBUX Ta O€3APOTOBUX JIOKAIbHUX MEPEK, BUBUCHHS MEXaHI3MIB
nepenadl gaHux Wi-Fi mepexxax, MOXIIMBOCTI ii 3aXHCTy Ta aHajl3 MpPOrpaMHUX
MPOIYKTIB JIJISl pealti3allii JAHOTO THUITY MEPEK.

Kmro4oBi cioBa: Mojieini, METOIM, MOJICITIFOBaHH cucteM, Wi-Fi.

SUMMARY

Nikityuk M.Ya. "Development of an information system for the construction
of cable and wireless networks."

Attestation final work of the bachelor in the specialty: 126 "Information
systems and technologies". - Kyiv National University of Construction and
Architecture. - Kyiv, 2023.

Attestation work 1s devoted to the technology of creation and adjustment of
wireless LAN. The research method is a theoretical analysis of wired and wireless
LAN protocols, the study of Wi-Fi data transmission mechanisms, the possibilities
of its protection, and the analysis of software products for the implementation of
this type of network.

Keywords: models, methods, systems simulation, Wi-Fi.
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BCTVYII

Criocobu MEepeKHOTo JOCTYIYy 3 KOKHUM POKOM CTAalOTh BCE MOMYJISIPHIILE,
iX KUIbKICTh HEBIUHHO 3pocTae. | mocrae 3BUYaitHO MUTaHHS Mpo Oe3meky. AJxe
came Oes3leka JOCTYNMy KOPHUCTYBadiB Ta MEXaHI3M 3aXHCTy — € OJHUMH 3
HaraJIbHUX Mpo0JIeM ChbOTOICHHS.

3a oCTaHHI JIECITHIITTS JIOKaJIbHI JAPOTOBI Ta OE3IPOTOBI MEpeki Inepenadi
iHbopMaIlli CTalM OJHUM 13 OCHOBHHX HANPSMKIB PO3BUTKY TEJIEKOMYHIKAI[IHHOI
iHayctpli. BoHu mnpoHukium y Bcl cdepu IOACHKOI ISIIBHOCTI, BKIIIOYAIOYH
€KOHOMIKY, HayKy, KYJbTypY, OCBITY, IPOMHCIIOBICTb Ta 1H.

MeToo AUIJIOMHOTO TMPOEKTY € JOCHIPKEHHS TEXHOJOTIA CTBOPEHHS
JPOTOBUX Ta O0€3POTOBUX MEPEK.

OcHoBHE 3aBHaHHs Oyab-sIKOI Mepexi — rmepeaada  iHopmarii.
[Tigkmrountrcs no mepexi Wi-Fi MmokHa 3a 10MOMOror0 HOYTOYKIB 1 KUIIIEHbKOBUX
KOMIT'FOTEPIB, OCHAIICHUX CHEIlalbHUM YCTaTKyBaHHAM. Ha chOroJHINIHIA J1E€Hb
NPaKTUYHO BCl Cy4yacHI MOPTAaTHBHI Ta KHUIIEHbKOBI Komm'torepu € Wi-Fi-
cymicHuMHU. OfHaK 1 BIACHUKH HE HOBUX MOOUTbHHMX [IK Takox MOXyTh JE€TKO
BUKOPUCTATU 1I0 3py4HY TexHoJjorito, yctaHoBubBmi B PCMCIA-cmoTu cBoix
KOMITIOTepiB cremianbHi Wi-Fi-kapTku, abo miakarouuBIM 30BHIMIHIA Wi-Fi-
npuctpiii uepe3z USB-mopT.

JInst JOCATHEHHS MOCTaBJIEHOT METH HEOOX1THO MPOAHAIII3yBaTH OCOOIMBOCTI
[IUX THUIIB MEPEeX Ta iX (yHKIIOHATBHI MOXIMUBOCTI. A TaKOX 3BEpHYTH yBary Ha
O€3MeKy Ta 3aXHCT JPOTOBUX Ta OE3IPOTOBUX MEPEXK, aKe 1€ € HEBIJ €EMHOIO

YaCTUHOIO MPHU iX CTBOPEHHI Ta eKCILTyaTallii.



1. AHAJII3 IPEJMETHOI OBJIACTI TA IOCTAHOBKA 3AJIAYI

1.1 TexHoJiorii JIOKAJbHUX MEPeK

JlokanpHa xomm’roTepHa Mepexa (anri. Local Area Network(LAN)) siBise
co0010 00’€qHAHHS IIEBHOTO YKCJIa KOMIT'IOTEpIB (1HOMI JOCUTH BEJIHMKOTO) Ha
BITHOCHO HEBeNWKii Teputopii. B mopiBHsHHI 3 rno6ampHOI0 Mepexero( WAN),
JOKallbHa MepeXka 3a3BHYail Mae OUTbIIY MIBUAKICTH OOMIHY JaHUMH, MEHIIE
reorpadgiyHe TMOKPUTTS Ta  BIJICYTHICTh HEOOXIAHOCTI  BUKOPHUCTOBYBATH
3aM03UYEHOI TEIEKOMYHIKAIIHHOI JIIHIT 3B 43Ky

MepexxeBa TEXHOJIOTIS — 1€ Y3TO/DKeHUI Hablp CTaHJapTHUX MPOTOKOJIIB Ta
porpamMHo-anapaTHuUX 3aco0iB, M0 iX peai3yloTh, JOCTaTHIA g TOOYI0BU
JIOKaJIbHOI 0OYMCITIOBANIBHOI MepexKi. MepexeBl TeXHOJOr1i Ha3uBatOTh 0Aa30BUMHU
TEXHOJIOT1SIMU a00 MEpEeKEBOIO aApPXITEKTYpOIO JIOKaJbHUX Mepex. Mepexena
TEXHOJIOT1s 00 apXITEKTypa BU3HAYA€E TOMOJIOTIIO 1 METO IOCTYITY JJO CEpEeI0BUILA
nepefaBaHHsl JaHWX, KaOenbHy CHUCTeMy ab0 cepeloBHIle TMepeAaBaHHs IaHUX,
dbopmar MepekeBUX KaapiB, TUIl KOJYBAaHHS CUTHAIIIB, NIBUAKICTh TIEpEIaBaHHS B
JIOKaJIbHIM Mepexki. Y CydacHUX JIOKaJIbHUX OOYMCIIIOBAIBHUX MEpEKax 3HAYHOTO
nomupeHHs HaOylIM Taki TeXHOJOrii abo MepexeBi apxiTekTypu, sk: Ethernet,
Token Ring, Arcnet, FDDI, SNA, Internet, Wi-Fi.

Texnounoriss Ethernet O6yna po3po0OsiieHa Ipynow aMEpUKAHCHKUX YUYEHUX Y

70-x pokax XX cT. (puc. 1.1).

.
O,

—
!__‘ Ethernet '
.
5 2
-

Pucynok 1.1 Mepexa Ethernet
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Mepexi Ethernet nmpusHadeni 1y 3’ €qHaHHS POOOYHMX CTAHIIIN 70 JIOKAJTBHOT
Mepexi 31 MmMBHAKICTIO TmepenaBanHs g0 1 [6it/c. [l kaHamiB 3B s3KYy
BUKOPUCTOBYIOTbCS KOAKClaJIbHUM Kabenb, KpydeHa Mapa Ta ONTOBOJOKOHHUMN
Kabenb. SIKIo 3aCTOCOBYEThCSA KpydeHa mapa, Mepeka KOHDIrypyeTbes sIK «3ipKay,
SKIIO KOAKClaJbHUM Kabelnb — Ak «1mmHa». [cHye kinbka cuctem: 10Base2 — Tonkui
Ethernet, ThinNet, 10Base5 — ToBctuii Ethernet, ThickNet, 10BaseT — Ethernet na
ocHOBI kpydeHoi mapu, 10BaseF — omroBonokonumii Ethernet, 100BaseT — Fast
Ethernet, mBuakuii Ethernet, Gigabit Ethernet, Pamio-Ethernet, sixi Bigpi3HAIOTHCS:
JIOBKMHOIO CETMEHTA; KUIBKICTIO POOOYMX CTaHIlM, SKI MOXXHA MHIIKIIOUUTH 10
CEerMeHTa 3aco00M MiKIIOUEHHS 10 Kabelto.

JIJIst MiOKITIOYEHHS CTaHIN 70 KaleaiB BUKOPUCTOBYIOTHCS TpaHCIBEp Ta
agantep. TpaHciBep 3a0e3neuye TpUiloM Ta MOCUJICHHS €JICKTPUYHUX CUTHAJIB, SIKi
HAJXOJATh 3 Ka0emio, Ta mepefae iX y 3BOPOTHOMY HAINpPsIMKY J0 KOAKCiaJIbHOTO
Kabemo Ta MepekeBoro anantepa. JloBxkumHa KaOeno MDK ajgantepoM Ta
TpaHciBepoM Moxke jgocsiratd 50 M. JIoBkMHA cerMeHTa 3ajie’KHO BiJ TUITY CUCTEMU
KOJIMBAEThCA y Mexkax 185 — 500 M; KUIBKICTH pOOOYMX CTaHINN, SIKI MOXHA
MAKII0YNTH 10 0JHOTo cermenTa, — 30 — 100.

BukopucranHs cnemiagbHUX TPHUCTPOIB-TIOBTOPIOBAYIB (BOHU BUKOHYIOTH
MOBTOPEHHS Ta TOCUJICHHS NPUUHATOTO CUTHATY, SKUM «3aTyXae» I dac
nepelaBaHHsl Ha BEJIMKI B1ICTaH1) H03BOJISIE 3’ €HATH JIO I’ SITU CETMEHTIB MEPExi.
Takum ynHOM, MakcuMajbHa JoBxkuHa Mepexi Ethernet I0BASE2 ckmamae 1 kM, a
mepexi Ethernet 10BASES — 2.5 km.

Cucrema 10BASE-T nns mepemaBanHs iH(popMallii BUKOPUCTOBYE KPyUeH1
napy HamiBIPOBITHUKIB, SKI 3’€IHYIOTh poOOYl CTaHIlli yepe3 KOHIIEHTpaTop. 3a
JIOTIOMOT'0I0 KOAKCI1aJIbHOTO Ka0esto MOXKHA 3’ €IHATH KUIbKa KOHIEHTPATOPIB.

Mepexa Ethernet 10BASE-F — 11e Mepexa 3 onTOBOJIOKOHHUMH KaOesiMu 31
IMIBUJIKICTIO TiepenaBaHHss gaHux 10 MOit/c, 31pKONMoAIOHOK TOIMOJOTIEKD Ta

MaKCHUMAaJILHOIO JIOBKMHOIO cerMenTa 710 2100 M.
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Texnomnoris Arcnet Moxke Oy TyBaTHCS SIK «3ipKa» Ta K «muHa» (puc. 1.2). 3a
Ccrioco0OM oprasizailii nepenaBaHds JaHUX I TEXHOJIOTIS HAJICKHUTh J0 MEPexX 13
MapKepHUM METOJOM JocTymy. Lle o3Hauae, MO IOCTYHn BHKOHYETHCS 3a
JIOTIOMOTOI0 KaJipy MapkKepa MeBHOro ¢Gopmary, SKHi TepenacTbesi 0e3nepepBHO.
[lepenaBanHss Mapkepa BiIOYBa€TbCS BIJ OJHIET CTaHII /10 1HIIOT B TOPSAKY
3MEHIIICHHS IXHIX JIOT19HUX aapec. CTaHIlisg 3 MIHIMAJIBHOIO aIpecolo Mmepeaae Kaap

MapKepa CTaHIlil 3 HalOLIBIIO0 aapecoro.

, 'TTT]
e ARCNET

1/

Pucynok 1.2 Mepexa Arcnet

VYrpaBiaiHHS MEpPEKeI0 BUKOHYE CTaHIlIS, sIKa Ma€ Mapkep y JaHUH MOMEHT
yacy. BoHa Bukonye: renepaitito (pekoH)Irypaiiiro) JIOT14HOTO KiIbIIS; KOHTPOJIb 3a
nepefaveto Mapkepa; 3MIHEHHS MapamMeTpiB CUCTEMHU YIPABIIHHS; MPUHAOM Ta
oOpoOJICHHST 3alWTIB Ha MIAKIIOYCHHS IMTACMBHHMX CTaHIIM (CTaHIM, IO He
MIIKJTFOYEH] 10 JIOTTYHOTO KIJIBIIS).

Texnonoris Token Ring po3pobnena dipmoro IBM 1 sBisie coboro cymirr
tonoJioriit (puc. 1.3). Token Ring mpairroe 3a TOMONOTIEO «31pKay» 31 CHEIiaTbHUM
npuctpoem IBM, sikuii Mae Ha3By «CTaHIlli 0araTo KOPUCTYBAIbKOTO JIOCTYITY» SIK
HEeHTpadbHUM Xal. AJie IJis 3B’A3KYy 3 HUM KOXHUU KOMIT'IOTEp Mae€ JBa kabeni
(TUMy «KpyueHa mapay), OJJHUM 3 SIKUX BIH MOCUJIAE JIaHi, a IHIIUM — OTPUMYE. 3a
criocoboM opranizanii nepenaBanHs Janux Token Ring HaneXuTh 10 KiJIbLEBUX

MEpeX 13 MapKepHUM MeTonoM joctymy. Kaapu manux, sk 1 Kaap Mapkepa,
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NEePealoThCs KUIBLIEM HE3aJIe)KHO BiJ pO3TalllyBaHHS CTaHIii. BiampaBhuk
«3BUIBHSIE» MapKep Ta Nepeae Horo Aaii KUIbLIEM JIMIIE MIiC/s OTPUMAaHHS Kaapy 3
JIOTIOBHEHOIO  1H(QOpMAIli€l0 TIPOo  pe3ydbTaTH MNPUUHATTA BIJl OTpUMYyBaya.

IBuakicTs nepenaBanus ganux — 16 - 1000 Moit/c.

Pucynok 1.3 Mepexa Token Ring

ITepenaua mapkepa

Token Ring 1 IEEE 802.5 € romoBHUMHU TpUKIaAaMH MEPEXK 3 IMepeaadcto
Mapkepa. Mepexi 3 nepefadero Mapkepa nepeMillytoTh B310BK MEPEekKi HEBEIUKHMA
OJIOK JaHMX, 3BaHUW MapkepoM. BOJNOAIHHSA IIMM MapKepoM TrapaHTye€ MpaBo
nepeaayi. SJkio By30:, SKUi IpuiiMae Mapkep, He Mae 1HGOopMaIii It BiIIIPaBKH,
BIH IPOCTO MEpENnpaBliie MapKep A0 HACTYIMHOI KiHUEBOi craHiii. KoxHa craHuis
MOK€ YTPUMYBAaTH MapKep IMpOTATOM MEBHOTO MaKCHUMaJbHOro dacy (3a
3aMoBuYyBaHHAM — 10 Mmc).

JlaHa TEeXHOJOris MPOMOHYE BapiaHT BUPIMICHHS NPOOJIEeMH KOJI3iH, IO
BUHHUKAE TIpU poOOTI JokambHOI Mepexi. Y TexHomorii Ethernet, taki komizii
BUHUKAIOTh MPU OJJHOYACHIN mepenayi iHpopMalii KITbKOMa poOOYUMH CTaHLISIMH,
AK1 mepe0yBalOTh B MEXKax OJHOTO CETMEHTa, TOOTO BUKOPUCTOBYIOTH 3arajbHUMN

Gb13UYHUN KaHaA TaHUX.
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Sxmo y craniii, Mo BOJIOAIE MapKepoMm, € iHdopMallii Ajig mepenadi, BOHA
3aXOIUTIOE MapKep, 3MIHIOE Yy HBOTO OJUH OIT (B pe3yapTaTi 4Oro Mapkep
MEPETBOPIOETHCS B MOCHIJOBHICTh  «IOYATOK OJIOKY JAHUX»), JOMOBHIOE
iH(pOpMaIri€ro, sSIKy BiH X04e TMEpeaaTH 1 BiACWIAE Ii0 iH(OpMaIliio 0 HACTYIHOL
cTaHiii KuibleBoi Mepexi. Komum iHpopmariiiHuii OJOK MHUPKYJIIOE IO KUIBIIHO,
Mapkep B MeEpexi BIACYTHS (SKIIO TIIBKA KUIbIE HE 3a0e3medye «pPaHHbOTO
3BUTbHEHHST Mapkepa» — early token release), Tomy iHmn craniii, ski 6a’karTh
nepeaartu iHpopmMmailito, 3mymieHi yekatu. OTxe, B Mmepexkax Token Ring ne moxe
Oyt Kkomizikd. Skmo 3a0e3neuyeTbcsi paHHE BHUBUIBHEHHS Mapkepa, TO HOBUU
MapKkep Moke OyTH BUITYILIEHUH TICIIs 3aBEpIIECHHS Mepeaadl OJIOKy JaHuX.

[ndopmartiitHuii  OJOK  IUPKYJIOE MO  KUIbIIO, TIOKA HE JIOCATHE
nepeadavyBaHOl CTaHINl MPU3HAYCHHS, KA KOMito€ 1H(OpMaLio s MOJaIbIIo1
o0poOku. IHdopmariiiauii OJOK TPOJOBXKYE UHUPKYIIOBATH IO KUIBILIO, BIH
OCTaTOYHO BHJAISETHCSA IIICIIS JOCATHEHHS CTaHIlli, IO BIJICIAIM IIeil OJIOK.
CraHuis BIANPABICHHS MOXE MEPEeBIPUTH MOBEPHYBCS OJIOK, 00 MEpEeKOHATHCH,
1110 BiH OyB MEPErJIIHyTHH 1 MOTIM CKOIMMOBAHO CTAHIIIE€I0 MPU3HAYCHHS.

Cdepa 3actocyBanHs

Ha Biaminy Big mepexx CSMA / CD (mampukinan, Ethernet) mepexi 3
nepeaaveto Mapkepa € JeTepMiHICTUYHUX Mepexkamu. lle o3Hadae, mo MoxHa
OOYUCIUTH MaKCUMaJIbHUN Yac, SKUI Ipoie, nepll HiK OyAb-sKa KIHLEBA CTaHIis
3MOXke miepenaBaTH. Il xapakTtepucThka, a TaKOX [€AKl XapaKTePUCTUKH
HaJIHHOCTI, poOsATh Mepexy Token Ring imeasbHOWO I8 3aCTOCYyBaHb, 1€
3aTpUMKa IMOBMHHA OyTH mependaueHa 1 BaXKIMBa CTIMKICTh (DYHKIIOHYBaHHS
mepexi. [Ipukmagamu Takux 3acTOCyBaHb € cepella aBTOMATU30BAaHUX CTAHIINA Ha
3aBOJaX. 3aCTOCOBYEThCS SIK OUIBII JIellIeBa TEXHOJOTis, HaOyja MOIIMPEHHS
CKpi3b, JIE € BIJMOBIJAIbHI MPOTPAMH, JUIsl SKMX BAXJIMBA HE CTUILKU HIBUIKICTD,
CKUIbKM HaJliiHa aoctaBka iHdopmarii. B manuit yac Ethernet mo HamiiiHOCTI HE

noctymnaerbes Token Ring 1 icTOTHO Bulle 32 TPOTYKTUBHICTIO
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Texnonorist Fiber Distributed Data Interface, FDDI (ykp. posmnoainenuit
BOJIOKOHHHI 1HTepdeiic naHux) OyayeTbcs Ha OCHOBI CTaHAApTy HAa OMNTOBOJIO-

KOHHHH 1HTepdelc po3noauiennx aaHux. llIBuakicte nepexaBanns ganux 100-200

Mobit/c (puc. 1.4).

nepBWHHE Kisbue

BTOPUHHE Kifbue

Pucynok 1.4 Crangapt FDDI

3abe3neuye 3B’ 130K MK MEPEKaMH PI3HUX THUIIB, MOKE BUKOPUCTOBYBATUCH
B MAN, ane mae 0OMexxeHHs Ha TOBXKUHY Kublg (He Outbmie 100 km). Buctymnae B
poJIi  MariCTpaJibHOI MeEpexXi, M0 SKOI MOXYTh MIAKIIOYATUCH 1HII MEHII
MPOIYKTUBHI Mepexi. Mae cyTTeBy BIIIMIHHICTH BiJl TPaJMIIIHOI TEXHOJOTIT 3
nepenayero Mapkepa. Tak, IEBHUM KOMIT IOTEp MOXKE 3aXONUTU MapKep Ha NMEBHUMN
MPOMIKOK 4Yacy 1 3BUIBHUTH MOTO Ofpa3y MICJs 3aBeplICHHs nepenadl. Tomy B
JAaHUX MeEpekaX MOXKJIMBA IUPKYJAIMIS JEKUTbKOX KaapiB OJHO4YacHO. Bubip
ONTOBOJIOKHA SIK Cepe/IOBUIIA TIepeadl BU3HAYMB TakKi IepeBard HOBOI MEpexli, sIK
BHCOKA TMEPEIIKOI03aXUIIeHICTh, MaKCUMaJIbHA TAEMHICTh nepenadi iHdopmanii i
IpeKpacHa raJibBaHIYHA PO3B’si3ka a0OOHEHTIB. Bucoka MBUAKICTH mepenadi, 1Mo y
BUIAJIKY ONTOBOJIOKOHOTO KaOeo JocsraeTbcs HabaraTo MPOCTIIIE, T03BOJISE
BUpIIITYBaTH 0arato 3aBlaHb, HEIOCTYMHUX MEHII IIBUIKICHUM Mepexkam,
HaMpUKIad, Nepeaady 300paxeHb Yy pealbHOMY Macmitadi vacy. Kpim Toro,

ONTOBOJOKOHMI Kalenb JErko BHUpIlIye MpoOJieMy IepeAadl JaHUX Ha BIJICTaHb
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JIEKITbKOX KIUIOMETpiB 0e3 perpaHciAlii, Mo A03Bojsie OyayBaTu OUIbIN 3a
po3MipaMu MEpEKi, IO OXOIUTIOIOTH HABIThH Il MiCTa W MarOTh IPH IIHOMY BCi
nepeBaru JIOKaJIbHUX MEpeX (30Kpema, HU3bKUMU piBeHb MOMWIOK). Bce 11e
BU3HAYMIIO oMy sipHicTh Mepexi FDDI, xoua BoHa mommpena 1ie He Tak UIUpOKO,
ak Ethernet # Token-Ring. Takox nams FDDI ywacto 3acTOCOBYIOTH TOIOJIOTiHO
MOJABIMHOTO KUTbIA. Tpadik B Takid Mepexi CKIAJaeThCcs 13 JBOX TOTOKIB,
NPOTHJICKHUX 32 HAMPSMKOM, MO JABOX KUIBLSIX. Y pasi BUXOIY 3 JIagy OJHOTO 3
HUX, MepeXa aBTOMAaTHMYHO NepeKOoH(DIrypoByeTbcs. OJHE KUIbLIE BBaXKAEThCS
OCHOBHHMM, HHUM TIiepenaerbcs 1H(Gopmalis B 3BHYAHOMY CTaHl; Jpyre —
JI0JIaTKOBUM, HUM JIaH1 NepealoThes y pa3l 0OpUBY Ha MEPIIOMY KUTBII.

Mepexi SNA (cuctemHa MepekeBa apXiTEKTypa) IPYHTYIOThCS Ha 11€0J10T1i
¢ipmu  IBM  mono mnoOynoBM KOMITIOTEPHHX Mepex Ha 0a3l  cucTteM
TENeoOpOOJeHHST JaHUX. 3TiJHO 3 CHCTEMHOIO MEPEXKEBOK  apXITEKTYpOIO
KOMIT'FOTEpHAa MEpeXa OPTaHi30BYETHCS 3a pErioHAIbHUM MpUHIHUIOM. Yepes
MepEeXeBl MPOLIECOPH PETIOHIB 332 JOMOMOI'OI0 KaHajiB 3B’S3Ky (PYHKIIOHYE €MHA
MepexKa.

Jlist 3’ennanns mepexx SNA 3 IHIIMMUA MepexaMu Moke OyTH BUKOPHUCTaHA
eTajJ0oHHa MoJIeIb BiTkpuTux cuctem (OSI).

Internet — 1e posramyxeHa mMepexa, 110 3’ €IHy€ KOMI IOTepH, PO3TAILLOBaHI
no BcboMy CBITY. Internet Oyna crBopeHa Ha ocHoBi ARPANET — mepexi, 1o
3’€JIHyBajla HAaBUYaJbHI 3aKJaqu Ta BIMCHKOBI oprasizaiii. ¥ pe3yibTaTi pO3BUTKY
KOMIT FOTEpPHUX MEPEX BUHUKJIA MONOTPIOHO B iX 3’€AHaHHI. I3 1i€t0 MeTor Oyso
po3polbeHo mpotokon nepenaBanns iHpopMmariiii TCP/IP.

Texnonoris Wi-Fi — 11e MOXIIMBICTh, HE PO3TOPTAIOYM KAOEIBHOI CHUCTEMH,
JICTaTH JOCTYI 0 OyIb-SIKUX cepBiciB Internet, e 6 He 3HaAXOIUBCS KOPUCTYBad,

BiH 3aBXIU MOXeTe OyTu B Mepexi (puc. 1.5).
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i o
Touka noctymny Wi-Fi

Pucynok 1.5 — Mepexa Wi-Fi

Texnonoris Wi-F1 — ne Oe3npoBojoBuii aHanor crangapty Ethernet, na
OCHOB1 SIKOTO CBOTOJHI MOOyJOBaHAa BEJIMKAa YacTUHA O(ICHUX KOMIT IOTEPHUX
Mepex. Bin O0yB 3apeectpoBanuii B 1999 porii 1 cTaB cCripaBXKHIM BIAKPUTTIM JIJIst
MEHE/KEPIB, TOPrOBUX areHTIB, CHIBPOOITHHUKIB CKJIAIB, OCHOBHHM pPOOOYHUM
IHCTPYMEHTOM SIKMX € HOYTOYK a00 1HIITUH MOOUTbHUN KOMIT IOTEP.

Wi-Fi — ckopouenns Bin asriiiicekoro Wireless Fidelity, mo o3naudae
cTanaapt 0e31poToBOro (pajio) 3B’ SA3Ky, SKUK 00’ €IHy€ KUIbKa MPOTOKOJIIB Ta MA€
odimiine HalimenyBanns IEEE 802.11. TlonmiOHO TpamuiiiiHUM MPOBITHUM
texHosorisaMm, Wi-Fi 3a0e3nedye A0CTym 10 cepBepiB, 110 30epiraroTh 0a3u JTaHUX
abo mporpaMHi J0JIaTKH, J03BOJIsIE YBIATH 0 Internet, po3apykoByBaTu ¢aiiim 1 T.
n. Aje npu IbOMY KOMIT IOTE€p, 3 SIKOITO 3UMTYEThCS 1H(OpMalis, HE MOTPIOHO
MIJKJII0YaTH 10 KOMIT FOTEPHOI po3eTKu. Jlocuth po3micTuTu ioro B pasiyci 300 m
BiJl TaKk 3BaHOi TOYKU nocTtymy (access point) — Wi-Fi-npucTtporo, 10 BUKOHYE
npubaM3HO Ti K ¢yHKUii, mo 3BuyaiiHa odicHa ATC. YV upoMy BuUNaAKy
iHdopmariis Oyae mepemaBaTucs 3a JOTMOMOTOI0 PaTiOXBWJIbL B YaCTOTHOMY
miamasoni 2,4-2,483 I'T.

Takum unmHoM, Wi-Fi-TexHOJOTisI A03BOJIIE€ BUPIIIUTA TPU BaKIMBHUX
3aJJaHHS: CIPOCTUTH CHUIKYBaHHS 3 MOOLIBHUM KOMII IOTEpOM; 3a0e3MeuuTH
KOM(OPTHI yMOBU AJisi poOOTH AUIOBUM HapTHeEpaM, SIKI NpUHnumM a0 odicy 3i
CBOIM HOYTOYKOM; CTBOPHUTHU JIOKAJIbHY MEPEXY B NPUMIIIEHHSX, /1€ MPOKIaaKa

Ka0eJto € HEMOXKIIMBOIO a00 HAJMIPHO JOPOTOIO.
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Knacudikarist 6e31p0TOBIX MEpEkK

B nmanuit yac icHye BenMKa KUIBKICTh PI3HOMAHITHUX O€31pOTOBUX
TEXHOJIOT1H, 110 BUMarae BBeJCeHHS Kiacudikaiii. OnuH 13 cnoco0iB kiacudikarii
0€31pOTOBUX MEpPEX TPYHTYEThCS Ha PaAlyci Jiil MEpexi, IPHU bOMY BUIUIAIOTHCS

YOTHUPHU OCHOBHMX TUNH (AuB. PucyHok 1.6):

Pucynox 1.6 Knacudikariist 6e31p0oTOBUX MEPEX IO IO OXOTUICHHS

WPAN (Wireless Personal Area Network) - BUKOPUCTOBYIOTBHCS IS
nepeaayl iHGopMalii BiJ CTIIBHUKOBHX TeI€(OHIB, MOPTATUBHUX KOMII'IOTEPIB 1
IHIIUX TOOYTOBHX MPWIIAJIIB, MAOTh Malui paaiyc aii (6nuspko 10 m). [o 1miei
KaTeropii MoXKHa BiiHECTH TexHoJjorio Bluetooth;

WLAN (Wireless Local Area Network) - BHUKOPHCTOBYIOTHCS ISt
OOCITyroByBaHHSI HEBEIUKHX TEPUTOPIN, MaIOTh CEpeaHId pajlyC OXOIUICHHS
(6mu3eko 100 m). Cromu BigHOCATHCS cTanaaptTa 802.11;

WMAN (Wireless Metropolitan Area Network) - B ocHOBHOMY
3aCTOCOBYIOTHCSl ONEPATOPaMHU 3B'S3KYy JIsi CTBOPEHHS 1HPPACTPYKTypU OCTYITY

KIHIIEBUX KOPUCTYBauiB, TaK 3BaHOI «OCTaHHBOI MWI», XapaKTEPU3YEThCS
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cepenHiMm pamaiycom maii (1-10 km). Jlo miei kareropii BimHocuThess cTanaapt 802.16
(WiMax)

WWAN (Wireless Wide Area Network) - BHKOpHUCTOBYIOTHCS B
ctiibHuKOBOMY 3B's3Ky (GSM, CDMA, UMTS) 1 xapakTepu3yloTbCsS BEIUKHM
paaiycom fii (10 40 km);

B 3anexHocTi BiJ ciocoOy KoMyTallii, Mepexi MOAUIIIOTHCS Ha JBa KIIacH:

Mepexy 3 KOMyTaIli€l0 MTaKETiB;

Mepexy 3 KOMyTaIli€w KaHaiB.

3ane)XHO cepefoBUINa 4Yepe3 SKE TMEePEeNacThCsl CHTHAl, MOKHA BU3HAUUTH
Taki Kjacu 0e3pOTOBUX MEPEK:

Mepexi Ha pagioMoaeMax;

[HdpavepBoHI cucTemMu;

Cucremu 3 BUKOPUCTaHHSIM HU3bKOOPOITATBHUX CYIyTHHUKIB,

Cucremu 1a3epHOro 3B'SA3KYy.

Po3pi3Hs0ThE 0€3MpOBIAHI CUCTEM TaKOXK MO CIOCO0Yy opraHizallii Mepexi:

JIBOTOUKOBHI 3BSI30K. Y TEJIEKOMYHIKAIIWHUX TEPBUHHUX MeEpekax Taka
cXeMa B)Ke JIOBTHI 4ac 3aCTOCOBYETHCS Ul CTBOPEHHS TaK 3BAHHUX PaJiopeseliHuX
miHIA 3B's3ky. Taky JiHIIO yTBOPIOIOTH KUIbKa BEX, Ha SKHX BCTaHOBJICHI
napaboIivHi CIPSIMOBaHI AHTCHH.

Cxema 0€3apOTOBOrO KaHally 3 OJHUM TepeJaBadyeM 1 KiJIbKoMa
npuiiMayamMu XapakTepHa JUIs TaKoi opraHizaiii JOCTymly, NP SIKId YHCJICHHI
TEepMiHaJIM KOPUCTYBauiB 3'€AHYIOThCS 3 0a3oBoto cTaHuiero (Base Station, BS) abo
Toukoro goctyny (Acess Point, AP).

3B'S30K JEKUTBKOX TMEepeaaBaviB 1 ACKIIbKOX MpHUiMadiB Y BUMAAKY CXEMH 3
KUIbKOMa TiepelaBayaMH 1 KUIbKOMa IMpuiMayaMu Oe3IpoToBa JiHIS 3B'S3KY
MPECTABIIIE COOOI0 3arajibHE EJICKTPOMArHiTHE CEpPEIOBHINE, IO PO3AISETHCS
By371amu. KokeH By30J1 MOXKe BUKOPHCTOBYBATH II€ CEPEIOBUINE IJS B3aEMOJIT 3

OyJIb-SIKUM 1HIIIMM BY3JIOM 0€3 3BE€pHEHHS 0 0a30BO1 CTaHIIIi.
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1.2 be3aporoBa nepconanbHa mepexa WPAN

Crannapt Bluetooth po3pobnenuii rpymnoto Bluetooth SIG (Bluetooth Special
Interest Group), sixka Oyra opraHizoBaHa 3 iHimiaTuBU KommaHii Ericsson. Ctanmapt
Bluetooth Ttakox amanroBanuii pobouoro rpymoro IEEE 802.15.1 BigmoBigHO 10
3aranbHO1 cTpykTyporo cranaaptis IEEE 802.

VY texnomnorii Bluetooth BukopucToBy€eThCs KOHLIETIIA MiKOMepexki. L[ Ha3zBa
MIJKPECIIIOE HEBENHMKY 30HY MOKpUTTA, Big 10 mo 100 M, B 3ameKHOCTI Bif
MOTY>KHOCT1 BUIIPOMIHIOBAHHS MEPEIABAILHOTO MPUCTPOIO. Y MIKOMEPEKY MOXKE
BXOJIUTU 70 255 MpUCTPOIB, alie TUIBKA 8 3 HUX MOXYTh B KOXEH MOMEHT 4acy
OyTM aKTUBHMMH 1 OOMiHIOBAaTHCS JaHUMU. OJIUH 3 MPHUCTPOIB Yy IIKOMEPEKi €
TOJIOBHUM, 1HIIN — MH1IJICTIUMHU.

["onoBHUM npUCTpii BIJMOBIIAE 32 JOCTYI JI0 CEPEIOBHUIIA TTIKOMEPEXKI, siKa
MpeCTaBIIsA€ COOOI0 CIEKTP YACTOTH, 110 HE MOTPeOYyeE JileH3yBaHHs Aiana3ony 2,4
['Tu. Hani npu upomMy nepenaroThbes 31 MBUAKICTIO 10 3 MOIT / ¢, ane yepe3 BUTpaT
Ha 3arojIOBKM MaKeTiB 1 3MIHYy YacTOT KOPHMCHA MIBUAKICTH Tepenayi JaHuxX y
cepenoBul He nepesuirye 2,1 MOit / c. IIponyckHa 31aTHICTh HICTh CEpPEIOBUIIA
JUJIUTHCS TOJOBHUM MPUCTPOEM MK CIMOMA MiJJIETIIUMU MPHUCTPOSIMU HA OCHOBI
texHiku TDM.

[Ipuennanns 10 miKOMEpexXi BIAOYBAEThCS JUHAMIYHO. 1'OJIOBHMI MpUCTpId
MKOMEpEeXi, BUKOTOBYIOUM TIPOIEAYpPY ONMUTYBaHHS, 30upae iHQoOpMaliio Mpo
IPUCTPOI, SIKI MOTPAIUISIIOTH B 30HY BUJIMMOCTI oro mikoMmepex. [licis BusBiIeHHS
HOBOTO TPHUCTPOIO TOJOBHUN TPHUCTPIA MPOBOAUTH 3 HHUM TEPEroBopu. K10
OaxaHHS TIAJICTJIOT0 TMPUCTPOIO TPUETHATUCA JO TIKOMEpexXi 30iraerbcs 3
pILIEHHSIM TOJIOBHOTO MPUCTPOIO (MAJIErIMM NpUCTPIA MPOMIUIOB MEPEBIPKY
ABTEHTUYHOCTI 1 BUSBUBCS B CIIUCKY JI03BOJICHUX MPUCTPOIB), TO HOBUH I AJIETIINNA
TPUCTPIH MPUEAHYETHCS IO MEPEKI.

Mepexa Bluetooth BukopucroBye TexHiky posmmupenHs crnektpy FHSS.

Komizii, xoua i 3 1y’)ke HEBETUKOIO0 HMOBIPHICTIO, BCE K TaKU MOKYTh BiAOyBaTHUCH,
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KOJIM ABa a00 Oiibllie MPUCTPOI 3 PI3HUX MIKOMEpPex BHOEPYTh Al pOOOTH OJHH 1
TOW CaMUW YaCTOTHUM KaHAaJL.

Jlns HamiiHOi mepenadi qaHux B TexHousorii Bluetooth Moxe BUKOHYBaTHCS
npsma koppekius momuwiok (FEC), a omepkanHsS Kamapy MiATBEPIKYEThCS 3a
JIOTIOMOT'OX0 KBUTAHIIIH.

Y  wmepexax Bluetooth ngms mepemaui  iHGopmamii  OBOX — THUIIIB
BUKOPHCTOBYIOTHCS Pi3HI METOMM .

Jist gytiuBoro 0 3aTpuMok  Tpadiky (Hampukiag, To0JIOC) Mepeka
NIATPUMY€ CHUHXPOHHHUM KaHajl, OpleHTOBaHWMM Ha 3'emHaHHs (Synchronous
connection-Oriented link, SCO). [le#t kanan mpairoe Ha mBUAKOCTI 64 KOit / ¢. s
ka"airy SCO npomnyckHa 3/JaTHICTh PE3ePBYETHCS Ha BECh Yac 3'€ THAHHS.

Jns emactuuHoro  Tpadiky — (HampuKiIaa, KOMIT'IOTEPHUX  JAHUX)
BUKOPUCTOBYETHCS MPALIOIOYUIN 31 3MIHHOIO MIBUAKICTIO aCHHXPOHHUU KaHaJ, HE
opieHTOBaHMN Ha 3'enHaHHs (Asynchronous  connection-Less link, ACL). [dns
kaHary ACL mpomnyckHa 3/1aTHICTh BUAUIAETCS 3a 3alUTOM MiJIETJIOr0 MPUCTPOIO
a00 3a MOTPeOO0I0 TOJIOBHOTO IIPUCTPOIO.

IIpu npuBenenHi cranaaptiB Bluetooth y BiamoBigHICTE 3 apXITEKTYpOIO
cranaaptiB IEEE 802 poGoua rpyma 802.15.1 oOmexunacs TITbKH TaK 3BAaHUMU
nporokonamu sigmpa Bluetooth, sxi BinmoBinaroTh GyHKIIN (BI3UUHOTO PIBHS Ta
piBast MAC (PucyHok 1.6).

@i3uyHui  piBEHb ONMUCYE YACTOTH Ta TMOTYXXKHOCTI CHUTHAIIB, IO
BUKOPHUCTOBYIOThCS JIJIA Mepeiadl iHpopmariii.

PiBenr 06a3zoBOro [iana3oHy 4YacTOT BIATOBIAA€ 3a OpraHI3aIlil0 KaHATIB
nepeiadi  JaHWX |y pajaiocepenoBuil. Y HOTO OOOB'SI3KM  BXOJSATH BHUOIp
MOCTIJOBHOCTI  TICEBIOBUIIAJIKOBOIO  MEpeOyJOBU  YaCTOTH, CHHXPOHI3AIlis
OPUCTPOIB y MIKOMEpPexki, (HOpMyBaHHS 1 Tepefavya KaapiB 3a BCTAHOBJICHUMH
kanaiamu SCO 1 ACL. Kagp Bluetooth mae 3MiHHY 0BXUHY, TOJIe TAHUX MOXE
MmictuTH Big 0 go 2744 61t (343 Oaiit). g nepenadi rojiocy BUKOPUCTOBYIOTHCS

Kaqapu (pikcoBaHOro po3mipy 3 mojem ganux 240 oit (30 GaiT).
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Jlucrietuep KaHaliB  BIANOBiIAae 3a ayTEeHTH(IKALIIO MPUCTPOIB 1
mm@pyBaHHs TpadiKy, a TaKOXK YMPaBIs€ CTATyCOM MPHUCTPOIB, TOOTO MOXKe

3pOOUTH MIJICTIIMK NPUCTPI TOJTOBHUM, 1 HaBIIAKH.

1.3 Be3apoTrosgi JokajabHi mepe:ki WLAN

CaMuii HaWNOIIUPEHIIIUN CTaHIAPT JIOKAIBHUX O€3POTOBUX MEpPEex —
802.11 a6o WiFi (Bin anrn. Wireless Fidelity) — ToproBa mapka, 1o Hajaexutb Wi-
Fi Alliance. 3aransHOB)KHMBaHa Ha3Ba JJis CTaHIAAPTY O€3IPOTOBOTO (Pajiio) 3B'SI3KY
nepeaayl IaHux, KU 00'€IHy€ ACKIJIbKa MPOTOKOJIB Ta IPYHTYETHCS Ha CIMEHCTBI
crangapTiB IEEE 802.11:

IEEE802.11a — cranmapT Oe3IpOTOBHX JIOKaIbHUX Mepex, llpamtoe B
niama3oni 5 I'T'. MakcuManbHa MBUAKICTh OOMIHY JJaHUMHM cKianae 54 Moit/c.

[EEE802.11b — mpartoe B aianazoni 2,4 ['ru. Y BchoMy n1ana3oHi iCHye Tpu
HEMEepeciyHl KaHaJli, TOOTO Ha OJHIM TEepUTOpIi, HE BIUIMBAIOYM OJUH Ha OJHOTO,
MOXYTb TMpAIlOBaTH TpU Pi3HI O€3pOTOBI Mepexi. Y cTaHmapTi nepeadayeHo aBa
tunu MoxyJisiii — DSSS 1 FHSS. Makcumansna mBuakicTh podotu ckianae 11
Mobit/c.

[EEE802.11g — HalmommpeHimuid cTaHgapT Oe3pOTOBUX JIOKAIBHUX
MEpEexX, 3aCHOBaHUH Ha Oe3ApOTOBIM Nepenayl JaHuXx B Aiana3oni 2,4 I'ru. Jlianazon
TaKOXX PO3JAUICHWA HAa TpPU HemepeciyHl KaHamu. [ns 301IbIIeHHS MIBUIKOCTI
OOMiHYy JaHWMH 3aCTOCOBAaHHH METOJ MOMYJSAIIl 3 OPTOrOHAJIBHUM YaCTOTHUM
mynetuiuiekcyBanusM (OFDM, Ortogonal Frequency Division Multiplexing), a
TaKOXX METOJl JBIMKOBOro makeTHoro 3roptkoBoro koxyBaHHs PBCC (Packet
Binary connvolutional Coding).

IEEE802.11e (QoS, Quality of service) — momaTKoBWii CTaHAApT, IO
JI03BOJISIE 320€3MEYNTH TAPAHTOBAHY SKICTh OOMIHY JAaHUMHU IUISIXOM MEPECTaHOBKU
NPIOPUTETIB PI3HUX MAKETIB; HEOOXITHUN JUIsl pOOOTH TaKMX MOTOKOBUX CEPBICIB SIK

VoIP a6o IP-TV.
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IEEE802.111 — cranmapt, IO 3HIMAae HEAONIKM B o0jacTi Oe3neku
nonepeanix crannaptiB. 802.111 Bupimye npoOiaeMu 3aXUCTy JaHUX KaHAIBLHOTO
PIBHS 1 1I03BOJISIE CTBOPIOBATH Oe31meuH1 0e3pOTOB1 Mepexki MPAKTUYHO OY1b-SIKOTO
Maciitady.

IEEE802.11n — crangapt O€3apOTOBUX JIOKAJbHUX MEPEX OCTAaHHBOTO
MOKOJIIHHS, 3aCHOBaHMIA Ha O€31POTOBIN Nepeaadi JaHuX B Aiana3oHi 2,4 ['ri.

Crangapt 802.11n 3Ha4HO mMepeBHUINY€ 3a IIBUAKICTIO OOMIHY JaHUMH
nonepenni cranaaptu 802.11b 1 802.11g, 3a6e3neuyoun MBUIKICTH HA piBHI 50

Mo6aiit; 380poTHBO cymicHul 3 802.11b 1 802.11g (puc. 1.7).

N

iR, 2. @

54Mbps 11G 150Mbps 11N 300Mbps 11N

Pucynox 1.7 Paxiyc nii cranmapTiB b g n

3a3puyait cxema Wi-Fi Mepexi MICTUTh HE MEHIII OJIHIE] TOYKH JOCTYITY 1 HE
MEHIIE OJHOro KiieHTa. Sapom 0Oe3aporoBoi mepexi WiFi € Tak 3BaHa Touka
noctyny (Access Point), ska NIOKIIOYAETBCS JI0 IPOBOAOBOI  MEPEkKEBOI
iHppacTpykTypu Ta 3abe3nedye IrepeAady paaiocurHairy. TakoX MOXJIHBE
MIJKIFOUYEHHS IBOX KIIIEHTIB B peXuMi Touka-Touka (Ad-hoc), Koau Touka JoCTyIry
HE BHUKOPHUCTOBYETHCS, a KIIEHTU 3'€IHYIOTHCS 32 y4acTIO MEPEKEBUX aJanTepiB
«HanpsAMy». MakcuMainbHa JaldbHICTh IEpeIayl CUTHANY Y TaKiid MEpekl CTaHOBUTD
100 meTpiB, olHAK Ha BIIKPUTIH MICIIEBOCTI BOHA Moxke nocsratd A0 300—400 wm.
JlanpHICTh 3aJeXHUTh BiJ TMOTY)XHOCTI TepelaBava (ska B OKPEMHX MOJEISX
o0aTHaHHS PETrYJIOI0THCS TPOTPAMHO), HASIBHOCTI Ta XapaKTEPUCTUKH MEPEIIKOI,
TUITY aHTCHH.

Posrnssmemo  mporokonm  3axWCTy — Oe3nmporoBoro  Tpadiky  sIKi

BUKOPHUCTOBYIOThCSI B Mepexkax cranaapty 802.11.
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Texnonoris WEP (Wired Equivalent Privacy) 6yna po3pobiena crieriaabHo
Ul T PYBaHHS TIOTOKY JaHUX, IO TMEePeaaloThcs B JOKanbHIN Mepexi. [IpoTe B
HI BHKOPHUCTOBYETHCS HE HaMcTidkimmi anroputM RC4 Ha cTaTMYHOMY KITHOYI.
Icaye 64 -, 128 -, 256 - 1 512-6itoBe mmdpyBanHsa. i1 MOCHUICHHS 3aXHUCTy
gactuHy Kitoua (Bim 40 OiT B 64-OiTHOMY ImmdpyBaHHI) € CTaTUYHOIO, a 1HIIA
YacTWHA - JUHAMIYHOI, TaK 3BaHWU BekTop iHimiamizamii (Initialization Vector a6o
IV), 3miHtoeTscst B mporeci pobotu mepexi. Lleit Bektop 24-6iTHmii. OCHOBHUIA
BpasznuBicTio WEP € Te, mo BekTop iHimiamizaiii MOBTOPIOETHCS 4Yepe3 IMEBHUIM
POMIXKOK 4acy (24 Oira - 6iu3pko 16 MUTbHOHIB KOMOIHAII#). 31OMIIUKOBI Oyze
noTpiOHO JuIIe 310paTy Il MOBTOPH 1 3a CEKYHIHU 3jJamaTH pemTy kitoua. [licms
4Oro BiH BXOJIUTh B MEPEXKY, K 3BUUAWHUIN 3apeeCTpOBAaHUI KOPUCTYBaY.

WPA (Wi-Fi Protected Access) - CTIMKIIINNA alropuT™M MU(PYBaHHSA, HIXK
WEP. Bucokuiéi piBeHb O0€3MEKH JOCATAETHCA 3a PAXYHOK BUKOPUCTAHHS
nporokoniB TKIP 1 MIC.

TKIP - nporokon inTerpaiii TumyacoBoro kiroda (Temporal Key Integrity
Protocol) — nependavae mprUCBOEHHST KOXKHOMY MPUCTPOIO 3MIHIOBAHUHN KITIOY.

MIC - TexHoiorisi mepeBIpKH LUIICHOCTI moBinomieHb (Message Integrity
Check) - 3axuinae BiJ mepexoruieHHs MakeTiB 1 X mepeHanpapieHHHA. [IpoTokon
TKIP BukopuctoBy€e aBTOMaTU4HO miiOpaHi 128-01TOB1 KItOUi, SIKI CTBOPIOIOTHCS
MCEeBJOBUINIAKOBUM CIIOCOOOM, 1 3arajbHa KUIBKICTh 1X Bapiamiii csarae 500
MITBAPAIB. BUKOPHUCTOBYETHCS CKITaiHA 1€papXiuHa CHCTEMa aJITOPUTMY IiI00py
KJIFOUIB 1 IMHaMIivHa iX 3aMiHa depe3 koxkH1 10 KB (10 Tuc. nepegaHux makeriB)
poOJISTh cHuCTeMy MakCUMalbHO 3axuileHor. MIC BHUKOPHCTOBYE TOCTaTHBO
CKJIQHUI MaTeMaTUYHUHN aJTOPUTM, SIKHI JO3BOJISIE 3BIPATH BiNPABICHI B OAHIN 1
OTpUMaHI B IHIIINA TOYIl AaHi. SIKII0 BUSBIIEHI 3MIHU 1 PE3yJbTAT MOPIBHSIHHS HE

CXOJUTKCS, TaKi JIaHI BBAXKAIOTHCS MOMUIKOBUMH 1 BIIKUIA0ThCA. [CHYe nBa BHIM

WPA:
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WPA-PSK (Pre-shared key) - mist renepariii kito4iB Mepexi i Uit BXOAY B
MEpeKy BHUKOPHUCTOBYETHhCS KiouoBa (paza. OnrtumanbHUil BapiaHT IS
JIOMaITHbOi a00 HEBEIHKOI 0(PiCHOT MEepexl.

WPA-802.1x - BXin B Mepexy 3A1MCHIOETbCA Yepe3 cepBep ayTeHTU(ikarii.
OnTuManbHO JJIs1 MEPEK1 BEJIMKOI KOMIaHii.

WPA2 Garato B yoMy moOyAoBaHUN Ha OCHOBI momepenHsoi Bepcii, WPA.
Crangapt nepenbavae 3actocyBanns mudpysanas AES, ayrentudikarii 802.1x, a
takok 3axucHuX crnemudikamii RSN 1 CCMP. WPA2 icTtoTHO miaBHIILye
3axunieHicTb Wi-Fi-mepexx B MOpIBHAHHI 3 MOMNEPEIHIMH TEXHOJOTISIMHU. 3a
ananoricro 3 WPA, WPA2 takox nuuthed Ha nBa tunu: WPA2-PSK 1 WPA2-
802.1x.

IEEE 802.1x - cTaHmapT, 3a OCHOBY SIKOI'O B3SITO BUIIPABJICHHS HEIOJIKIB
TEXHOJIOT1H Oe3mneKku, 10 3acToCOoBYIOThCS B 802.11, 30kpemMa MOXKIIUBICTH 3JIOMY
WEP, 3anexsicTte Bij TexHoyorid BupoOHuMKa 1 T. 1A. 802.1x mnependayae
HIJKIIOYEHHS 10 Mepexi HaBiTh PDA-mpucTpoiB, 1m0 A03BOJIAE€ OLIbII BHI1IHO
BUKOPHCTOBYBAaTH caMy iJIet0 0e3apoTOBOTO 3B's3Ky. 3 iHmIoro Ooky, 802.1x i
802.11 € cymicHumu ctangaptamu. 802.1x 0a3yeThCsi Ha HACTYIMHHUX MPOTOKOIAX:

EAP (Extensible Authentication Protocol). IIpoTokon po3mupenoi
ayrentudikamii. BuxkopucroByerhcsi cniibHo 3 RADIUS-cepBepoM y BeIMKUX
Mepexax.

TLS (Transport Layer Security). IIpoTtokoi, skuii 3a6e3mnedye IMUTICHICTD 1
mupyBaHHS TepeJaHuX JaHUX MDK CEpBEpOM 1 KIIEHTOM, iX B3aEMHY
ayTeHTU(]IKaIlio, 3a1o0irarouu MepexoryieHHs 1 MIMIHY TOB1IOMIICHb.

RADIUS (Remote Authentica-tion Dial-In  User Server). Cepsep
ayTeHTU(]iKalli KOpPUCTyBadiB 3a JoriHoM 1 mnapojem.Takxe 3'iBUiaca HOBa
oprasizaiiisi poooTu KIEHTIB Mepexi. [licias Toro sk KopucTyBaud MPOMIIOB eTarl
ayTeHTU(]iKkallli, HOMy BUCHJIA€ThCA CEKPETHUN KIIOY B 3alIM(PPOBAHOMY BHUTJISAII
Ha MEBHUM HE3HAYHMM Yac - TEPMIH YMHHOTO Ha JJaHWK MOMEHT ceaHcy. [lo #oro

3aBEpIICHHI TeHEPYEThCS HOBUH KITIOU.
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VPN 3 camoro modatky #oro po3poOku He OyB po3paxoBaHHM sl poOOTH 3
Wi-Fi, npoTte #ioro MoxHa 10cTaTHho epeKTHUBHO 3acTtocyBatu 1 10 Wi-Fi mepexi.
Jns mmdpysanns tpadiky B VPN nHaituacrime 3actocoByeThesi mpoTokon [PSec
(6mm3pko 70% BumankiB), pimme - PPTP a6o L2TP. Ilpu upoMy MOXYTbH
BUKOpUCTOBYBaTucs Taki anroputmu, sk DES, Triple DES, AES 1 MDS5. VPN
niaTpuMyeTbess Ha Oaratbox mmnatgopmax (Windows, Linux, Solaris) sk
MPOTrPaMHUMHU, TaK 1 ammapaTHUMU 3acobamu. BapTo Bif3HAYNTH BUCOKY HAJIHHICTD
- MOKM 10 Me He 3adikcoBaHO BUMAAKIB 370My VPN-mepex. 3a3zBuuait VPN
PEKOMEHIyETbCS 3aCTOCOBYBATHM Y BEIMKHX KOPIOPATUBHUX MEpEXax, IS
JIOMAIIIHHOTO0 KOPUCTYyBaya BCTAHOBJICHHS Ta HAJIAIITYBAHHS MOKE 3J]aTUCS 3aHAJITO
rpOMI3IKOI0 1 TpyaomicTkor. [lpu 3acTocyBaHHI TEXHOJOTII JOBEAETHCS

MoKePTBYBaTU OJU3BKO 35% MPOMYCKHO1 3/IaTHOCTI KaHaly.

1.4 Bbe3aporoBi mepexi macmrady mictra WMAN

[Ipu BchOoMy pi3HOMAHITTI O€3APOTOBHX TEXHOJOTIH CKJIAJHO OJHOYACHO
JOTPUMATH TPU OCHOBHI BUMOTHU [0 MEpPEXKI: BUCOKAa MPOIMYCKHA 3AAaTHICTb,
HAJIHHICTh 1 MOOLIBHICTh. BHUpIIIUTH Take 3aBJIaHHS MOKE HACTYITHE ITOKOJIHHS
6e3aporoBux TexHojorid - WiIMAX (Worldwide Interoperability for Microwave
Access), cranaapt IEEE 802.16.

VY zaranpHOoMy WIMAX Mepexi CKIIaqatoThCsl 3 HACTYIMTHUX OCHOBHUX YaCTHUH
— 0a30BUX 1 aOOHEHTCHKMX CTaHIIM, a TakoX OO0JaJHaHHA, IO 3B'A3ye 0a30Bi
CTaHIIIi M co0010 3 TTOCTaYaILbHUKOM CEPBICIB 1 3 [HTepHETOM.

Hnst 3'emnanHs  06a30BOi  craHIli 3 aOOHEHTCHKOI BUKOPHCTOBYETHCS
BHCOKOYACTOTHHUH Jiama3oH paaioxBuib Big 1,5 o 11 I'Tu. B imeanpHUX ymoBax
MIBUIKICTh OOMIHY JaHUMU Moxe gnocsiratm 70 MOIT / ¢, mpu I[bOoMy HE
BUMAra€eTbCs 3a0€3MEUeHHs] MpsSAMOi BHAMUMOCTI MiXk 0a30BOI0 CTaHINE 1
npuitmauem. Sk Bxke 3a3Hadanocb, WiMAX 3acTOCOBYETBHCS (K JUJISi BUPIIICHHS

npobJieMH «OCTaHHBOT MUY, TakK 1 JAJI HaJaHHS JOCTYMy B MEpexy o]icHUM Ta
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palioHHUM MepekaMm. Mik 0a30BUMH CTaHIIISIMA BCTaHOBJIIOIOTHCS 3'€ THAHHS
(mpsiMOi BUAMMOCTI), IO BHUKOPHUCTOBYIOTH aiama3oH 4actoT Big 10 mo 66 I'T,
IIBUJIKICTh OOMIHY HaHUMHU Moke nocsratu 120 Moit / c. [Ipu nupomy, npuHaiMHi
onHa 0a30Ba CTaHIllA MIAKIIOYAETHCS O MEPEXKi MpoBaiiiepa 3 BUKOPUCTAHHSIM
KJIACUYHUX JAPOTOBUX 3’€aHaHb. OnHak, ynM Oumbine unciao BC migkmodeHo 1o
MEpeX MpoBaiepa, TMM BHINA MIBUAKICTh Mepeaadi JaHuX 1 HaMIHHICTh MEPEKi B
JIOMY .

Cranpmapt IEEE 802.16 Busnauae mnportokon PKM (Privacy and Key
Management protocol), mpoTokos KOH(DIAEHIINHOCTI 1 YHPABMIHHS KIOYEM.
3acTocoBY€EThCS 3axuilieHe 3'eqHaHHs (Security Association, SA) - 0OJJHOCTOPOHHE
3'eTHAHHSA JIJ1s1 3a0€3MEUYCHHS 3aXUIIEHOI Tepeiadl JaHUX MK IPUCTPOSIMU MEPExKi.
SA OyBarOTh JBOX THUIIIB:

3axumenuit 3B's130k 1 nanux (Data Security Association).

3axurieHui 3B'130K Juis aBTopu3ailii (Authorization Security Association).

ABrTOoZopornu
2=11 Ty,
2-11TTy

10-86 Ty

2-11 1Ty JoxamebHi HMeperi

10-66 Ty
2-111Ty
Dpicai mMepexi

2-11 1Ty

KopHOTYRAvi

bFasopa CTamuisa
WiMax Fasoma craHuisa
WiMax
Fasopa CTaHUI1A

WiMax

Pucynok 1.8 Cxema mepexxi WIMAX
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3axuIieHui 3B's130K AJ1s JaHUX OyBa€ TPbOX THUIIIB:

[TepBunnuii (ocHoBHMI) (Primary SA);

Cratuunuii (Static SA);

HNunamigauii (Dynamic SA).

[lepBUHHUI 3aXUILEHUN 3B'A30K BCTAHOBIIOETHCS A0OHEHTCHKOIO CTAaHIIIEIO
Ha Jac mporecy iHimiamizamii. bazoBa craHimis moTiM Haga€ CTATUYHUHN 3aXUIIICHHUMA
3B'si30k. Illo crocyeTrbcss aUHAMIYHMX — 3aXUINCHUX  3B'SI3KIB, TO BOHH
BCTAHOBITIOIOTHCSL Ta JIKBIAYIOTHCS B MIpy HEOOXIIHOCTI JJi CEPBICHUX MOTOKIB.
Sk craruyHi, Tak 1 JUHAMIYHI 3axXUIIEHI 3B'SI3Ky MOXYThb OYyTH OJIHIEIO JIJIsi
NEKUJIbKOX a00HEHTCHKUX CTAHIM.

3axuieHui 3B'130K [ TAHUX BU3HAYAETHCS:

16-61THUM 17€HTU(DIKATOPOM 3B'SI3KY.

MeronoMm mudpyBaHHs, 3aCTOCOBYBAHUM JIJIsl 3aXUCTY TaHUX MPHU 3'€THAHHI.

JBoma kmrouamu mmppyBanHsa Tpadiky (Traffic Encryption Key, TEK),
NOTOYHUM 1 TOHM, SKUM Oylae BHUKOPUCTOBYBatucsa, Kojiu B mnotoyHoro TEK
3aKIHYUTHCS TEPMIH JKUTTSL.

JIBoma 1BYXOiTHUMU 1eHTU(IKaTOpaMu, 0 ogHOMY Ha KoxeH TEK.

Yacom xuttss TEK. Moxe maru 3HaueHHs Big 30 XBWIWH a0 7 JHIB.
3Ha4YeHH 3a 3aMOBYYBaHHSAM 12 TOJIMH.

JIBoMa 64-0iTHMMU BeKTOpaMH iHimianizaiii, mo onnomy Ha TEK (HeoOximH1
Uit anroput™My mmm@pysanns DES).

[HankaTopoMm TUIMY 3B'3KY (MIEpBUHHA, CTaTUYHA a00 AUHAMIYHA).

3axwmimeHa 3B's130K JJI aBTOpH3allii

3axwimeHa 3B'130K JIJI1 aBTOpH3allii BUSHAYAETHCS:

Ceptudikatom X.509, mo imeHTU(DIKye aOOHEHTCHKY CTaHIliI0, a TaKOX
ceprudikarom X.509, mo imeHTrdiKye BUpoOHUKA aOOHEHTCHKOI CTaHIIii.

160-0itoBuMm  kirouem aBropusanii  (authorization key, AK), sxuit
BUKOPUCTOBYETHCS IJIs1 ayTeHTU (1K1 mig yac ooMiny kimodamu TEK.

4-01TOBUM 11eHTU(IKATOPOM KITF04a aBTOPU3ALIii.
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YacoM KUTTA KITI0Ya aBTOPH3allii, MOXe NMpuitMaTH 3Ha4YeHHs Bif 1 qus no 70
THIB. 3HAYCHHS 32 3aMOBUYBaHHSM 7 JTHIB.

128-6iToBum kimroueM mmmppyBanHs kimoda (Key encryption key, KEK).
BukopuctoByeTbest 11 mndpyBaHHs Ta pos3noaity kimodis TEK.

Kmouem HMAC nna Hu3xigHux mnoBigomiieHb (downlink) mpu oOMiHi
xirouamu TEK.

Kirouem HMAC nns Bucxigaux nosigomieHsb (uplink) mpu oOMiHI Kirogamu
TEK.

AyTteHTudikaiis Moxe OYTH OJHOCTOPOHHBOIO (MeEpexa IMepeBipsie
CIPaBXHICTh KOpUCTyBaya) abo B3aeMHOi (Mepeka TepeBipsie CIPaBXKHICTb
KOPHUCTYBaya 1 KOPUCTYBaY MEpPEBIps€ CIIPABKHICTh MEPEKI).

AytenTudikyBaTuch Moxe fAK mpuctpiii (device authentication), Tak 1
kopuctyBau (user authentication) abo oOuaBa: mpuctpii 1 KopuctyBad. Jlis
1AeHTH(IKAaLll MPUCTPOr0 BUKOpHUCTOBYeThCs iloro MAC anpec. ns inentudikanii
KOpPHCTYyBaua 3aCTOCOBYETHCS 1MsI KOPUCTyBaua Ta mapotib (user name/password)
aoco SIM, USIM.

Global System for Mobile Communications (GSM) - HaiinmonymisipHia
TEXHOJIOT1sI pyXOMOTO 3B'SI3Ky y CBITI. 3a JaHUMU ACSKUMH JaHuMH Mmepexi GSM
HATI4yIOTh OUTbI 747.5 MutH. aboHEeHTIB B 184 kpaiHax.

Ha3a GSM cranocs rpynu (Group Special Mobile), sika 6yna chopmoBana B
1982 pomi eBpomneiicekoi koHbepeniiero CEPT ( connference of Post and
Telecommunications Administrations), s TOro 1mo0 po3poOUTH CUCTEMY
CTUIBHUKOBOTO 3B'sI3KY, siIka 0 3aMiHMJIA ICHYIOUl CUCTEMH | MOKOJIIHHA. AJie KOJIU B
1991 posmouana pobotry mepma Mmepexa GSM abOpepiatypa "GSM" Oyna
nepeitmenoBana B Global System for Mobile Communications.

Mo06iapHa CTaHINSA, CKIAAAETHCA 3 JBOX IMPUHIIMIIOBUX YaCTHH: 00JIaIHAHHS
kopuctyBaua (tenedon, GSM moxyne B HOyTOyui, KIIK uym mammni) i SIM
(Subscriber Identity Module) kapTu.
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Pucynok 1.9 Crpykrynna cxema mepexxi GSM

[Tlincucrema 6a30BHX CTaHINA CKIIAJAEThCA 3 caMuX 0a30BUX cTaHIii (Base
Transceiver Station ,BTS) 1 kouTposnep 6a3oBux craniiit (Base Station conntroller,
BSC). ba3oBa cranuis sBisie co00I0 aHTEHY 1 NepeaaBay, SIKUM 3B'SI3YEThCS 3
MOO1TBEHOIO cTaHIlier. KonTponep 0a30BUX CTaHINN Kepye pecypcaMu pajioedipy
oJHi€l abo JekiIbKOX 0a30BUX cTaHIii. BiH BiAMOBIgae 3a pagioKaHaIM, PO3MOILT
YaCTOT, MEPEKIIOYEHHS a0OHEHTIB MDK CTaHIISIMU. TakoXX KOHTpoJjep 0a30BUX
CTaHIIM 3MIMCHIOE TIEPETBOPEHHS TOJOCOBOro IMOTOKY 3 64kbit/c (mpotoBa
tenedonna mepexa) y 13kbit/c (MobiTbHA Mepexa).

Snpom Mepexi € UEHTp ympaBiiHHA MoOuUTbHMMH mnociayramu (Mobile
services Switching Center, MSC)). Bin npamtoe sik ATC y 3Buuaiiniii ApOTOBIi
MEpeXi, a TakoXX BIH BHUKOHY€E pEECTpalilo, ayTeHTU(IKallilo, BIICTEKECHHS
aOOHEHTa, MEePEKIIOYCHHS] WOTO MK CTITbHUKAMH, POYMIHT. AJie OCHOBHE HOTO
3aBIaHHS 1€ 3'€THaHHS 31 3BUYAMHOI0 TPOBOJOBOI0 MEPEKEI 3a JIONOMOIOK0
curHaibHO1 cuctemu 7 (Signalling System Number 7, SS7) .

Perictp o6nannanns (Equipment Identity Register, EIR) - 1ie 6a3a nanux, sika
MICTUTh CHHUCOK BCIX JIONYCTUMHX MOOUIBHUX HpUCTpoiB. KoxkeH mnpuctpiit

imeHTudikyerbcs 3a gomnomororo Homepa IMEI (International Mobile Equipment
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Identity) Homepa. SAxmo TenedoH kpageHuii a0 MPU3HAYCHHNA 11 BUKOPHUCTAHHS B
1HIIH KpaiHi, To BiH OyAe MO3HAYEHHWM SIK CIpUil 1 HE 3MOXE MIAKIIOUUTUCS IO
Mepexl.

Tak sixk y Mepexax pyxoMoro 3B'S3Ky JlaHl TIEPEeIar0ThCs MO palioKaHay, TO
MOXYTh OYTH JYy’K€ JIETKO MpociyXaHi (110 ¥ BiI0OyBajIoCs B aHAJIOTOBUX MepexkKax
MEPIIIOTO MOKOIIHHS).

OcnoBHi 11 3axucty Aanux B GSM Mepexax 3amo0iraroTs:

JlocTyn HEaBTOpH30BAaHUX KOPUCTYBAUiB JI0 CEPBICIB MEpExi

[IpocayxoByBaHHSI PO3MOBU TPETIMHU 0COOAMHU

Hagsenemo ¢dyHkiii 3axucty sxi BOynoBani B crannapt GSM:

AytenTtudikailiss aOOHEHTIB BiIOyBa€TbCA TIIBKU JUISL 3apEeECTPOBAHUX
aOOHEHTIB

3axuieHa nepenaya JaHux(mudpyBaHHs)

MobinbHuii Tenedon He npauroe 6e3 SIM kaptu

HyOmoBanus SIM kapTu 3a00poHEHO

VY crangapti GSM mpouienypa aBTeHTU]IKAIll OB’ A3aHa 3 BUKOPUCTAHHSIM
MonayJist ineHtudikarii abonenta (SIM). Moayns SIM — 1ie 3HIMHUNA MOAYJIb, 110
BCTAHOBJIIOETHCS Y BIATIOBITHE THI310 a00OHEHTCHKOTO arapary.

Moayns SIM MICTUTh TIEpCOHANIBHUN 11eHTU(]IKA- MMIHUI HOMEP aOOHEHTa
(Personal Identification Number — PIN), MmixkHapoguuii inentudikaTop abOHEHTa
MobOutbHOTO 3B’s3Ky  (International Mobile Subscriber Identity — IMSI),
IHIUBIAyalbHUM KiTtou aBTeHTH(iKalii aboHeHTa Ki, 1HAUBIAYaJbHUN alropuTM
aBTeHTU(DIKaIlli aboHeHTa A3, aNropuT™M 0OYMCIICHHS Kifoua mudpyBanHs AS.

Jlnst  aBTeHTHdIKAIT BUKOPUCTOBYEThCS 3amm@poBanuii BiAryk (signed
response) S, 1m0 € pe3yJabTaToM 3acTocyBaHHs anroputmy A3 o kmoda Ki 1
KBa3iBUMAJAKOBOTO 4umcia R, ske pyxoma CTaHIlis OTpUMY€E BiJl IIEHTpa
aBTeHTU(DIKalli Yepe3 LEHTp KoMmyTallii. ANroput™ A8 BUKOPUCTOBYETHCA JIS

3HAXO/KEHHS KJIt04a MU (pyBaHHS OBIIOMIICHbD.
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Vuikanpanii ineHTUdikaTop IMSI mms moTouHOi pOOOTH 3aMIHIOETHCS
THUMYACOBUM ileHTH(DiIKaTOpoM aboHEHTa MOO1TEHOTO 3B’ 53Ky (Temporary Mobile
Subscriber Identity, TMSI), sikuii nprcBOIOETHCS paioTeneoHy MpU MOro Mepiii
peecTpaiiii y KOHKPETHOMY PETiOHI, IO BU3HAYAETHCS 1ACHTH(IKATOPOM 00JacTi
MmicrenosioxeHHs (Location Area Identity, LAI), 1 aHyIt0€TbCs Tpu BUXO/I1 arapary
3a MEXI1 IIbOTO PETIOHY.

Inentudikarop PIN — me kon, Bimomuii TUTbKH aOOHEHTOBI, SKHI Mae
CIIY’KUTH 3aXHCTOM BiJ] HECAHKI[IOHOBAaHOTO BUKOpUcTaHHs SIM-kapTu, Harpukiiaj
npu ii BrTpati. Ilicis Tphox HeBganux cnpoO Habopy PIN-koma SIM-kapra
OJIOKy€ThCS, a OJIOKYBaHHS MOXe OyTH 3HSATO a00 HabOpOM J0JATKOBOTO KOAY —
nepco- HaJbHOTO Kony po30siokyBanHs (Personal unblocking key — PUK), a6o 3a
KOMAaHJI010 3 LIEHTPY KOMYTallii.

J1o 6e31pOTOBHX IIOOATBHUX MEPEXK BITHOCITHCS TAKOXK MEPEXi MOOIIBHOTO
3Bs3Ky Tperboro mnokodiHHA (3rd Generation, 3G) —mnabip nocayr, KOTpUH
BKJIIOYA€ J10 ce0e K BHUCOKOUIBUAKICHHM MOOUIBHUN JTOCTYI JI0 MOCIYT MEpexi
[HTEepHeT, TaK 1 TEXHOJIOTIIO PaIi03B'sI3KY.

Mepexi TpeThOoro TMOKOJIHHSA MPALIOI0Th Ha 4YacToTaxX JACLMMETPOBOTO
niama3zony (6am3pko 2 I'T'1M), mBHAKICTE Iepenadi JaHUX CTAHOBUTH TMOHAM 2
MG6it/c. Taki Mepexi HagalOTh MOXKJIUBICTh OpPraHi3yBaTH BiJC03B'SI30K, JUBHTHCH
Ha MOOUIBHOMY TenedoHl QuibMU W TelenporpaMMu Ta 1H. B CBITI icHye nBa
craugaptay  3G: UMTS (uu W-CDMA) T1a CDMA-2000. UMTS Oiabin
pO3MOBCIOKeHU B ocHOBHOMY B €Bpormi, CDMA2000 — B A3ii ta CIIIA.

B ocHOBi Mepexi JISKUTH SIAPO 3 KOMYTAIIE€I0 TAKETIB, SKE CHOIy4aeThCs 3
30BHINIHBOI0 Mepexkero [HTepHeT. el dhakT poouth Mepexy Bpa3auBOIO JJIs1 HOBUX
THUIIIB aTak, Takux sk DOS aTaku, BipycH, YepB'sIKU 1 T.1., SIKI MOMIMPEHI B MEPEXI

[aTepner.
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1.5 IIocTanoBKa 3axaui

MeTor AaHOi TUIUIOMHOI pOOOTH € CTBOPCHHS, HAJaITyBaHHS Ta 3aXUCT
JOKaMbHOI Mepexi opranizamii. J[Js TOCATHEHHS MOCTaBICHOI METH HEOOXiITHO
MIPOBECTH aHaIi3 CTaHJAPTIB JIOKAJTFHUX MEPEX Ha MPEAMET Jiala3oHy MOKPUTTS,
MIBUIKOCTI MIepeadi, MeTOAIB 3aXucTy. KpiM TOoro HeoOXiTHO TOCHITUTH TUIIHA aTaK
Ha MeEpexXi Ta MpoaHali3yBaTH €(QEKTHBHI CIOCOOM 3aXWCTy Bil HHUX. B maHiid
po0OTI HEOOXITHO CIUIAHYBATU CTPYKTYPY Ta KOMIIOHEHTH JOKAJIBbHOI Mepexi. | ms

e(eKTUBHOr0O (PyHKIIOHYBaHHS JaHOI MEpEeX1 B JUIUIOMHIA poOOTI HEOOX1IHO:

. [TpoBectu aHaii3 Ta BUKOPUCTATU OJHE 13 THUIIIB 3'€IHAHb 3 TOUYKOIO
JOCTYITy

. 3a0e3neunTH 3aXUCT YHIKAIBHOTO 1IeHTU(IKaTOpa

. BinkimouuMo MOXJIIMBICTH JOCTYNY [0 HACTPOMOK TOYKH JIOCTYILY

yepes 0e31poToBe 3'eTHAHHS

. BuOpatu cnioci0 ayTeHTH(IKAallll KOPUCTYBaY1B.

. Buxopucratu HalO1IbII CTIMKUHN TOTIK UG PYBaHHS TaHUX.

. [IpoaHanizyBaT Ta BUKOPUCTATHA HAUO1IBII KPUIITOCTIMKI MApOIL.

. BuBunTH pUHOK CepBepiB Ta HAJAIITYBaTH OJIMH 3 CEPBEPIB JUJIsl TOUKU

JOCTYTY.
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2. TEXHOJIOT'Ii IPOEKTYBAHHS CTPYKTYPU KABEJIbHUX TA
BE3/IPOTOBUX MEPEX

2.1 IIpunnunmoBa cxema 0e3pOTOBOI KOMII’IOTEPHOI Mepexi Ta Ti 0e3nmexa

bynemo mnputpumyBatucs 3ipKOMOJIOHOT Mepexi, BIIOMOI SK THUIIOBA
oOuHnCIIOBalIbHA, B SIKIM B IIEHTP1 3IpKK PO3TAIlllOBaHa OOYHMCIIIOBaJIbHA MallrHa (B
HaIlOMY BUNAAKY IIEHTP pO3JlIcHui Ha 3 cepBepu) , sika o0poOsie iHdopmarlito,
M0 TEPENAEThCs MepedUPIHHIME TPUCTPOSIMU, K TelepOHHA CHUCTEMaA, B SKIH
HEHTPATbHUI BY30J TMpEACTaBisie CcOO0I0  KOMYTaTrop, KU 3'€HYE PI3HUX

KOpHCTyBadiB Mepexi. (puc. 2.1)

Csiu (koMyTaTOp) Cepsepu

Pucynok 2.1 TunoBa o6uunciroBaIbHa 31pKOMOIOHA Mepeka

Ham HeoOxinHa mpuHIIMIIOBA cXeMma oprasizailii 6e31poToBOI Mepexi 3 THM,
100 1HTEerpyBaTH 11 B ICHYIOUY JIOKAJIbHY MEPEXY. 3arajbHUN BUTJIS IPUHIIUIIOBOT
CXeMHU opraizauii 0e3poToBOI Mepexki 3 BUKOpPUCTaHHAM Wi-Fi TeXHOJorii Mae
HACTYIHINA BUTIIA. (pHC. 2.2).

B naniii koMIT’roTepHid Mepexi MM MaeMO 3 CEpBEpHI KOMITbIOTEPH Ha 0a3i
onepaniitHoi cuctemu Windows Server 2008, Ha SKHMX pO3TalIOBAHO HACTYITHI
nporpamHi cepBepu: nouroBuii, WEB, Proxy, FTP ta ba3 Jlanux. Kpim Toro, mms
JOCTYIly B TJI00alibHy MeEpeXKy IHTEpHET uepe3 MOJIeM BHUKOPHUCTOBYeThcs Kerio
FireWall .

['onoBHE 3aBnaHHs, SIKE CTaBWJIOCHh B JaHIM JUIUIOMHINA pOOOTI € TEXHOJIOTii

cTtBopeHHs 3axunieHoi Wi-Fi  Mepexi. Jljis mocsrHeHHs JaHOi METH HEOOX1THO
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CIPOEKTYBaTH MEPEXKY TaKUM UYHHOM, 00 MaKCUMaIbHO 3axucTuTu Wi-Fi Mepexy
BiJl HECAHKIIIOHOBAHOTO JIOCTYITy, BTpaTu iH(OpMaIli Ta HEKOPEKTHOCTEH poOOTH
Mepexi. st mboro M, 3TiTHO 3 IPUHITUIIOBOIO CXEMOO 0€3/IpOTOBOT KOMIT FOTEPHOT
MEpexi, BCTAHOBIIOEMO YOTHPH TOYKU JOCTYIYy Ta CEpBEp pajiyc, IO 3’€THYE iX 31

cBlueM 3a noromororo kademnss UTP Se.

mail web data

Firewall

!\
el
)
|

Modem

E /_—=EZ_ y - .
& Touka goctyna Todka goctyna &

59 1%
.

Touka gocTyna &
@ Touka gocryna E

Pucynok 2.2 [lpunHiunoBa cxema 6e31p0oTOBOI KOMIT IOTEPHOT MEPExi

besneni 3axucty koHineHuiiHOI 1HGOpMalli B O€3APOTOBUX MEPEK BAPTO
HajJaBaTH OCOONMBY yBary. Ajpke Oe3IpoToBa Mepeka Mae€ BEJMKHHM pajiyc mii, 1
TOMY 3JIOBMHUCHHK MO’K€ TEpEXOIUTIoBaTH 1H(OpMaIiio abo X aTaKyBaTH MEPEXKY,
3HaXOASYKMCh Ha Oe3meuHiil BijcTaHi. B Haml dac icHye Oe3mid pi3HUX CIOCO0IB
3aXUCTYy 1, 3@ YMOBHU TPAaBWJIHLHOTO HAaJAIITyBaHHS, MOXHA OyTH YIEBHEHUM B

3a0e3reyeHH1 HeOOX1THOTO PiBHS OE3MEKU.
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Jlo 9rciia OCHOBHUX CITOCOOIB 3aXMCTY MEPEK MOKHA BITHECTH HACTYIIHI:

1. ®inbrpaniss MAC agpec: B IbOMY BUMAJIKY aIMIHICTPATOp CKIIAAA€E CIIUCOK
MAC angpec MepexkeBUX KapT KIEHTIB. Y pas3l Jekiabkox AP HeoOximaHo
nependaunt, mod6 MAC anpeca Kii€eHTa ICHyBajJla Ha BCiX, 10O BiH Mir
Oe3nepelkoHO Tepemilmarucs MK Humd. [lpore 1ei merox myxe JIETKO
MEPEMOTTH, TaK 10 MOOJUHII HOTO BUKOPUCTOBYBATH HE PEKOMEHIYETHCS.

2. SSID (Network ID) — BHKOPHUCTOBYBaHHS CHCTEMH MEPEXKEBUX
inmeHTudikaropis. [lpu crpobi kimieHTa miaKIOUYUTUCS 10 AP Ha HBOrO TIEepenaeThes
CEMHU3HAYHMI asn(aBITHO-UU(PPOBUI KOJ; BUKOPUCTOBYIOUM MITKY SSID MoxHa
OyTu yHeBHEHHUM, 1110 O MEPEXki 3MOXKYTh ITiJ'€IHATUCS TIIbKU KJIIEHTH, IO 3HAIOTh
HOTO0.

3. Firewall: moctyn 10 Mepexxi MOBHUHEH 31HCHIOBaTHCS 3a Aonomororo [PSec,
secure shell abo VPN, 6pannmMayep nmoBuHeH OyTH HaJalITOBaHUM HA poOOTY came 3
IIUMHU MEPEIKEBUMU 3'€ THAHHIMHU

4. AccessPoint — Touky moctymy Tpeba HacTtporoBath Ha (uibTpaniro MAC
ajzipec, KpiMo Toro, Gi3MYHO caM MPUCTPi HEOOXITHO 130F0BATH BiJl OTOUYIOUYHX.

PekoMeHayeThCsl TakoK KOH(IrypyBaTH Kpamky Tulbku 1o  telnet,

BIJIKITFOUMBIITN MOXJIUBICTh KOH(DIrypariii uepes opaysep abo SNMP.

2.1.1 HanamryBsanus ¢ginstpanii MAC-aapec

OnuH 13 cnoco0iB 0OOMEXEHHSI TOCTYIy B O€3MpOBIAHY MEPEXY — BU3HAUUTU
MIPUCTPOSIM Pi3HUM PiBEHH MPUBLIEIB TOCTYITy B MepexKy. JlJist IbOTO 3aCTOCOBYETHCS
¢binsTpanis MAC-aapec.

Oinprpaiis MAC-aapec 103BoJIsE 3a4aTH TIEPETIK IPUCTPOIB, 110 Ma€E JO3B1I
Ha 3'€HaHHA 3 OE3MPOBIMHOI0 Mepexkero, 3a jgonomoror ix MAC-aapec. ITlpu
KOXHIN cripo0Oi1 Oe3MpoBIIHOrO KJIi€HTa BCTAHOBUTH 3'€JHAHHSI a00 acoIliFOBATHUCS 3
TOYKOIO JOCTyMy BiH TOBWMHEH mepenatu cBoro MAC-aapecy. ko BkiIrOYeHa

dbyukiis puteTparii 3a MAC-aapecam, To 0e3MpOBIIHUNA MapHIpyTH3aTOp a0 TOYKa
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noctyny BukoHae momyk MAC-agpeca IIbOTO MPUCTPOIO 3a CBOIM 3a3dajieTizib
3a7aHUM criuckoM. JI03BUT Ha 3'€THAHHS OTPUMAIOTH JiMIIe Ti npuctpoi, uni MAC-
azpecu Oynu 3a3/ajeriap Mnponucadi B 06a31 gaHux mapuipytuzaropa. Sxkmo MAC-
ajipeca He 3HaijeHa B 0a3l JaHWX, MPUCTPOIO Oyjae BiAMOBIECHO Y BCTaHOBJICHHI
3'erHaHHs 200 B IOCTYII B OC3MPOBIAHY Mepexy. (puc. 2.3)

Takuii Tunm 3abe3neueHHs Oe3meku Mae Jeski Henoiiku. Hampuknaa, BiH
nepenbavae, mo MAC-aapecu BCiX MPHUCTPOiB, AKUM Ma€ OyTH HaAaHUN JOCTYI B
MEpexy, BKIIOYEHI B 0a3y JaHMX J0 TOro, sk Oyae BUKOHaHa crpoda 3'€JHAHHS.
[Ipuctpiii, He po3mi3HaHUN 1O 0a3i JaHUX, HE 3MOXKEe BHKOHATH 3'enHaHHs. [Ipu
IIOMY 3JIOMIIUK MOX€ CTBOPUTH KJIOH MAC-aapecu NpUCTporo, 110 Mae JOCTyI B

MEPEXKY.

®inbTpauia MAC-agpec

Crmcok hunetpoe MAC-agpecos

Beegure MAC-agpec B aTOM (hOPMETE KON

I Crnucor MAC-agpecon GecnpoaogHsn KNHEHTOR ]
MAC-appac 1-20 P

MAC 01 00035 F5T-0162 MAC 11

10-8A-41-2E-AD-75

MALC 02: 45-E3-31-B1-5C-22 MAC 12:
hALC 02 AL 13:

Pucynok 2.3 ®inbrpariiss MAC-aapec

2.1.2 3mina 3navenns SSID (3agaHoro 3a 3aMOBYyBaAHHSIM)

Bci  xomm'torepuw, miAKIIOYEHI 0 OE3MpOBIMHOT  MEpeki, TOBHHHI
BukopuctoByBaty ii SSID. 3a 3aMoBuYyBaHHSIM, O€3MPOBIAHI MapIIPYTU3ATOPH 1
TOYKH JIOCTYITy pO3CHIaloTh ineHTudikaropu SSID Bcim xomm'roTepaM B Mexax i
oe3mpoBigHOi Mepexi. SAkmo ¢yHkis po3cwiku SSID akTBOBaHA, TO OYyab-SIKUI
O€3MPOBIAHUIN KIIIEHT 3MOXKE BUSBUTH MEPEXKY 1 MIIKIIOUUTUCA 0 HEi, SIKIO0 HE

HaJIarojKeH1 1HII1 (pyHKIIT 3a0e3neueHHs Oe3MneKu.
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B sxocti 6a30B0i MipuM 3aXHCTy HACTIHHO PEKOMEHAYETbCS 3MIHUTH
HaJIAIITyBaHHs, 3a/1aHi 32 3aMOBYYBaHHSAM. be3mpoBiqHI IPUCTPOT MOCTaBIAIOTHCS 13
3azpaieriap HajgaromkeHuMu SSID, maponsmu 1 IP-agpecamu. BuxopucroByroun
HAJAIITYBaHHS 3a 3aMOBYYBAHHSM, 3JIOBMHCHUK 3MOXE JIETKO 11eHTH(]IKYBaTH
MepeXy 1 JICTaTH AOCTYII.

HagiTs sixiio Binkmodena poscuika SSID, icHye BipOTigHICTh MPOHUKHEHHS B
MEpPEeXKy, SKIO 3JTOBMHUCHUKOBI cTaB Bimomuii SSID, 3amanuii 3a 3aMOBUYBaHHSM.
Sxuo He 3MIHUTH 1HIN HAJAIITYBaHHS 3a 3aMOBYYBaHHAM, a came mapoii 1 [P-
aJIpecH, TO 3JIOMITUKHA MOXXYTh IPOHUKHYTH B TOYKY JIOCTYITy 1 BHECTH 3MIiHH IO ii
koH(irypamii. OTxe, HalalITyBaHHSA, 3aJaHl 3a 3aMOBYYBaHHSM, MalOTh OyTH

3MIHEHI Ha O€3MEeYHIII 1 YHIKaIbHI.

2.1.3 BigkiaroueHHs po3cuiaku SSID

3a 3aMOBYYBaHHSIM TOYKa JOCTYMY MOBIIOMIISE 1IEHTU(]IKATOP MEPEXi BCIM
O€3MpPOBITHUM MPUCTPOSIM, IO 3HAXOTUTHCS B pajiyci ii aii. [Ipu ckanyBauHi edipy
O€3MpOBITHUN KITIEHT MOXE BHUABUTH TOUKy joctymy 1 i SSID, micnsi 4doro
MIIKJIIOUATACS JI0 HEi, HaJallTyBaBIIM HEOOXITHI MapameTpu. BiamoBigHO, HE
3Hatoun SSID-ToukuM AOCTYIy, MIIKIOYUTUCS 10 Hei Oyle CKIagHO Xoda 3a
JIOTIOMOTOFO CHEI1a1130BaHOI0 MPOrPaMHOTr0 3a0€3MEUCHHS 1€ MOMKJIUBO.

Oynkmiro poscuwiku SSID MokHa BiAKIOYaTH. SIKIO BOHA BIAKIIOYEHA, TO
BITOMOCTI TIPO JIOCTYIIHICTh MEPEXI BXK€ HE € 3araibHOAOCTYMHHUMH. Byb-skuit
KOMIT'IOTEp, 110 MIJAKIIOYAETHCS B MEpEXKY, MOBUHEH BUKOpHUCTOBYBaTH ii SSID.
[TpakTUYHO BC1 TOUKH JTOCTYIY JA03BOJIAIOTH BIAKIIOUUTH po3cuiky SSID. Jlns nporo
HEOOX1IHO 3aiTH B HAJIAIITYBAHHS ITPUCTPOIO 1 3SMIHUTH 3HAUEHHS TapaMeTPiB.

3anmyCTUBIIM YTUITY KOHQIrypalii TOYKH JOCTYIy, NEPEeUIITh Ha BKJIAAKY
Wireless (besnpoBigna mepexa). 11lo0 3a0oponHuTH TpaHCAIMi0 iaeHTH(IKATOpa
Mepexki, BuOepith 13 cnucky SSID Broadcast, mo poskpuBaersest (Tpancmsiis SSID)

sHaueHHs Disable (3a6oponuTn). (puc. 2.4).
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LINKSYS'

A Division of Cinco Systems, Inc

Formeas Ve 0900
Wireless-N Broadband Router  vmi 3008

WlfeIESS Access Applications &

Setup Wireless Security . 3 Administration Status
g y Restrictions Gaming

Basc Wreless Setings i | iess M4 |

Basic Wireless Settings

Network Mode Mixed v
Network Name (SSD Inksys
Radio Band Auto

VWide Channel Auto W
Standard Channet Auto W

SSO Broadcast

Save M ttings Cancel \'hanges

[nsa SSID
wupokosewartensHoro SSID
3a[8HbI 3HAYEHUA NO
YMONYaH1Io

Pucynok 2.4 3nauenss tpancisiii SSID 3a 3aMOBUyBaHHAM

L1 3mMiHM caMi IO c0O1 L€ HE TapaHTYyIOTh Oe3MneKu Balioi Mmepexi. Hanpukian,
SSID nepenatoThCsi BIIKPUTHUM TEKCTOM. AJie CbOTOJIHI € MPUCTPI JIJIsl IEPEXOITICHHS
O€3MpPOBITHUX CUTHAIIB 1 YUTAHHS MOBIJIOMJICHb, CKJIAJCHUX BIIKPUTUM TEKCTOM.
Hagith sxmo ¢ynkmis poscunku SSID BigkIrodeHa 1 3HAYCHHS 32 3aMOBUYBaHHSIM
3MIHEHI, 3JIOMIIMKH MOXYTh B3HATH IM'st OE3MPOBIAHOI MEpEekXi 3a JIOTIOMOTOIO
CHeliabHUX MpUCTPOiB. BukopucroByrounm 110 iH(pOpMaIlo, BOHU 3MOXKYTh
MIIKIIOUATACS 0 Mepexi. ToMy st 3a0esneueHHs Oesneku O0e3mpoBiIHOI
nokanbHOi Mepexi (WLAN) ciig BHKOPHCTOBYBAaTHM KOMOIHAIIO 3 JIEKUIBKOX

METO/I1B 3aXHUCTY.
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2.2 Kpunrorpagiuyauii mexanizm WEP

B 06e3apoToBHX Mepekax 3acTOCOBYIOThCS KpunTorpadiudi 3acoOu s
3a0e3neyeHHs] IUTCHOCTI 1 KoHbiaeHMiHOCTI 1H(opManii. OgHaK MOMHIKH
MPU3BOJSTH 10 MOPYILIEHHSI KOMYHIKalllii, BAHUKHEHHIO 3arp0o3Ud KPUITO3aXHCTY 1
SIK HaCTII0K, - BAKOPUCTaHH1 1H(pOpMaIii 3T0BMHUCHUKAMH.

WEP — ne xpunrtorpadiuyHuii MexaHi3M, CTBOPEHUN Il OE3MEKH MEpek
cranaapty 802.11. Ileit mexaHi3M po3poOJieHUN 3 €IMHUM CTATUYHHM KIIIOUEM,
SKUU 3aCTOCOBYETHCS BCIMa KOPHCTyBauaMH. YTPABIAIOYHMI JOCTYI 10 KIIOYIB,
yacTa iX 3MiHa 1 3HaXO/PKCHHS MOPYIICHb MPAKTUYHO HEMOXJIUBI. JlOCTimKeHHs
WEP — mudpyBaHHs BUSBUIIO BPA3JIMBI MICLA, 3 SKUX aTaKyIOUHU MOKE MOBHICTIO
BCTAHOBUTH KJIIOY TICJISI 3aXOIUICHHS MIHIMaJIbHOTO MepexkeHoro Ttpadiky. B
Internet € 3acobu, siki MO3BOJSIOTH 3IOBMUCHUKY BCTAHOBUTH KJIIOY Ha MPOTS3i
KUIbKOX To/iuH. ToMy Ha WEP He MokHa MOKIIaaTUCh SIK Ha 3aci0 ayTeHTU(IKaIiil
KoH(pimeHLiiHOCTI B 0e3ApoTOBI  Mepexil. BukopucroByBaTH  oOmHcaHi
KpunrorpadiuHi MeXaHI3MHM Kpalle, HDK HE BUKOPHCTOBYBATH HIAKUX, ajie 3
ypaxyBaHHSIM BIJJOMO1 BPa3JIMBOCTI HEOOXIJHI 1HII METOJM 3aXUCTy BiJ aTtak. Yci
0e3pOoTOB1 KOMYHIKAI[IITHI MEpeX1 MiAMaIal0Th aTakaM MPOCIyXOBYBaHHS B MEPioJl
KOHTaKTy ( BCTAHOBJICHHS 3 €HAHHS, CECii 3B S3Ky 1 3aBEpIICHHs 3’€IHAHHA ).
Cama mpupojsia 06e3ApOoTOBOIO 3’€IHAHHS HE JI03BOJISIE IOTO KOHTPOJIOBATH 1 TOMY
BOHO IOTPeOy€e 3aXHMCTy. YNPABIIHHSA KIIOYEM, SK MPABHIIO BUKJIUKAE JOJATKOBI
npoOJeMHu, KOJU 3aCTOCOBYETHCS NIPU POYMIHTY 1 Yy BHIAJKYy 3arajbHOro
KOPHUCTYBaHHS BITKPUTOIO MEPEXKEIO.

[loBHy aHOHIMHICTH, aTaku 3abe3neuye Oe3aporoBuid noctym. bes
BI/IMOBITHOTO OOJIaIHAHHS B MEPEXKi, 110 J03BOJISE BUSBUTH MICLIE3HAXOKCHHS,
aTaKylouuid MOXe JIETKO 30eperTd aHOHIMHICTh 1 XOBAaTHCh J€ 3aBrOJHO Ha
TepUTOPii Al 6e31pOoTOBOT Mepexi. B Takomy BUTaKy MOT0 BaXKKO 3HANTH.

B Henmanekomy MailOyTHbOMY MPOTHO3YETHCSI TMOTIPIICHHS pPO3Mi3HABAHHS

atak B Internet wepe3 ImHMpOKe pO3MOBCIOMKEHHS AaHOHIMHUX BXOJIB 4epes
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HeOe3MMeYHl TOUYKH JOCTYITy. Bike iCHyI0Th 0araTo caiTiB, Je MyOIiKyIOThCS CITUCKH
TaKUX TOYOK, SIKI MO>KHA BUKOPHCTATH 3 METOIO BTOPTrHEHHS. BaknBo BiAMITHTH,
0 OUIBIIICTh 3JIOBMHCHHKIB BHBUYAIOTh MEpEXKI HE JUIA aTaK Ha iX BHYTPIIIHI
pecypcu, a MAjig OTpUMaHHS O€3IUIaTHOTO AaHOHIMHOrO Joctymy B Internet,
NMPUKPUBAIOYHCH SKUM BOHHU aTaKyIOTh 1HIII Mepexi. SIKIIo omeparopu 3B’sI3Ky HE
OpuiiMaOTh Mip 1O 3aXHMCTy BiJ TaKUX HamaAiB, BOHM TOBUHHI HECTH
BIJIMOBIAANBHICTh 32 BTPATH, MPUYMHEH! IHIIUM MEpekaM MpPU BHUKOPUCTAHHI iX

noctyny a0 Internet.

2.3 Di3uYHUNi 3aXUCT

[Ilogo ¢i3MYHOTO 3aXUCTy — CIOIM HAJIECKUTHh BUKOPUCTAHHS HEBEIMKUX 1
MEePEHOCHUX MPUCTPOIB Oe3poroBoro aAoctymny no mepexi ( KIIK, noytOyku ), sik
TOYKHU NOCTyIy. Kpamikka Takux MPUCTPOIiB B 0araTb0X BUITAIKAX MPUBOIUTH 10
TOTO, IO 3JIOBMUCHUK MOJKE TIOTPAITUTH JI0 MEPEKi HE BUKOPUCTOBYIOUN CKJIATHUX
aTak, Tak sIK OCHOBH1 MexaHI3mMu ayTeHTu®ikaiii B ctanaapti 802.11 po3paxoBani
Ha peecTparlito came (Pi3MYHOro anapaTHOrO MPUCTPOI0, a HE OOJIIKOBOIO 3amucy
KOpUCTyBada. ToMy BTpaTa OJIHOTO MeEpexeHOro iHTepdeicy 1 HecBoedYacHe
OTIOBIIICHHS aJIMIHICTpAaTOpa MOKE MPU3BECTH JI0 TOTO, 110 3JIOBMUCHUK OTPUMAE
JOCTYT 10 MepexkKi 0€3 0COOIMBUX TPOOIIEM.

Jlamo gopMyTroBaHHS BU3HAYEHHSIM, 110 CTOCYIOTHCSI TEMU MOTO JIUILIIOMY.

AytenTudikailisi: BHU3HAYEHHs Jpkepena 1HQopMalii, TOOTO KIHIEBOIO
KOPUCTYBada 4d MPUCTPOI0 ( HEHTPAIHHOTO KOMIT'IOTEpa, CepBepa, KOMyTaTopa,
MapupyTH30TOpa TOUIO ).

KondineHmiitHicty naHux: 3a0e3meueHHs AOCTYIy JaHUX TUIbKU JJIs OCiO,
K1 MalOTh MPABO Ha JOCTYM JI0 IIUX JaHUX.

[udpyBanus: MeToa 3MiHU 1H(GOpPMAILIIT TAKUM YUHOM, 1110 IPOYUTATH i HE

MOX€e HIXTO, KpIM aJpecaTy, sSIkuil MOBUHEH ii po3mudpyBaTH.
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Kirou: tmdpoBuii xon, KUl MOK€ BUKOPHUCTOBYBATUCH AJis MIU(GPYBAHHA 1
posmudpyBaHHs iHPOpMAIii, a TAKOX JUIS i1 MIIUCY.

[udp: Oynb-saxuit MeTo 1 MUPpyBaHHS JaHUX.

[{udposuii miammc: MOCHIIOBHICTh OIT, MO JOMAETHCA O TMOBITOMJICHHS 1

3abe3reuye ayTeHTU(IKAIIIO 1 IIJIICHICTh JaHUX.

2.4 3HMKeHHS NMOTYKHOCTI NepexaBavya

Sk BiIOMO, KOXKEH O€3MpOBIIHUI TPUCTPIN Tepenae gaHl 3a JIOMOMOIOIO
npuiiMaya 1 rnepejaBaya pajaioXBuwib. Bil MOTY>KHOCTI Tiepe/iaBayda 3ajeKUTh pajilyc
0e3mpoBITHOI MEpexKi, a BiJl YyTJIMBOCTI MpHUiiMaya — SIKICTh CIIPUMHSTTSI CUTHAIY.
OCKUTBKH PaJilOXBHIII — Pid HEKOHTPOJIbOBAHA 1 HIKOJIM HE MOKHA NEpen0ayduTH,
XTO MOKE iX MPUHAMATH, HEITOTaHUM BapiaHTOM 3aXUCTy MEPEXKI € MiI01p MOTYKHOCTI
nepenaBaya JOCTaTHHOI I MOKPUTTS BCi€l pamiomepexi. [Ipu oMy BU BifcikaeTe
HEJOOPO3UWIMBIIB, SKI MOXYTh MPUEAHATHCS A0 Ballloi MEpeXi, 3HAXOMSUUCH,
HaIlpUKJIaJ, 3a CTIHKOK CYCIIHbOIO OyJIMHKY a00 B MallMHI Ha CTOSHIIL,
po3TaIioBaHii mopsija 3 odicom.

[HI1a epeBara Takoro MiANPUEMCTBA — €KOHOMISI €HEPrli, 1110 BaXXJIMBO JJIS
MEPEHOCHUX KOMITIOTEpiB 1 MpUCTpoiB. 1100 BUOpaTu piBeHb MOTYKHOCTI CUTHAIY,
3aIyCTUTE YTHIITY KOH(ITYypallii TOYKH JAOCTYIy 1 MepeliTh B 11 BIKHI Ha BKJIAJIKY
Wireless (besmpoBinHa wmepexka). 3BepHiITh yBary Ha mnapamerp Tx Power
(IToTyxHicTh CcHUTHaNY), SKOMY MOXXHA TPUBJIACHUTA HAcTymHi 3HadeHHs: Full
(IToBna nmotyxHicts), Half (IlonoBuna noryxxuocti), Quarter (UBepTh MOTY>KHOCT1),
Eighth (Bocsma wactuna moty»xHocTi) a0o Min (MiniManbHa OTYXHICTh). Bigpasy
BCTAQHOBJIIOBATH JIy’K€ HU3bKY IMOTY>KHICTh HE BapTO, OCKUJIBKA TaK MOJXKHA
«o0pyOaTu» 3B'SI30K 3 JCSIKUMH BIIJAJICHUMH KOMII'FOTepaMu. 3MEHITyBaTH
NOTYKHICTh MOTPIOHO mMocTynoBo. He ciiag BCTaHOBIIOBATH MOTY)KHICTh, SIKA €
MOPOTOBOIO NI POOOTH TPHUCTPOIO, OCKUTBKA B TEBHHUX yMOBaxX CHUTHAT MOXE

0CJIa0iTH, 1110 IPUBEE /10 BIIKIFOUCHHS JEIKUX BlIIaICHUX KOMIT'TOTEPIB.
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2.5 CTek MpOTOKOJIIB i IX KOPOTKA XapaKTePUCTHKA

Tema Oesreku O0€3APOTOBUX MEPEXK SK 1 paHillle 3aJMIIAETHCS aKTyalbHOIO,
X04a BXX€ JOCTAaTHRO JABHO ICHYIOTHh HaJiiHI ( HA JAaHWK MOMEHT ) METOJIH 3aXUCTY
nux Mepexx. Moaa iinie mpo texnosorii WPA ( Wi-Fi Protected Access ).

Texnomoriss WPA, mpu3HadeHa TUMYacoBO ( B OUYIKYBaHHI IEPEXOAy 0
802.111) 3akputu HeAoiku monepeaHroi TexHomorii WEP 1 ckimamaeThest 3 KUTbKOX
KOMITOHEHTIB:

o npotokosn 802.1x — yHIBepcaldbHHIM NPOTOKON sl ayTeHTU(ikalli,
aBTopu3alii 1 00Ky (AAA );

o npotokos EAP — po3mmproemuii mporokon ayrentudikamii ( Extensible
Autentification Protocol);

o npotoko1 TKIP — mpoTokos 4acoBoi 1iIICHOCTI KIIOYiB, 1HIIUNA BapiaHT
nepeKay — MpoTOKOMI HUTiICHOCTI KitouiB B "aci (Temporal Key Integrity Protocol);

o MIC - kpunrorpadiyHa mnepeBipka uuIicHOCTI nakeriB (Message
Integrity Code);

o npotokoi RADIUS.

3a mmdpyBanHs ganux y WPA BignoBimae mporokon TKIP, sxuit
BUKOPHUCTOBYE TOM ke anroput™ mudpysansas — RC4, mo 1 B WEP, ane Ha BiiMiHy
BIJl HBOI'O BUKOPUCTOBYE TUHAMIYHI KJtoul ( TOOTO KItoul yacTo MiHstoThes ). TKIP
BUKOPHUCTOBYE Kpunrorpadiuny koHTpodbHy cymy (MIC) ans migTBepIkeHHS
[IJTICHOCTI aKETIB.

RADIUS - mporokon mpu3HadeHHWid isi poOOTH B Tapi 3 CEpBEPOM
ayTeHTH(]iKallii, B AKoCcTl skoro 3BuuaiiHo BucTynae RADIUS — cepsep. B upomy
BUINAJKY 0€3/IpOTOBI TOUKHU AOCTYIY MPALIOIOTh B enterprise — pekumi.

Sxmo B wmepexi BincytHii RADIUS — cepBep, TO poib cepBepa
ayTeHTH(iKallll BUKOHy€ caMa TOYKa JOCTyIy — Tak 3BaHuid pexxum WPA-PSK (

3araJIbHUN KJII04 ). B 1bOMy peKuMi B HACTPOMKaX YCIX TOYOK JIOCTYITYy TIOTIEPEIHBO
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NPOMHUCYEThCA 3arajbHUM K04, BiH ke mpomucyeTbcs 1 Ha KIEHTCHKHUX
0e31pOoTOBUX TPHUCTPOSX. Takuii METONM 3aXHUCTy JOCTATHHO HATiWHUI ( BIJHOCHO
WEP ), ane nocuth He3pyuHU# 3 TOUKHU 30py ynpasiiHHsA. PSK - kimou HeoOXigHO
NPOMKUCYBAaTH Ha BCIX OE3APOTOBUX MPUCTPOSX, KOPHCTYBaul SIKUX HOrO MOXYTh
O0auntu. I[lpu HEOOXiAHOCTI 3a0JIOKYBAaTH JOCTYH 10 MEPEXi SIKOMYCh KIIIEHTY
notpiOHO 3aHOBO mpomucyBatu HOBUM PSK Ha Bcix mpuctposix mepexi. IHakiie
Kaxyuu, pexxum WPA-PSK miaxomuTs Ans AOMAIIHbOT MEpexi 1, MOXIJIHBO, TS
HEBEJIMKOTO0 o(icy, aje He OUIbIIIe.

Texnomnoris WPA BukopucToByBaiacsi TAMYACOBO JI0 BBOJIY B Jif0 CTaHAApPTy
802.111. YacTrHa BUPOOHUKIB 10 ODIIIHOTO MIPUMHATTS IILOTO CTAHAAPTY BBEIU Y
BUKOPHUCTaHHS TexHoJoriio WPA2, B sikiil B Tiil UM 1HIINA MIpi BUKOPUCTOBYIOTHCS
texHosorii 3 802.111. Bukopucranus nporokoiry CCMP 3amicte TKIP B sikocTi
aNropuTMy IMM(QPYBaHHS TaM BUKOPUCTOBYETbCA YAOCKOHAJIEHUH CTaHAAPT
mmdpyBanHs AES ( Advanced Encryption Standard ). A ngns ynpaBimiHHA 1
PO3MOJILTY KJIIOUIB SIK 1 paHiiie mpoTokoa 802.1x.

Sk Bxke Oyno ckazano, mpoTokod 802.1x Moke BUKOHYBATH Kilbka QyHKITH. B
MO€EMY BUNAAKY HAC IIKaBIATh (PYHKIIT ayTeHTH(IKaLli KOpUCTyBaya 1 PO3MOILTY
kiouiB mm@pyBanHsa. CiiJl BIAMITUTH, 10 ayTeHTU(IKAIlisl BUKOHYEThCS HA PIiBHI
nopra”, - TOOTO JOKM KOPHUCTyBad He OyJe ayTeHTH(DIKOBaHMIA, WOMY J103BOJICHO
BINIPABIIATA/IPUAMATH  TAKETH, 110 CTOCYIOThCSl TUIBKM TpOLIECy  HOro
ayrentudikamii ( oOmiKy maHuX ) 1 He Ouibime. | TUIBKM MICHA yCHINIHOI
ayTeHTu(IKalii TopT npucTporo ( OyAb TO TOUKA JOCTYIY UM pO3yMHUI KOMYTaTOp )
OyJie BIIKPUTHH 1 KOPUCTYBAd OTPUMAE JTOCTYII IO PECYpPCiB MEPEXKI.

Oynkuii ayTeHTH}IKaLI] TOKIaaaThes Ha mpoTtokosl EAP, skuit cam mo cobi
€ JIMILE KapKacoM JJisi MeTOAIB ayTeHTu(ikaii. Best mepeBara mpoTokoiry B TOMY,
110 HOro JOCUTH MPOCTO peaii3yBaTu Ha ayTeHTUdikaTopi ( TOYL AOCTYIY ), TaK K
il He mnoTpiOHO 3HATH HISKUX CHEeUU(pIYHUX OCOOJMBOCTEN pIZHUX METOIIB

ayTeHTH(diKaiii. AyTeHTU(PIKATOP CIIyKUTh IEPEAATOYHUM JAHITFOTOM M1k KJIIEHTOM
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1 cepBepom ayrteHTH]ikarii. CamMux MeTOAIB ayTeHTU(IKallli ICHye IOCTaTHBO
Oararo:
o EAP-SIM, EAP-AKA — BukopucrtoByerbcs B Mepexax GSM

MOOLIBHOTO 3B’SI3KY;

° LEAP — nponipeopetapuuiit MeTo Bija Sisco systems;
o EAP-MDS5 — npocrimmuit meton, ananoriaanii CHAP ( He cTitikwmii );
o EAP-MSCHAP V2 — meton aytentuikaiiii Ha OCHOBI JIOT1H — Mapost

KOpHUCTyBada B MS — Mepexax;

o EAP-TLS — ayrenTtudikaiiist Ha 0CHOBI TU(POBUX CEPTUDIKATIB;

o EAP-SecurelD — MeTo Ha OCHOBI OTHOKPATHUX MapOJIiB.

Kpim mepepaxoBaHux ciijfi BIAMITUTA HaAcTyrmHi aBa meroau, EAP-TTLS i
EAP-PEAP. Ha BinmMiHy Bij momepenHix, Il JABa METOAW Tepel 0e3mocepeaHboro
ayTeHTU(IKAII€I0 KOPUCTYBaya CIIOYaTKy yTBOPIOIOTh TLS — TyHENmb Mk KITIEHTOM 1
cepBepoM ayTeHTHU(iKalii. A BKe BCEpPEAMHI IIbOIO TYHENS 3IIHMCHIOETHCS cama
ayTeHTHU(iKallisl, 3 BAKOPUCTaHHAM sik cTanaaptHoro EAP ( MDS, TLS ), uu crapux
He — EAP meronis ( PAP, CHAP, MS-CHAP, MS-CHAP v2 ), octanHi mpaIitorTh
Tibku 3 EAP-TTLS ( PEAP BukopuctoByeThes TUIbKM cymicHO 3 EAP metomamu ).
[TonepeaHe TyHenmOBaHHS MIABUILY€E Oe3MeKy ayTeHTU(]IKalli, 3aXUIIal0YM BiJl aTaK
tuny “man-in-middle”, “session hihacking” yu ataku 1Mo CIOBHUKY.

Ha pucynky 2.5 moxkazana ctpyktypa EAP kanpa. [Iporokon PPP 3acBituBcs
TaM TOMy, 10 3 camoro nodatky EAP mnmanyBaBcst 10 BukopuctanHs noBepx PPP
TyHeJel. AJle TaK sSIK BUKOPUCTAHHS LIbOI'O IPOTOKOJY TUIBKU Ui ayTeHTU]IKaIiT 1O
JIOKaJIbHIA Mepexi — 3aiiBa 30uTKOBICTh, EAP — TOBiIOMJIEHHS YNaKOBYIOTHCS B
,EAP over LAN” (EAPOL) maketn, siki 1 BHKOPHUCTOBYIOTHCS JJIsI OOMIHY

1H(hOpMALIIEI0 MIXK KITIEHTOM 1 ayTEHTU(PIKaTOPOM ( TOUKOIO JOCTYMY ).
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Pucynok 2.5 Ctpykrypa EAP xanpa

How 802.1X works
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s RADIUS
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Pucynok 2.6 802.1 B mii
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2.6 Bapiant 3acrocyBaHHsi ayTeHTH(ikaumii B 0e3MPOBOJOBHUX

KOMII’IOTEPHUX MepeKax

Cxema ayTeHTH}IKAIIT CKIAAAETHCS 3 TPHOX KOMIIOHCHTIB:

Supplicant — codt, 3anyiieHuil Ha KIIEHTCHKINA MAIllMHI, KU HaMaraeTbCs
HAKIIOYUTHCH 0 MEPEXKI;

Autentificator — By30a moctymy, ayteHTH(ikaTop ( O€3MpoBOIOBa TOYKA
JOCTYITY YU MPOBIAHUI KOMYTATOP 3 MATPUMKOIO MpoTokory 802.1x );

Autentification Server — cepBep ayrenTudikaunii ( 3su4aitHo ne RADIUS —
cepsep ).

Cam nporiec ayreHTrdiKallii CKIIaIa€ThCs 3 HACTYITHUX CTaJlIi:

KiieHT Moe BianpaBuTu 3anuT Ha ayreHTUdikauiro ( EAP-start message) B
HAIPSIMKY TOYKH JIOCTYTLY.

Touka moctyny (ayTeHTU(IKATOp) y BIAMOBIAb MOCUIAE KIIEHTY 3allUT Ha
inentudikamito kimienta (EAP-request/identity message). AyTteHTudikarop Moxe
Bimicimatu EAP-request camocTiiiHO, SKIO MOOQYMTh, MO SKUW-HEOYIb 3 HOTO
MOPTIB MEPEUIIOB B aKTUBHUH CTaH.

Knient y Binnmosiae nocunae EAP-response packet 3 HEOOXiTHUMH JTaHUMH,
AK1 Touka goctymny (ayreHtudikatop) nepenampanisie B 6ik RADIUS — cepepa
(cepBepa ayTeHTH}IKALIT ).

CepBep aytentudikarilii nocunae ayrentudikaropy challenge-maker (3amur
1H(pOopMaIlii PO CIPaBKHICTh KIIE€HTA ). AyTEHTU(DIKATOp MEepecuiiae HOTo KIIEHTY.

Jlami 3miCHIOETBCS TIpPOIleC B3ae€MHOI iAeHTH(IKaII cepBepa 1 KIEHTA.
KinbKicTh cTamiil mepecuiky MakeTiB TyAU-CIOAN BapirO€ B 3aJIEKHOCTI BiJ METOAA
EAP, ane s 6€31pOoTOBUX MEPEX MIAXOAUTH JuIle “‘strong” ayTeHTHdIKaIis 31
B3aeMHOIO ayTeHTudikamiero kimieHta 1 cepsepa ( EAP-TLS, EAP-TTLS, EAP-
PEAP ) 1 nonepenniM mudpyBaHHSM KaHaIly 3B’ SI3KY.

Ha mnactynniil cranii, cepBep ayTeHTU(]iKallli, OTPUMABIIM BiJ KII€HTA

HeoOx1aHy 1HpOopMaIIiro, 103BoJisi€e ( accept ) uu 3a0oponsie ( reject ) TOMy TOCTYII, 3
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MEPECUIIKOIO JTAHOTO TOBIIOMIJICHHS ayTeHTU(IKaTOpy. AyTeHTU(DIKATOP BIIKPUBAE
nopt mis Supplicant-a, sxmio 31 ctopoan RADIUS — cepBepa mpwuiinmia mo3uTHBHA
B1AMOBIK (accept ).

[TopT BiAKpHUBa€eTHCA, ayTEHTU(IKATOP MEPECUIA€ KIIIEHTY MOBIIOMIICHHS
PO YCIHIiIlIHE 3aBEPUICHHS MPOIIECY 1 KIIIEHT OTPUMYE JIOCTYTI B MEPEXKY.

[Ticas BiAKIIIOUEHHS KITI€HTA, MOPT Ha TOYI JOCTYITy 3HOBY MEPEXOAUTH Y
CTaH ,,3aKpUTO”.

Onucanuii nporec NpouUTIOCTPOBAHO HA PUCYHKY 2.7 ( OJIMH 3 HAMMPOCTIIIUX

metoniB EAP ):

1. Using Extensible Authentication Protocol 2. Access Point passes
(EAP) an end-user contacts a wireless access the request to the Radius
pomt and requests to be authenticated Server
Wireless
Access =

Point

RADIUS
(EAP) Request

g |

Pacew
End-l'sen" e__ T
Station Authentication

Server
(RADIUS)
4. Radius server anthenticates the end user 3. Radius Server challenges the end
and the access point allows traffic to pass user fora password and the end user
through to the wired infrastructure. responds with a password to the
RADIUS server

Pucynox 2.7 [Ipouec ayrentudikarrii

Sk BUAHO 3 pUCYHKA, JUIsl KOMYHIKalll MiXK KiieHToM ( supplicant ) 1 TOukor0
noctymy ( autentificator ) BukopuctoBytoThes naket EAPOL. [Ipotokon RADIUS
BUKOPUCTOBYETHCS JyUIsi 0OMiHY 1HOpMaIiero Mk Toukoro aoctymy 1 RADIUS-
cepBepoM. IIpu TpansutHii nepecuini iHGopmalii MK KIIEHTOM 1 CEpBEpPOM
ayrentudikamii maketu EAP mepeymnakoByroThCs 3 ogHOTO (popmaTa B 1HIIHMKN Ha

ayTeHTudIKaTopi.



48

[TepmoueproBa ayteHTU(IKAIlS 3AIHCHIOETECS HA OCHOBI 3araibHUX JTaHHUX,
Ipo sKi 3HAIOTh 1 KIIEHT, 1 cepBep ayTeHTHdikamii ( JOTiH-Mapoib, cepTudikat
TOIIO ) — Ha IIbOMY eTari renepyeThess Master Key. BukopucroByroun Master Key,
cepBep ayTeHTU(IKAIil 1 KIIEHT TeHEepYyITh NapHuUi Maicrep-kimrou ( Pairwise
Master Key ), skuii mnepegaeTbcs ayTeHTH(IKATOpPY 31 CTOPOHU CepBepa
ayrentudikamii. A Bxke Ha ocHOBI Pairwise Master Key 1 reHepyroTscsi BCl 1HIII
TUHAMIYHI K04, SKUM 1 3aKpuBaeTbcs TnepenaBaemuii Tpadik. HeoOximHo

BIIMITUTH, 1110 caMm Pairwise Master Key Texx nTuHaAMIYHO 3MIHIOETHCS.

2.7 lludposi ceprudikaru, Public Key Infrastructure (PKI)

Public Key Infrastructure ( PKI ) — ingpactpykrypa Biakputux kiatouis. PKI
3abe3reuye CTBOpeHHS IMdpoBHX cepTudikariB (Mo 3a3jajerigp 3aJaHuM
MpaBuUJiaM), YIIPaBJIIHHS HUMU, BUAa4a iX cy0’ekTam 1 BiAKIUK (aHyaoBaHHA). Kpim
toro, PKI 3a0e3neuye MOXIHMBICTh TEPEBIPKH BAMIJIHOCTI CEPTUQIKATIB.
[ndpacTpykrypa 6a3yerbest Ha KpunTorpadii 3 BIAKPUTUM KIIt0OUeM. A BOHA, B CBOIO
4yepry, Aa€ MOKJIMBICTb, MAIOYM HA PyKax MapH KJo4iB ( BIAKPUTUN 1 OCOOMCTHI ),
mudpyBaTy 1HPOPMAIIIIO OJHUM 3 ITUX KIIOUIB TaK, 100 po3mmdpyBaTu ii MOXHA
OyJI0 TUTBKH 1HIIIUM KITFOUYEM.

Hanpuknazn, 3amm@pyBaBmu iHQOpMaLil0 OCOOMCTHM KirodeM ( SKHM €
TITBKM y BJacCHUKAa 1 HIKOMY HE TMepeNaeThcsi ), il MOXKHa po3mudpyBaTu
BIIKPUTHM, 3arajlbHOJIOCTYITHUM KiIoueM ( 1€ Ha3UBAEThCS ACUMETPUIHHUM
mudpyBaHHsIM ). TUM caMUM 3aCBiTIY€ThCA, 10 1HPOpPMAIlis MPUUATIIIA caMe 0
BJIACHUKA 3aKPUTOTO KJIFOYA 1 H BT KOTO 1HIOTO. | HaBMmaku, MokHa 3amudpyBaTH
iH(poOpMaIliI0 BIAKPUTUM KIIIOUEM BJIACHHMKA 1 Bificiath ii oTpumyBauy. HaBiTb
SKIO XTOCh I10 JIOPO31 MEPEXOIUTH MTOBIIOMJICHHSI, BIH HE 3MOKE HOT0 MPOYUTATH,
TaK SIK HE BOJIOJII€ OCOOUCTHUM KJIFOUEM OTpHUMYyBaya.

JIisi mocBiAYEHHST OCOOM BJACHUKA BIAKPUTOTO KJI0YAa BHUKOPUCTOBYIOTH

mudpoBi ceprudikati, MmO TATHYTH 3a coboro Bcwo iHpactpykTypy PKI.
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CeptudikaTté CKJIaNalOTh TMEBHY 1H(OpMAIliIO, 10 JO3BOJSE OJHO3HAYHO
3aCBIMYUTH 0coOy BiacHuKa ( TO4YHINIE, WIATBEP/PKEHHS OCOOM BIIACHUKA
MPUXOJIUTH BIJl TPETHOT CTOPOHH ).

Koxen cy0’ext PKI ( Oyap-To 3BMYaiitHMII KOpUCTyBad, BeO-cepBep, 1HIIUMN
CepBEp UM MEPEKCHHUHM TMPHUCTPIA ) Mae ocoOucTuii ceptudikar ( UM KuJIbKa ), B
SKOMY MICTUThCA 1H(GOpPMAIIis, MO SKid HOro MOKHA OJHO3HAYHO 1IEHTH(]IKYBaTH 1
BIJIKDUTHIA KJTFOY BJIACHHKA.

Han Bcim 1M ctoith ceprudikamiinuii nentp, Certificate Autority ( CA ),
SAKUU miAnucye cepTudikati cyO’€KTIB, a TAKOXK MIATBEPIKYE BAIIIHICTh BUJAHUX
ceprudikariB TOOTO MOCBIAUYEHHS ocoOu BiacHuKa. CA HOBIpAIOTH yci CyO’€KTH
PKI, Tomy xopeneBuit ceprudikar (ceptudikat CA ) mae OyTH y CIHCKY JOBIpH
Bcix cy0’ekriB PKI.

[IpoanainizyBaBiy, s MOXY 3pOOUTH BHUCHOBOK, IO MPU MIAKIIOYEHHI 10
0e3qpOoTOBOI Mepexl MOXHa AayTeHTU(]IKyBaTH HE TIIbKM KOPHUCTyBaua, SKUAW
MIJKJII0YAEThCA, ajle W caM KIIEHT,IKUN MiAKIIOYAEThCSI MOXE 31 CBOET CTOPOHU
ayTeHTU(]IKyBaTU CcepBep, M0 SKOrO BiH MiJKIIOYAa€Thes. JlocTaTHRO BKazaTu
KIIIEHTCbKOMY CO(TYy mepeBipsATH cepTu(ikaT cepBepa (TOOTO cepTUdikar, SKHii
Bunaetbcsi RADIUS-cepBepoM B MOYaTKOBIM cTajli mpH MiJKIIOYEHH] KIIIEHTA).
TakuM 4YHMHOM, MOXXHA 3aXHUCTHTH ceOe BIiT ,,d9y’KMX~’ TOYOK JOCTYIMy, IO

MacCKyIOThCS i1 ,,CBOi .
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3. IH®OOPMAIIVHE 3ABE3IIEYEHHSI CUCTEMHU

3.1 IncTpymMeHTAIBbHI 32C00U JIs1 PO3PO0OKHU MPOrPaMHOro 3ade3neyeHHst

Jlnst  peamizamii  MPUKJIAIHOTO  MPOTPAMHOTO  3a0e3reueHHs  OyB
Bukopucranuii CodeGear RAD Studio 2010. BiH siBiileTbcsl MOBHUM PILIECHHS AJIs
IIBUIKOT PO3POOKH JT0JATKIB, IO BKIIOYAE BCE HEOOXITHE JIT CTBOPEHHS JTOJATKIB
Windows, .NET, nomatkiB 6a3 manmmx 1 BeO-momatkiB. I[Iporpamm Windows
PO3pOOIIAIOTECST 3a JOMOMOTOI0 BU3HAHUX IHTETPOBAHUX CEPENOBUIL PO3POOKHU
Delphi 2010 Tta C++ Builder 2010. Ile HalmBuammii cnocid CTBOPEHHS
BUCOKONPOAyKTHUBHUX mporpaM Windows. Delphi 1 C++ Builder BkitouaroTh
Bi3yaJIbHI KOHCTPYKTOPH 1 COTHI KOMIIOHEHTIB, IO J03BOJIAIOTh JIETKO CTBOPIOBATH
NOBHO(YHKIIOHANBHI 1HTEp(dElich KOpHCTyBada 1 yHIBEpCalbHI mporpamu 0a3
nanux. Delphi Prism ™ y ckimami RAD Studio 3a6e3nedye MOXKIUBICT PO3pOOKHU
st oiatopM. NET 1 Mono, a Takox Hajiae MATPUMKY HOBITHIX TexHosorid. NET
Framework 3.5, Bkmouaroun ASP.NET, WinForms, WPF 1 LINQ.

Takox Miii BuOip OyB 3ymMHEHUN HA I[bOMY MPOIYKTI MO Tid MPUYWHI, IO
ek BiH mpaimtoe Ha Windows 7 6e3 300iB. Croroani, Embarcadero oGcnyroBye
OUIbIlIe YUM TPU MUIBHOHHM TPHUKIAAHUX PO3poOOK 1 mpodeciiHux 0a3 gaHuX 3
IHCTpYMEHTaMH, 10 €, 1 MUKAII0YMMHU i 00'eqHanuMu. DipMOBI TOProBi MapKu
DatabaseGear ™ 1 CodeGear ™ i1 ixHi BUpoOHU 3'€IHYIOTh PO3pOOKY 1 3B'I3yBaHHS
0a3u JaHWX Y HOBOMY IUISAXY, IO JO3BOJISAE€ M, 30UIBIIUTH MPOTYKTUBHICTH 1
AKICTh, Kpalle aJanTyBaTUCA MPOTITOM OUIbII IIBHUJKOIO 4Yacy Ha PUHKY, 1 Jaii
BBO/JISITh HOBOBBEJICHHS, YCYBAIOUHN 3ayBXXEHHS MEHEKEPa, KOPUCTyBayYa.

Bin i#mmuBigyanpHUX TpojaBiiB mporpamHoro 3abesmneueHHs (ISVS) 1
po3pobmtoBauiB 10 DBAS, npoaykTu TakoX BUKOPUCTOBYIOTH MNpodecioHaan B
o0macTi po3poOoK 6a3 JaHUX MEHEIKMEHTY 1 BEIMKI KOMAaH/IU IMiANPUEMCTBA, 10
IpalolTh B 0IHOMY 3B's13yBaHHI. Embarcadero iHCTpyMEHTH BUKOPUCTOBYIOTHCS B
HalOUIBII BIANOBIJAIBHUX BEPTUKAIBHUX Taily3sX MPOMHCIOBOCTI B 29 KpaiHax i

90 kommanissmu kiacy tom 100.
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CmiBTOBapuCTBO KOMIaHii B IHTepHETy - Ouibllle YUM TpPHU MIUIBHOHH
NOTEHUIWHUX CIIOXHMBA4YIiB 1 OXOIUTIOE BCIO TUIaTQOpMy, Server, 1 HaBKOJUIIIHI
CEpellOBUIIlA PO3BUTKY, HAJAIOYM 3arajbHUN JOCTYN KIIIEHTIB JO BCECBITHBOL
HANOUIBIIIOI OCHOBH 3HAHHS AKOCTI BIIKPUBA€ BUXITHI 1 KOMEPIIHHI 1HCTPYMEHTH
porpamMHOro 3abe3neyeHHs, o0 oJlepKaTH IXHIO sSIKHAWKpallly BAKOHAHY poOOTY.

['paMOTHO 1 TEXHOJOTUYHO po3pobsieHuit web-site kommanii Embarcadero,
CBIIYUTH PO TIM, YOMY KJIIEHTH 3BEpPTAIOTHCA 3a IHCTPYMEHTaMH KOMIIaHii
Embarcadero moaHs. 3aBaHTa)XUBIIK OJIMH 13 MPOrPaMHUX 1HCTPYMEHTIB KOMITaHii
Embarcadero Bu Moxere mayxe MBUAKO JOCAITH HEOOXITHUX pE3YyJIbTATIB Yy
KOJICKTHUBHIHM po3p0o0iii MPOEKTIB.

Bzarami, kommanisi po3pooHuk CodeGear mocrtaBisie TBOP4Yi, 3 BHUCOKOIO
NPOAYKTHBHICTIO 1HCTPYMEHTH PO3BHUTKY ISl IIMPOKOTO CIEKTpa po3poOIitoBadiB
IpOrpaMHOro 3a0e3MEuUeHHs, BiJ OKPEeMHX I1HJMBIIYyMiB-pO3pOOIIOBaUiB 10
koMmaHa mignpuemctBa. CdopMoBaHMii 3 BUIAUIB BIJIOMOi  aMEPUKAHCHKO1
KoMmmaHii-po3pobimoBaua Borland, 1o Bimokpemunucs, d¢ipMa 3o0cepeausiacs
BUHSTKOBO Ha TEXHIYHOMY HOBOBBEACHHI 1 MIATPUMIN [Jisi PO3pOOIIOBaUiB
nporpamHoro 3abesnedyeHHsi, CodeGear mae Oulblie 4uM 25 POKIB JiAEpCTBa B
JAHUX TEXHOJIOTISX 1 3 Oimpie uyuM 3,2 MITbHOHAMU KOPHUCTYBauiB iXHIX
nmporpaMHuX BUPOOIB B ychomy cBiTi. Y nucronagy 2006, CodeGear cras
HE3aJIeXKHOI opraHizamiero B Mexax Borland Kopnopanii IIporpamuoro
3a0e3MeYeHHs - 3 OKPEMHUM KepyBaHHSIM, MPOJakaMH, MApPKETUHIOM 1 KOMaHJO0
pO3p0o0ITIOBAYIB.

CodeGear 3aBxau e Ha3yCcTpiu moTpedam po3poOIIIoBaviB B yChOMY CBITI -
YHUCIIO SIKUX 301IbMINTBCS 10 17 MinbiioHIB rnobanmsHo B 2011, BIAMOBIAHO 10
anamnizy Mixnapojnoi Koprniopartii lanux (International Data Corporation) CIIIA.

CodeGear po3poOMB 1 3amaTeHTyBaB TIEpIIe KOMEPIIHE CEpeIoBHUIIE
po3pooku gomatkie  (IDE), mo po3kpuBae BceOiuHI 3A10HOCTI KOMaHIU
po3po0itoBaviB, i1 €()EKTUBHOTO BUPOOHUIITBA MPOTPAMHOrO 3a0e3MedyeHHs 1

koMepIiianx mpoekTiB. CodeGear mpuBHECEHE 10 PUHKOBOTO MPOAYKTY MEpIIe
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gucte Java IDE, takox nmepmmii IDE mia C++, nepmmii J2EE-komminstop IDE,
nepie cepeaonuiie po3pooku IDE nns Linux, 1 Takox Oyia mepiior KOMIaHi€,
o 3abe3nevyBaia miaTpuMky mnociayr SOAP B IDE, moBi, 1 6i6mioTemi mig vac

0aratopa3zoBOro BUKOHAHHS MMOMYJIIPHUX MOB MPOrPaMyBaHHS.

3.2 Anroputm podoTH iHopMmaiiiiHOro 3a0e3neYeHHs] CHCTEMU

B naniif numuiomHiil poOOTI BUKOPHUCTOBYETHCS MpoOrpamMHe 3abe3nedeHHs
Hanucane Ha MoBl C++ 1 6a3a gaHuX BUKOHaHa B Access. 3’€/IHaHHS BUKOHAHO 3a
nonomororo  ADO  kommonenTiB, a came ADOConnection, ADOQuery,
ADODataSet. ADOConnection HaJIaIITOBYETHCS OJIUH Pa3 1 BUKOPUCTOBYETHCS IS
BCIX 1HIIUX KOMIOHEHTIB. ADOQuery BUKOPUCTOBYETHCS JJIS 3B’ SI3KY 3 TAOIHIISIMU
B 0a3l JaHuX, 4epe3 el KOMIIOHEHT mpaioroTh 3anutu Select, Insert, Update,
Delete. Komnonent ADODataSet Bukopucrano s BuBeACHHS 1H(opmalii B
TabnMIl Ha popMax MpoOrpaMu.

BiakpuBumm nporpaMmy, HepumM, 0 MOTPiIOHO 3aHECTH 1H(POPMALII0 PO
BIJUTIJIH 1 TIOCA/IH, K1 OYTyTh BUKOPUCTOBYBATHUCS B mojaibiioMy. [Ipu ycnimuomy
BHECEHI MEPEeXOJUMO Ha TOJIOBHY ¢opMmy, A€ BiOyBAa€ThCS 3aHECEHHS BCIX
MpAaIiBHUKIB, SKI TOCTyHaroTh Ha poOoTy. i1 KOpPEKTHOrO BHECEHHS aHUX
BHUBEJICTHCS TOBIIOMJICHHS, SIKIIO XOTh OJHE IoJie OyJe MmycTuMm, Iie 3ade3redye
LIUTICHICTBG 1 3aXUIIEHICTD JaHUX.

Takox, Oyno peanizoBaHO TONIIYK MO KJIOYOBUX ciioBax. lle 3abe3meuye
MPaBUJIBHICTG MEPETIIsTy JaHUX 1 MPUIIBUAIIYE iX Tomryk. Lle 3pydHo, Koau qaHux

Jy>ke 6araTo 1 molyk 3aiiMae 0araro dacy.

3.3 Peasizanisi 0CHOBHUX NPUHIUIIB 3a0e3Me4eHHs Oe3MeKn

3'ennanng 3 npuMipaukoM SQL Server

VY Bumagkax, KoM KOPUCTyBadeBl HEOOXITHUN AoCTyn j0 mpumipauka SQL
Server, aaMiHICTpaTOp TMOBMHEH HaJaTH 1LbOMY KOPUCTYBau€Bl KOPEKTHY

1H(opMalito 115 IepeBipKU aBTEHTUYHOCTI.
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L5 iHpOpMaIis 3a1eKUTh Bl 00paHOTO PEKUMY MEPEBIPKH aBTEHTUYHOCTI.
Y nmaHoMy poO3ALTI MOSICHIOETHCS, K CTBOPIOBATH iMEHA BXOIY JUIS KOPHUCTYBadiB
oreparifiHol CUCTEMH, sIKi Oy IyTh MIATPUMYBATH PEKHUM MEPEBIPKU aBTCHTHYHOCTI
Windows, 1 imeHa Bxogy SQL st mATPUMKH pEXUMY MEPEBIPKH aBTEHTHYHOCTI
SQL.

Hagaemo noctym kopuctyBauam i rpynam Windows

MoskHa [103BOJMTH KOPUCTyBadyaM OIEpAIliifHOi CHUCTEMH BCTAaHOBIIOBATH
3'ennanHsa 3 cepBepoM SQL Server 3a m0mMOMOror CTBOpPEHHS IMEHI BXOIY JUIS
KopucTyBadya abo rpynu Windows. 3a 3amoBuyBaHHAM, Aoctyn 1o SQL Server
HAJIaHO TUIHKW YJIEHAM JIOKaJIbHOI Irpynu aaMiHicTpaTopiB Windows Ta 00J11KOBOTO
3aIucy ciy»k0H, sKa 3amyckae ciyxou SQL.

[IpumiTka. IcHye MOXIJIMBICTh BUJIAJIWTU TpaBa Ha BIAJAICHUN TOCTYH [0
SQL Server 31 ciicKy npaB YiI€HIB TPYIU aJAMIHICTPATOPIB.

Hoctyn no npumipHuka SQL Server Mo)KHa HaJaTH, CTBOPUBIIMU 1IM'S. BXOAY
abo nuIxom Oe3nocepeaHbOro BBeAeHHs komana SQL, abo vepes iHTepdeiic SQL
Server Management Studio. Hactynuuii kon Hamae goctyn jao mpumipauka SQL
Server kopuctyBauesi fomeny Windows ADWORKS \ jlucas:

CREATE LOGIN [ADVWORKS \ jlucas] FROM WINDOWS;

[Tpumitka. SAkio ast CTBOpEHHs IMEH1 BXo1y BUKopucToBY€eThcst SQL Server
Management Studio, iHCTpyMEHT BUKOHY€ aHajoriyny iHcTpykiito T-SQL. Imena
Bxoay Windows 3a 3aMOBYYyBaHHSIM

Y mpoueci ycranoBkun SQL Server 2005 cTBOpIOIOTHCS 1MEHAa BXOIY

Windows, nepepaxoBani B Tadm. 3.1.

Tabmuis 3.1. Imena Bxony Windows 3a yMOBUaHHSM

Im’s Bxomy Windows Omnuc

BUILTIN\Administrators IM's  BXomy i JIOKaIbHOI  Ipynu

aJAMIHICTPaTOpPiB Ha  KOMITIOTEpax 3
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BCTaHOBJIEHUM npuMipHuKoM SQL Server.
Jns 3anmycky SQL Server 1ie iM's Bxoay He

000B'SI3KOBO.

<Servername>\SQLServer2005
MSFTEUserS<Servername>

SMSSQLSERVER

IM's BXxomy nnsi Tpymud KOpPUCTYBadiB
Windows SQLServer2005 MSFTEUser $
<Servername> $§ MSSQLSERVER. Unenn
1i€1 TPynu MarOTh HEOOX1AH1 MPHUBLIET, SKi
NPU3HAYAIOTbCSI HUM  SIK  OOJIKOBOTO
3aMKucy BXOJY B CHUCTEMY acOIlIHOBaHOTO
npumipHuka komnoHeHta SQL  Server
FullText Search. Ilei#t o0mikoBuii 3ammc
HEoOX1Ha JJIsl 3almycKy kommnoHenta SQL

Server 2005 Full Text Search.

<Servername>\SQLServer
2005MSSQLUserS$<Servername>
SMSSQLSERVER

IM's BXomy nns rpynu KOpPUCTYBadyiB
Windows SQLServer2005 MSSQLUser $
<Servername> $§ MSSQLSERVER. Unenn
L1€i TPyNU MarTh HEOOXI1IHI MPUBLIET, K1
MPU3HAYAIOTHCSI HUM  SIK  OOJIIKOBOTO
3alyiCy BXOJY B CHCTEMY acoOIiilOBaHOTO
npumipHuka komnonenta SQL Server. Lei
OOJIKOBMIA 3amyc HEOOX1JHA IS 3aIyCKy
SQL Server 2005, OCKUJIbKH € CITyKOOBOIO
obsikoBuM 3amucom st SQL Server y Tux
BUIMAJIKaX, KOJIN MIPUMIPHUK
HAJTAITOBAHUNA Ha BUKOPHUCTAHHS
JIOKAJIbHOT CIy»00BO1 OOJIIKOBOTO 3amucy

K CBOEI CIIy>k00BOi 00JIIKOBOTO 3aITUCYy.

<Servername>\SQLServer2005

NUms BXxoma [ TpymNmbl IOJb30BATENEH
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SQLAgentUserS$S<Servername> |SQLServer2005S5QLAgentUsers<

SMSSQLSERVER Servername>SMSSQLSERVER. UYneHsl
TOM  TPYIIBI HWMEIOT  HEOOXOJIUMBIC
MPUBWIIETHUH, KOTOPBHIE HA3HAYAKOTCSI WM
KaKk Y4YE€THOM 3alMCH BXOJa B CHUCTEMY
aCCOIMUPOBAHHOTO AK3EMILISPa
komnoHeHTta SQL Server Agent. Orta
y4eTHas 3amuch HeoOXoauMa I 3aIycKa

kommoHeHTa SQL Server 2005 Agent.

ITIpu migkmouenHi no SQL Server 2005 3 BUKOPUCTaHHAM IMEHI BXOIY
Windows, SQL Server mokiagaeTbcsi Ha NEPEBIPKY aBTEHTHUYHOCTI OMEpariitHoi
CUCTEMHU 1 NEPEBIPS€ TUIbKHU, YU Ma€e KopuctyBad Windows BiANOBIIHE 1M'S BXO1Y,
BU3HAUCHE B I[bOMY NpuUMipHUKY cepBepa SQL Server, abo uu HaNEXUTh 1€ 1M's
Bxoay rpyni Windows 3 BiANOBiAHUM iM'ssM BXxoay B 1meit exzemruissp SQL Server.
3'eqHaHHsA, 10 BHUKOPUCTOBYE 1M'ss Bxoay Windows, Ha3uWBa€ThCsA JOBIPUYUM
3'€IHAHHSIM.

llonepeocennsa. He BuKIIoueHa cuTyallis, pu sIKii KopuctyBay abo rpymna,
3ictaBieHi iMeHl Bxoay Windows, OyayTh BUIaNEH] 3 ONEpaliiHOoi cuctemMu 0e3
noBimomsienHss SQL Server. SQL Server 2005 He BUKOHy€ TEpeBIpKY IS TaKOi
CUTYallii, TOMY CJiJ IepioAnYHO niepeBipsaTH npuMipHuk SQL Server, mo0 BUSBUTH
IMEHa BXOJY, II0 BTPATHJIM 3B'S30K 3 KOopucTyBadamu. Lle erko MokHa BUKOHATH

3a IOTIOMOTOK0 CUCTEMHO1 30eperkeHoi nporeaypu sp_validatelogins.

3.4 Hagaemo nocryn imenam Bxoay SQL Server
VY pexumi niepeBipku aBTeHTHYHOCTI Windows 1 SQL Server Takoxk Mo)kKHa
cTBoptoBaty imMeHa Bxoxy SQL Server 1 kepyBatu HuMu. IIpu CTBOpEHHI 1MEHI

Bxomy SQL Server HeoOXiZTHO TOCTaBUTH ISl I[LOTO 1IMEHI BXOJYy MapoOJib.
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KopuctyBaui moBHHHI BKa3zyBaTH Mapojib MpH 3'€qHaHHI 3 mpuMipHuKoM SQL
Server. [Ipu crBopenHi imeHi Bxoay SQL Server MokHa 3a1atu JUisl HHOTO iM'st 6a3u
JAaHUX 1 MOBY 32 3aMOBYYBaHHSM. Y TOMY BUNAJKY, SIKIO MPOrpaMa BCTAHOBIIOE
s'emnanns 3 SQL Server, He BKa3yroun KOHTEKCT 1 MOBY 0asm manux, SQL Server
BUKOPUCTOBYE BJIACTUBOCTI 1BOrO 1MEHI BXOAYy [JIsi LbOro 3'€AHAHHS 3a
3aMOBYYBaHHSIM.

[Tpumitka. SQL Server 2005 BHKOPHCTOBYE camo3aBepsIomIiid ceptudikar
JUTsl M@pyBaHHS TAKETIB BXOAY, 00 3am00IrTd HECAaHKIIIOHOBAHOMY JOCTYITY 10
1H(popmarlii mpo BxiJ B cuctemy. OJIHaK MICHs TOTO SIK MPOIEC BXOy 3aBEPIIECHUH 1
M's BXOy miaTBepmkeHo, SQL Server nepecuiiae Bci HACTYyIHI MakeTu iHGopMaIii
B He3amudpoBaHOMY BHUIIAAl. SKmo HeoOXigHO 3a0e3meyuTd Oesneky 1
KOH(1IEHIIMHICTh KOMYHIKAIliil, MO’)KHa BUKOPHUCTOBYBATU JIBAa METOJU: MPOTOKO
Secure Sockets Layer (SSL) 1 mpoTtokou Internet Protocol Security (IPSec).

Hoctyn no npumipHuka SQL Server Mo)KHa HaJaTH, CTBOPUBIIMU 1IM'S. BXOAY
SQL Server abo muisixom Oe3nocepeaHbOro BBeAeHHS komana SQL, abo uepes
itepdeiic SQL Server Management Studio. Y HacTymHOMY TpHKIaal MH
cTBoproemo iM'a Bxoay SQL Server "Mary" 1 npuzHauaeMo Jyisi KopuctyBaua Mary
6a3y nanux Adventure Works B sxocTi 0a3u 1aHUX 32 3aMOBYYBaHHSIM.

CREATE LOGIN Mary

WITH PASSWORD ="34TY §$ § 543 ',

DEFAULT DATABASE = AdventureWorks;

V¥ mporeci ycranoBku SQL Server 2005 ctBoproeThest oaHe imM's Bxoxy SQL
Server - sa. Im'st BXozmy sa cTBOpIOEThCSI B OyAb-SIKOMY BHIIaJKy, HaBITh SKIIO BU

BUOpaJIM B MPOIIECI YCTAHOBKHU PEKUM TEePEBIpKH aBTeHTHYHOCTI Windows.

3.5 IIpumMycoBO 3aCTOCOBYEMO MOJIITHKY NAPOJIiB
[Ipu BukopucrtanHi iMmeH Bxoay SQL Server HeoOXiIHO peani3yBaTh CHUJIbHI
MOJITUKKU TMApOdiB ISl MX IMEH BXOJYy MO0 YHUKHYTH OCIa0JEHHS CHUCTEMH

oesnmekn SQL Server 3 mmnoM yacy. SQL Server 2005 Hamae MOXJIHMBICTH
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IPUMYCOBOTO 3aCTOCYBaHHS MapOJILHOTO MOJITUKU OMEpaliifHOl CHCTEMU 0 IMEH
Bxoay SQL Server. Axmo SQL Server BukoHyeTbes y cepenopuini Windows 2003
Server, To SQL Server BukopuctoBye APl (iHTepdeiic mig mnpuKIagHOTO
nporpamyBanHs)  NetValidatePasswordPolicy  mms  ympaBmiHHA —~— TakuMH
napameTpamu:

* CKJIaIHICTh TApOJIs

* 3aKiHYEHHS CTPOKY [T mapoJIs

* biiokyBaHHs 00JIIKOBOTO 3aUCy

Axmo cepBep SQL Server Bukonyetbesi y cepenouini Windows 2000
Server, To BiH BukopucroBye mpaBuio SQL Server Native Password Complexity
rule, sxke Oyno BBemeHo mporpamoro Microsoft Baseline Security Analyzer s
MPUMYCOBOTO 3aCTOCYBAHHS HACTYTHUX TPABUI:

* [Tapons He Moxe OyTu opoxkHiM a60 NULL

* [TapoJsib HE MOKeE CIIBIIAJIaTU 3 IM'SIM BXOlY

* [Taponb He MOXe CIIBMAATH 3 IM'sIM KOMIT'tOTEpa

* B skocti mapons He MoxHa BuOupatu cioBa "Password", "Admin" a6o
"Administrator".

[TaponbHUIT TOMITUKY MOKHA BKJIIOYUTH 3a JOMOMOTOI HACTYIHOTO KOIY

Transact SQL:

CREATE LOGIN Mary
WITH PASSWORD ='34TY§$543'
MUSTCHANGE,

CHECK EXPIRATION = ON,

CHECK POLICY = ON;

Kepyemo no3Bonamu asist mpuMipHUKa

Tenep Bu 3Haere, K HaAaTH JOCTYN KOPUCTyBaueBl 10 mpumipHuka SQL
Server, ane 10 UX mip HIYOTO HE OyJIO CKa3aHO MPO T€, SIK1 JO3BOJU MOXKYTh MAaTH

i iMeHa Bxoay B SQL Server. Sk npaBuio, KopucTyBaueBl HEOOX1AHUIN TOCTYM 10
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AKUX-HeOyAb naHuX. [IpoTe MOKIMBO BaM JJOBEIETHCS CTBOPUTH JIESAKI IMEHA BXOLY
3 03BOJIaMU Ha BUKOHAHHS 3aB/IaHb aJMIHICTpyBaHHS.

Jlist BukoHaHHA 11b0r0 3aBaaHHs SQL Server Hajae cepBepHi poJii Ha PiBHI
exzemiuisipa. (CepBepHi poiii € (piKCOBaHUMH, HE MOXKHA CTBOPUTHU HOBI pOJi Ha

piBHI exk3eMIuLsIpH). Y Tabi. 3.2 mepepaxoBaHi (iKCOBaHI CEpBEPHI POJIi, CTBOPEHI

SQL Server 2005.

Tabnuma 3.2. @ikcoBaH1 CepBEPHI POl

dikcoBaHa CepBEpHA
Omnuc

pOJib

bulkadmin Mosxe BukonyBatu nponosuuiro BULK INSERT

dbcreator Moxe CTBOPIOBATH, 3MIHIOBATH, BUIAIATHA 1
BIIHOBJIFOBATH 0a3u JaHUX

diskadmin Mosxe ynpasmusaTu (ailiaMmu Ha JUCKY

processadmin Moxe 3aBepIiryBaTH MpoLecH

securityadmin Moxe ynpaBisiTd IMEHaMU BXOAY 1 MpU3HAYATH JO3BOJTY

serveradmin Moske 3MIHIOBaTH TMapaMeTpu cepBepa 1 3aBepIlyBaTu
poboTy cepBepa

setupadmin Mosxe ympaBisTH MOB'SI3aHUMH CEpBEpPaMU 1 BUKOHYBAaTH
CUCTEMHI IPOLIEAYPH, 1110 30€piraroThes

sysadmin Moxe BUKOHYBATH Ha cepBepi Oyab-sKi Ail

3.6 3a00poHsIEMO JOCTYII KOPUCTYBa4YaM

Y nesKkux CHTyallisX, HANpUKIaJd, KOJIM KOPUCTYBa4 3BIIBHSAETHCA 3
oprasizaiiii, HEOOXiJHO 3a0OpOHUTH JOCTYIl TEBHOTO IMEHI BXOAy. SIKmio 1

3a00pOHa TUMYACOBHM, MOKHA HE BUAAISATH IM'S BXOAY 3 MPUMIPHHKA, & TPOCTO
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BIAKITIOUNTH Horo. [Ipu BIAKIIOUEHH! MOCTYIy BJIACTUBOCTI IMEHI BXOAY 1 HOro
3iCTaBlIeHHS KOpHCTyBadaM 0a3u AaHuX 30epiraiotbes. [[I0BTOPHO BKIIFOUUBIIH II€
iM's  BXOAy, BH MOXKETE€ TMpaloBaTd 3 KOJUIIHIMU BiacTUBOCTsAMU. [1[00
BIJKITIOYMTH 1 BKJIIOUUTH 1M'sl BXOJy, BUKOHalTe HacTynHy iHCTpyKuito ALTER:

* BigkimrogaeMo iM's BXOLy

ALTER LOGIN Mary DISABLE;

* Bximrogaemo iM'st BXo1y

ALTER LOGIN Mary ENABLE;

Mo>xkHa TepeBIpUTH, BIAKIIOYEHI YU IMEHA BXOJYy, BUKOHABLIM 3alUT 0
nojanHs katanory sql_logins, sik moka3aHo B HACTYITHOMY MPUKJIAIIL:

* BigkimrogaeMo iM's BXOLy

ALTER LOGIN Mary DISABLE; GO

* BukoHy€eMo 3anMT O CUCTEMHOTO MOJIaHHSAM KaTaJory

SELECT * FROM sys.sql_logins

WHERE is_disabled = 1; GO

* BximrouaemMo iM'st BXOTy

ALTER LOGIN Mary ENABLE;

Pama. ¥V SQL Server Management Studio BigkiroYeH1 iMeHa BXOIY
MO3HAYAIOThCS YEPBOHOIO CTpuikoro. Ll crpinka BigoOpakaeTbcsi B IMPaBOMY
HWKHBOMY KYTKY 3Ha4UKa IMEH1 BXOJy, SIKHM 3HaXOAUThCS B mamui Security / Logins
(besnexka / Imena Bxoxay) B maneni Object Explorer (Ormsimaya o0'ekTiB). 3 1HIIOTO
OOKy, SKIIO HEOOXITHO BHUIAJIUTU IM'S BXOAY 3 JIAaHOTO €K3eMIUIsApa, CHij
BukopuctoByBatu mocionnk DROP LOGIN. Hactynuuii mpukiag Bupaise iM's
BXOJLY.

DROP LOGIN Mary;

Ilonepeodcenns. Ilpn Buganenni imeni Bxoxy SQL Server 2005 He Bumase
KOPHUCTYBauiB 0a3u JaHMX, 31CTABICHUX L[bOMY IMEH1 BXOY.

llonepeodcennsa. BunaneHHs iMeHI BXOMy, SIKOMY 3ICTaBJIEHI KOPUCTYyBadi

abo rpynun Windows He rapaHTye, 110 11l KOPUCTyBayl ab0 YICHU TPyl HE 3MOXKYThb



60

orpumatu goctyn a0 SQL Server. Bpaxyiite, mo Taki KOpHCTyBadl MOXYTb
HaJIEeXKaTH 1 10 Oy1b-KOi 1HIIOT rpynmu Windows 3 YHHHUM iM'SIM BXOJTY.

YnpaBiiHHS JOCTYTIOM /IO CXEM

Y SQL Server 2005 peanizoBana konmemnmiss ANSI mmsa cxem. Cxemu - 11e
KOHTeHHepu OO0'€KTIB, SIKI JO3BOJIAIOTH TpymyBaTu o00'ekTH 0a3u gaHux. Cxemu
Ty’Ke BIUTMBAIOTh Ha T€, SIK KOPUCTYyBadl MOCUJIAIOTHCS Ha 00'eKTH 0a3u AaHux. Y
SQL Server 2005 00'ext 0a3W JaHMX HA3UBAETHCA IM'SM, IO CKJIAJAECTBCA 3
YOTUPHOX KOMIIOHEHTIB HACTYIHOI CTPYKTYPHU:

<Server>. <Database>. <Schema>. <Object>.

3.7 YupaBiaiHHA 10CTYIIOM 10 Ta0JHMIb i CTOBIIIB

Tabmuug 1 cToBmii 30€piraroTh AaHi, sIKI BUTATYIOTh 1 CTBOPIOIOTH JTOJATKHU.
VYrpaBniHHS TOCTYTIOM JI0 ITUX JaHUX 31HCHIOETBCS Yepe3 iepapxito 103BoJiB SQL
Server 2005. KepyBatu 1i€r0 1epapXi€i0 JJ03BOJIB MOXHa 3a JOMOMOTOIO
iHcTpykiiit GRANT, DENY i REVOKE.

GRANT. [o3Bonsie pom a00 KOpUCTyBaueBI BHUKOHYBATH oOIeparlii,
BU3HAUYEHI Y MOMEHT HaJaHHS JTO3BOITY.

DENY. 3aboponsie kopucTyBaueBi ab0 poii MEBHI J03BOJM 1 3amobirae
yCHaJKyBaHHS [IUX J03BOJIIB BiJ 1HIIIUX POJIEH ..

REVOKE. Bigknukae panimie 3a00poHeH1 a00 HaJaH1 J03BOY.

3MiHa TpaB IOCTYMY J0 TaOIHIl

Joctyn 10 Tabnuil yOpaBisSe€TbCcs MIIOYUMU J03BOJaMU, SIK1 HaJaHi
KOpHCTyBaueBl Ha 10 Tabnuiro. JlocTyrmom kopucTyBaua A0 TaOJHMIb MOXKHA
KEepyBaTH 3a JOMOMOTOI0 YIPaBIiHHA J103BOJaMU Ha TaOmuio. Jl03Boiu, SKUMH
MOKHa YMPaBIATUA Il TaOnuilb, nepepaxoBaHi B Tabdn. 3.3. LI 10o3Boiau MoxHa

MPU3HAYaTH KOPUCTYBauyaM 0a3u JaHUX 1 POJISIM.
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Ta6murs 3.3. J103BoM HA JOCTYII 10 TAOJIMIT
Jlo3Bonu Onuc
ALTER Jlo3BoJIsi€ 3MIHIOBATH BIACTHUBOCTI TAOIHUII
CONTROL Hanmae no3Boin, aHAIOT19HI BOJOAIHHIO
DELETE Jlo3BoJIsI€ BUAAIATH PSIKH 3 TaOJIHITI
INSERT Jlo3BouIsi€ JOAABATH CTOBMIIl B TAOJIHITIO
REFERENCES J103BOJIsI€ IOCMIIATUCS HA TAOJIMLIEO 13 30BHIIIHBOTO KIIFOYA
SELECT Jlo3BoJIsi€ 3A11ICHIOBATH BUOIPKY PSIAKIB 3 TAOIHIT
TAKE OWNERSHIP J103BOJIsI€ IPUCBOEHHSI CXEMU YX TaOIUII
UPDATE J103BoJIsi€ 3MIHIOBATH PSAKU B TaOIHII
VIEW DEFINITION Jl03BOJII€ OCTYI 10 METalaHuX TaOJIuIil

Hanaemo noctyn o Tabauiri

Joctyn xopucTtyBauaM 0a3u JaHHUX 1 POJIAIM MOXHA HaJaTH 3a JOMIOMOTOIO
iHeTpykiii GRANT. V mactynHomy mnpukiani no3soiay SELECT, INSERT i
UPDATE Ha tabnumto Sales.Customer HagarOThC KOpUCTyBaueBl Sara (KoI Jjist
YOPABIIHHSA JOCTYIOM JI0 TaOJHIh B IbOMY 1 HACTYIMHHX PO3JIJaX MAa€ThCA Ha
daiinax nmpukiaais mig iM'asm ManagingAccessToTables.sql.).

* 3MIHIOEMO KOHTEKCT 3'€JHaHHA Ha 0a3y nanux AdventureWorks.

USE AdventureWorks;

GO

* Hamaemo xopucTyBaueBi Sara Jieski J03BOJIA

* s Tabnui Sales.Customer table.

GRANT SELECT, INSERT, UPDATE

ON Sales.Customer TO Sara;

Hanaemo goctyrm 10 cToBmisx
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JlocTynm 0 OKpEeMHX CTOBIIIX MOXXKHAa HAJaTd 3a JOMOMOTOI0 1HCTPYKIIi
GRANT. V¥V wnacrymuomy mnpukianai go3sony SELECT ta UPDATE namaroThcs
KopucTyBaueBl Sara Ha croBmul Demographics 1 Modified Date Ta6nuii
Sales.Individual. (Kox ans ynpaBiiHHS TOCTYNOM JIO CTOBMISIX TaOJHIl B LIbOMY 1
HACTYITHUX  pO3JAUIaX  MaeTbcsd  Ha  (Qainax  NpUKIAAiB Mg iM'sMm
ManagingAccessToColumns. sql.)

* 3MIHFOEMO KOHTEKCT 3'eHaHHS Ha 6a3y manux AdventureWorks.

USE AdventureWorks;

GO

* Hamaemo no3somy SELECT ta UPDATE xopuctyBaueBi Sara Ha TEBHI
croBmili Tabmui Sales.Individual

GRANT SELECT, UPDATE (

Demographics, ModifiedDate) ON Sales.Individual TO Sara;

3.8 YnpaBiiHHS JOCTYIIOM /10 IPOrPaAMOBAHUM 00'€KTamM

Taki mnporpamoBaHi 00'€eKTH, SK 30€peXeHI MPOIEAypH 1 BHU3HAYCHI
KopucTtyBaueM (yHKIlli, MaroTh CBiil KoHTekcT Oe3mneku. Illo0 BukoHyBaTH
30epekeHi nponeaypu, GyHKINi 1 30ipkH, KOpHUcTyBauaM 0a3W JaHMX HEOOX1JHi
no3Bonu. Ilicms Toro, sik sigpo 0a3u JaHWX BHUKOHAE TEPEBIPKY HAa HASBHICTh
JI03BOJIIB HA BUKOHAHHSA MPOrPaMOBAHOIO O0'€KTa, BOHO IMEPEBIPSE€ HAABHICTh
JI03BOJIIB HA BUKOHAHHS OMEpalliif, B SIKUX BHUKOPHUCTOBYIOTHCS MPOTrpamMoBaHi
o0'extu. Konmu 00'ektn 6a3u JaHUX MOCIIOBHO 3BEPTAIOTHCS OAWH JO OJHOTO, IIS

MOCJTIIOBHICTH (POPMYE JTAHITIO’KOK BOJIOIIHHSI.
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4. PO3POBKA INTPOI'PAMHOI'O 3ABE3IIEYEHHA CUCTEMU
4.1 Cneungika suxopucranus cragaapry IEEE 802.11n

SIK BiIOMO 3 MEPIIOrO PO3ALTY PO3PI3HAIOTH TPU THUIH OE3APOTOBUX MEPEK
(puc. 4.1): WWAN (Wireless Wide Area Network), WLAN (Wireless Local Area
Network) i WPAN (Wireless Personal Area Network).

besopoToemii 3B '930K Mamoro panivey mi

Wireless Personal Wireless Local Wireless Local
Area Connectivity Area Network Area Neywork
(WPAC) (WLAN) (WWAN)
Bluetooth, WUSB 802.11 a'b/gln 3G, GPRS. 2.5G, 2G
Papive 0-10m 0-100 m 0-10 -

o

Pucynoxk 4.1 Paniyc aii nepcoHanbHUX, JOKaIbHUX Ta TJI00aTBHUX

0€3IPOTOBUX MEPEXK

ITpu nobynosi mepexx WLAN 1 WPAN, a Tako CUCTEM IIMPOKOCMYTOBOTO
oesnporoBoro nmocrtyny (BWA - Broadband Wireless Access) 3acTOCOBYIOTHCS
nomiOHi TexHomorii. KioouoBe posxomkeHHs MK HuMmH (puc. 4.2) - mianma3zoH
poboUMX 4YacToOT 1 XapakrepucTuku paaiointepdeiicy. Mepexi WLAN 1 WPAN
MpaIioTh B HEMINECH31MHMX miana3oHax dactor 2,4 1 5 I'Tm, ToOTO mpm ix
pO3ropTaHHs HE MOTPIOHO YACTOTHOTO IIJIAHYBAaHHS 1 KOOPAMHAINT 3 1HIIUMHU
pajioMepexamMu, 10 MPaIoTs B TOMY X miana3zoHi. Mepexi BWA (Broadband
Wireless Access) BUKOPHCTOBYIOTH SIK JIIEH31iHI, TaK 1 HETIIEH31MHI Jiana3oHu

(Bix 2 mo 66 I'T').
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EE3[POTOBI TEXHONOrII

WLAN “ WPAN BWA

N N N
' -~ ~ f P N
@m Gm)  @m)  Gm) Eom d@oum)
&02.11 ~802.11a 802151 802163 802161
802.11b  -HiperLAN1 {v.1.1) rHiperPAN | MMDS -LMDS
802.11q ~HiperLANZ 802,153 WDSL

B0211n - HISWAN (v.2.1)

~802.11n -802.15.4
[HHSBKOCKD

POCHMWH)

LMDS - Local Multipoint Distribution Service
MMDS = Multichannel Multipoint Distribution Service
WDSL - Wirabess Digital Subscriber Ling

Pucynok 4.2 Knacudikaiiis 6e3ApOTOBUX TEXHOJIOT1H

JleTanpHille pO3TJITHEMO CTaHIApPT Ha 0asl SKOTro peam3yeTbes O0e3IpoToBa
MepexKa.

Cranpapr IEEE 802.11n

Ieit crangapt OyB 3aTBepkeHuit 11 Bepecus 2009. 802.11n 3a mBUAKICTIO
nepeayi MOpIBHSAHHA 3 MPOBIIHUMH CTaHJAapTaMu. MakcuMalibHa IIBUIKICTh
nepenadi cragaapty 802.11n mpubnuszHo B 5 pasiB MEpEeBUILYE MPOIYKTUBHICTD
kiacuuHoro Wi-Fi.

MoskHa BIA3HAYUTH HACTYITHI OCHOBHI TiepeBaru cranaapty 802.11n:

- Benuka mBuakicts nepenadi ganux (6am3pko 300 Mo6iT / ¢);

- PiBHOMIpHMH, cTilike, HajAiliHEe 1 SKICHE TOKPUTTS 30HU Jii CTaHIIii,
BIJICYTHICTh HEMOKPHUTHX JUISHOK;

- CyMicHICTb 3 onepeaHiMu BepcisiMu ctanaapty Wi-Fi.

Henomnixwu:

- Bennka moTyKHICTh CITOKHBAHHS;

- JIBa poboumx miama3zoHy (MOXKJIMBa 3aMiHa OOJIaJHAHHS);

- YcknanHeHa i 011k rabapuTHA anaparypa.



65

30inpmenns mBuAKocti nepeaayi B ctannapti IEEE 802.11n mocsraeTscs,
no-mepiie, 3aBAsSKH MOABOEHHS mMpuHH KaHamny 3 20 mo 40 MI'1, a mo-npyre, 3a
paxyHok peam3amii TexHonorii MIMO. Texunonoris MIMO (Multiple Input
Multiple Output) mpumyckae 3aCTOCYBaHHsI JEKUIBKOX MEPEIA0UnX 1 TPUHMAIOUNX
aHTEH. 3a aHAJIOTIE€I0 TPAAMIIINHI CUCTEMH, TOOTO CUCTEMHU 3 OJHI€T MepeIaBaIbHOT 1
onHi€l mpuiiMarodoi aHTeHor, HasuBaroThesa SISO (Single Input Single Output).
Crangapt IEEE 802.11n 3acHoBanmii Ha Texnosorii OFDM-MIMO. [lyxe 6arato
peanizoBaHi B HhOMY TEXHIUHI JeTali 3amo3udeHi 31 crangapry 802.11a, mporte B
cranaapti IEEE 802.11n nependadaerbcsi BAKOPUCTaHHS SIK YaCTOTHOTO JAlana3oHy,
npuitHsitoro s crangapty IEEE 802.11a, Ttak 1 YacTOTHOro JiamasoHy,
npuitHsToro s cranaaptiB IEEE 802.11b / g. To6to npuctpoi, Mo miaTpuMytoTh
cranaapt [EEE 802.11n, MOXyTh mpanioBaTd B YaCTOTHOMY Alana3zoHi abo 5, abo

2,4 1T

e, '_:;Z"

1
¢

nepegasay npHiAMay

. - o
- e -
- Pl ~,
P T
2 T
T -

Pucynox 4.3 [puniun peanizariii Texnosorii MIMO

[lepenana MOCHIAOBHICTh MAUIATHCS Ha TMapajielibHI TMOTOKH, 3 SKHX Ha
NpUAMAIbBHOMY KIHIIl BIJHOBJIOEThCS BUXIJHUM CUTHaI. TyT BHUHHMKA€E JesKa
CKJIAJHICTh - KOKHA aHTeHa MpUHMae CyNEepHo3MIiI0 CUTHAJIB, SIKI HEOOX1JHO
BIIOKpEMJIIOBAaTH OAWH BiA oxHoro. JIis 1bhOoro Ha NPUHAMaIBHOMY KiHIII
3aCTOCOBYETHCS CIIEIIAILHO PO3POOJICHUH aJTOPUTM IPOCTOPOBOTO BHUSBIICHHS
curHaiy. lleii anroputMm 3acHOBaHWI Ha BUJIJICHHI MiJHECE 1 BUABISIETHCS TUM

CKJIQJIHIIIe, YUM OinbIne iX yuciao. €IuHUM HeaomkoM Bukopuctanas MIMO e
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CKJIQIHICTh 1 TPOMI3IKICTh CHCTEMHU 1, K HACHTIIOK, OUTBIT BHCOKE CITOKHUBAHHS
eneprii. [{ns 3abesmeuenns cymicHocTi MIMO-cTanHIiii 1 TpaaWIIHUX CTaHIIIHA
nepeadayeHo Tpy PeKUMU POOOTHU:

- YcemankoBanwuii pexxuM (legacy mode).

- 3Mimanuit pexxum (mixed mode).

- Pexxum 3enenoro moss (green field mode).

KoxaoMy pexumy poOOTH BIAMNOBIIA€ CBOS CTPYKTypa mpeamOynu -
CIIy’KOOBOTO TOJSI TAKETy, SKE BKa3ye Ha TMOYATOK TMepeaadl 1 CIyXHUTh s
CUHXpOHI3allli puiiMaya 1 nepenaBada. Y npeamOyJsii MICTUTBCS 1H(POpMALis PO
JIOBXKMHY TIaKkeTa 1 HOro THIl, BKJIIOYAIOYM BHJ MOIYJALIi, oOpaHuil crocio
KOJIyBaHHS, a TaKOX BCl mapameTpu KoayBaHHs. 1100 He AOMyCTUTH KOHQIIIKTIB y
po6oti cranmiii MIMO 1 3BUYaifHUX (3 OJHOTO AHTEHOIO) MiJ 4Yac OOMIHY MiX
craniisiMmu  MIMO makeT CympoBOMKYETbCSI OCOOJMBOIO — MpeamOysow 1
3arosioBkoM. OTpumaBmM Taky 1H(opMmamioo, CTaHIli, [0 MPallTh B
yCHAJAKOBAaHOMY pPEXHUMI, BIIKIAAAIOTh MEpeaady [0 3aKIHYEHHS CEaHCy MK
craniisiMmu MIMO. Kpim Toro, cTpykrypa npeamOyiIu BU3HAYa€ JEsSKl MEPBUHHI
3aBJaHHS NpHiiMaya, Takl SK OLIHKA MOTYXHOCTI CHUTHaly, IO JJIi CHCTEMH
aBTOMATUYHOTO PETYJIIOBAaHHS MOCUJICHHS, BUSBJICHHS MOYATKYy MaKeTy, 3MIIICHHS
32 4aCOM 1 4aCTOTOIO.

Pexxumu pobGotu cranuii MIMO. VYcnaakoBanuii pexum. Lleit pexum
nependoadeHuil g 3a0e3redyeHHs OOMIHY MDK JBOMa CTaHIISIMH 3 OJHOTO
anTeHoro. Ilepenaua iHdopmarii 3aificHOeTbCs Mo mpoTokojax 802.11a. Sxmro
nepenaBadeM € cranmis MIMO, a npumitmMmadeM - 3BHYaiiHA CTaHIlSg, TO B
nepeaaBabHOI CUCTEMI BUKOPUCTOBYETHCS TITHKHM OJHA aHTEHA 1 MPOIIeC mepeaadi
Hae Tak caMo, K 1 B momnepeaHix Bepcisx ctanaapty Wi-Fi. Skimo nepenaya iine y
3BOPOTHOMY HANpsIMKY - BiJ] 3BHYailHOI CTaHIii B MHOTOAHTEHHY, TO CTaHIIis
MIMO BukopucToBy€e Oarato NpPUHOMHUX aHTEH, OJHAK Yy LIbOMY BHUIAAKY
HIBUJKICTh Tepenayl He MakcuMmalibHa. CTpyKTypa npeamMOyiu B L[bOMY PEXKHMI

Taka K, Ak y Bepcii 802.11a. 3mimanuii pexum. Y [bOMYy peXHUMI OOMiH
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3MIACHIOETBECS K MDK cructemMaMd MIMO, Tak 1 MDK 3BUYaMHHMHU CTaHIUSIMHA. Y
3B's13Ky 3 UM cuctemu MIMO reHepyloTh Ba TUIU MAKETiB, B 3aJE€KHOCTI Bif
TUIy TpuiimMada. [3 3BUYaliHUMU CTaHLISIMU poOOTa e MOBLILHO, OCKUIBKU BOHU
HE MIATPUMYIOTH POOOTY HAa BHUCOKHX MIBUAKOCTIX, a Mk MIMO - 3HauHo
HIBUIIE, OAHAK MIBUJKICTh MEpelayl HUXK4Ye, HDK B PEXKUMI 3€JICHOrO TMOJs.
[IpeamOyna B makeTi BiJ 3BUYAHHOT CTaHINI Taka K, mo 1 B ctangapti 802.11a, a B
naketi MIMO Bona Tpoxu 3miHeHa. SIKmIo nepegaBadem Buctymnae cuctema MIMO,
TO KOKHA aHTEHa Mepeaae He LUy mpeaMOyily, a HUKIIYHO 3MIIIEHYy. 3a paxyHOK
[IBOTO 3HIDKYETHCS MOTYXHICTh CIIOKUBAHHS CTaHIIl, & KaHAT BUKOPHUCTOBYETHCS
outbi epexTuBHO. OTHAK HE BC1 YCIMAJKOBaHI CTAHIIT MOXKYTh MIPAIIOBATH B IIbOMY
pexumi. CripaBa B TOMY, 11O AKIIO QJITOPUTM CUHXPOHI3Allll IPUCTPOIO 3aCHOBAHUMN
Ha B3a€EMHIN KOpeslli, ToO BIOOYIeThCS BTpaTa CHUHXpOHI3auli. PexxumM 3eneHoro
noJyisi. Y 1bOMY pEeXHMMI MOBHICTIO BUKOPUCTOBYIOThCs mnepeBaru cuctem MIMO.
[lepenaya MOXIMBa TUIBKM MK MHOTOAQHTEHHUMH CTaHLISIMU IPU HASBHOCTI
ycnagkoBanux npuiimadiB. Komum iine nepegayua MIMO-cuctemoro, 3BUYaliHI
CTaHIll YEKalTh 3BUIBHEHHS KaHaTy, 100 YHUKHYTH KOH(QIIKTIB. Y pexuMi
3€JIEHOTO MOJisi MPUIOM CUTHANTy Bl CHUCTEM, IO MPALIOITh 3a MEPLIIMMU JABOMA
cXeMaMHM, MOXKJIMBHUH, a Tiepeaada iMm - Hi. Lle 3po0iieHo a1t Toro, mo0 BUKIIOYUTH
3 OOMIHY OJHOAQHTEHHI CTaHIIi 1 THM CaMHUM MiABUIIATH IMIBUAKICTH POOOTH.
[TakeTn CynmpoBOUKYIOThCS MpeamOyinamMu, Kl MiATPUMYIOTHCS TIIBKH CTaHLISIMU
MIMO. Bci mi 3axoau 103BOJSIOTh MAaKCUMAIbHO BUKOPUCTOBYBATH MOYJIMBOCTI
cucteM MIMO-OFDM. V Bcix pexxumax poOOTH NMOBUHHA OyTH mnependadyeHuit
3aXMCT BiJl BIUIUBY pPOOOTH CYCIIHBOI CTaHIlii, MO0 3amoOirTH CIIOTBOPEHHS
curHaniB. Ha ¢izuunomy piBHl momemi OSI nmis 1mpOoro BHUKOPUCTOBYIOTHCS
creliaibHi 0JIA B CTPYKTYpi npeaMOyJid, SIKi CIOBIIIAIOTh CTAHIIIO MPO Te, L0 e
nepefaya 1 HEOOXiHO NEBHUM dYac oOuikyBaHHS. Jleski MeETonu 3aXucTy
NPUIMAIOTBhCSl 1 Ha KaHabHOMY PiBHI. 3aJ€XHO BiJi BUKOPHUCTOBYBAHOI CMYTH

MIPOMYCKAHHS PEKUMH POOOTH KJIACU(PIKYIOTHCS HACTYITHUM YUHOM:
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1. HacmigyBanuii pexum. Llelt pexxum mOTpiOHUN JUIs Y3TOJKEHHS 3
nonepeaniMu Bepcisimu Wi-Fi. Bin myxe cxoxuii Ha 802.11a / g sk 3 oOnagHaHHS,
TakK 1 10 CMy31 MPOITyCKaHHs, sika ckiiagae 20 MI .

2. llonsiiinuit HacaimyBaHui pexxuM. [IpucTpoi BUKOPUCTOBYIOTH cMyTy 40
MI 11, mpu 11bOMY OJIHI 1 Ti XK JIaH1 TOCHJIAIOTHCS TI0 BEPXHBOMY 1 HPKHBOMY KaHaJy
(xoxeH mmpuHOI0 20 MI'm), ane 31 3mimendsm (a3u Ha 90 °. CTpykTypa makeTa
OpI€HTOBaHA Ha Te, IO MpHUilMaueM € 3BUYaiiHa cTaHIiisA. JlyOnroBaHHS CHUTHAITY
JI03BOJISI€ 3MEHILUTU BUKPUBIIEHHS, IABUILYIOYM TUM CaMUM LIBUJKICTb Mepeaayl.
3. PexxuM 3 BHCOKOIO MPONMYCKHOIO 31aTHICTIO. [IpucTpoi miaTpumyroTh OOWIBI
cmyrd vactoT - 20 1 40 MI'. ¥V npoMy pexumi CTaHIi OOMIHIOIOTHCS TIIbKU
nakeramu MIMO. IlIBuakicTe poOOTH MEpeKi MaKCUMaJIbHa.

4. PexxuM BEpXHBOrO KaHaly. Y LbOMY PEXKHUMI BUKOPUCTOBYETHCS TUIBKU
BepxHs nosioBrHa fianazony 40 MI'. Craniii MOKyTh OOMiHIOBATUCS OYIb-SIKUMHU
naKkeTaMu.

5. PexXuM HMKHBOTO KaHally. Y LbOMY pPEXUMI BUKOPUCTOBYETHCS TUIBKU
HUKHS TTosioBUHA Niana3ony 40 MI'. CraHiiii TakoX MOXKYyTh OOMIHIOBATHCS OY/Ib-
SKUMH TTaKeTaMH.

Meroau niaBumieHHs mBuakoaii. I1IBuAKICTh mepenayl JaHUX 3aJICKUTh B1JT
Oaratbox (axTopiB (Tabmuus 1.3) 1, mepin 3a Bce, BIJ CMYTH MPOMyCKaHHA. YuMm
BOHA IIHMpUIE, TUM BHUIIE MBHUIAKICTE OOMIHY. [Ipyruii Qakrop - KUIBKICTh
napajienbHuX TMOTOKIB. Y cranmapti 802.11n makcumalibHE YHCIO KaHAIIIB
nopiBHIO€ 4. TakoX BEJIMKE 3HAYCHHS MArOTh THI MOJIYJISAIIT 1 METOJ KOJyBaHHS.
[lepemkoaocTiiiki KOAM, K1 3BUYAITHO 3aCTOCOBYIOTHCS Y MEpEkax, MPHUITYCKAIOTh
BHECEHHS JIeKOi HaaMIpHOCTI. SIKiio 3axucHuX OiTiB Oyne 3aHaaTro Oararo, TO
MIBUIKICTh Mepeaadyl KOpUCHOI 1H(opMauii 3HuU3UTHCA. Y cranaapti 802.11n
MaKCUMaJibHa BiJHOCHA IBUJIKICTh KOAYBAaHHS CTAaHOBHUTH /10 5 / 6, ToOTO Ha 5 6iTiB
JAHUX TpUMNaga€e OAUH HAJIUIIKOBUU. Y TaOiuIll 3 HaBEACHO IIBUIKOCTI OOMIHY
npu kBaaparypHoi moayisiii QAM 1 BPSK. Buano, mo 3a iHIIUX OJHAKOBUX

napameTrpax moxayanist QAM 3abesneuye HabaraTo OUIbITY HIBUAKICTH pOOOTH.
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VY cranpapti IEEE 802.11n nmomyckaeTbcsi BAKOPUCTAHHS 10 YOTUPHOX aHTECH
y TOYKH JOCTymy 1 Oe3aportoBoro amanrtepa. OOOB'SI3KOBUN peXuM Tmependayae
MIJITPUMKY JBOX aHTEH y TOUKHU JOCTYMY 1 OJIHI€T aHTEHHU 1 6€3JpOTOBOro ajanTepa.
VY crangapti IEEE 802.11n nepeabaueHo sik CTaHIapTHI KaHAJIH 3B'SI3KY IIMPHHOIO
20 MTI'm, Tak 1 KaHaJlid 3 TMOJABOEHOIO IIMPUHOIO. 3arajibHa CTPYKTypHa cxema
nepemaaBava 300pakeHa Ha puc. 4.4 Ilepenani maHi mpoxomsTh 4epe3 CKpemoiep,
SKUW BCTAaBJSIE B KOJ JIOAATKOBI Hydl a00 oauHUIN (TaKk 3BaHE MAaCKyBaHHS
MICEB/IOBUIIAIKOBUM IIIyMOM), III0O0 YHUKHYTH JIOBTUX IMOCIIIOBHOCTEH OJHAKOBUX
cuMBoJiiB. [loTiM nanHi po3nuisaioThess Ha N MOTOKIB 1 HAAXOASATh Ha KOAEP 3
npsmoto kopekiiero nomuiiok (FEC). [ns cuctem 3 ognieto abo 1Boma anteHamMu N

= 1, a AKII0 BUKOPUCTOBYIOTHCS TPU 200 YOTHUPH MepelaBaIbHUX KaHay, To N = 2.

Crperbnep

" AHANMSETOD Koga
1

Konep 3 NpAMGIS Konep 3 NpAMCIS
KOPENALIEK NOMUNCK KOPENALIEL NOMMWICK
l !

//;HEJ'I ISATOD NPOCTORDEMX NOTOKB -'“\x\‘
Ny ] } 1

MNepememurens | ---------------- | MepamernTent

KeappatypHuii KeagpaTypHui

AMITY JHHA BMNNITY JHWH

MOOMATOR MOOYRATOR

] }

| PopMyEIHHA NPOCTOPOEC-YAC0BMX NOTOKE |
N, 1 i
Bnox O&BND Enow OBMD

Pucynok 4.4 3aranbHa cTpykTypa nepeaasaua MIMO-OFDM

KonmoBana mociaifoBHICTh TOAUSIETECS HA OKPEMi TPOCTOPOBI MOTOKHU. biTu B
KOKHOMY TOTOIl MEPEeMEKOBYIOTCS (11 YCYHEHHsI OJIOKOBHUX MOMHJIOK), @ MOTIM
MOAyOI0ThCS. [lami BinOyBaeThCsi (pOpMyBaHHS TPOCTOPOBO-YACOBUX MOTOKIB, K1

MPOXOJSTh Yepe3 0J0K 3BOPOTHOTO MIBUAKOTO NiepeTBopeHHss Dyp'e 1 HAAXOASITH HA



70

anTeHu. KiJIbKICTh MPOCTOPOBO-YACOBUX TIOTOKIB JOPIBHIOE KIUIBKOCTI aHTEH.
CrpykTypa mpuiiMada aHaJIOTI9HA CTPYKTYpl mepenaBada 300paxeHa Ha puc. 4.5,
aJie BCi J1ii BUKOHYIOTBCSI B 3BOPOTHOMY TOPSIKY.

g >

Bnok MND Bnox NMD
N 1 1

BMRENEHHA Ta BiQHOBNEHHA NOToKR l

NesogynATop Nesmonynatop
QAM QAM

JBEDHEHWA
MEPEMERHTEND

Oerogep Birepdi

N — 1
o  MynsTHRnERCOp

Oeckpembnep

K B
MEPE R ATEN

Pucynok 4.5 3aranpHa cTpyKTypa npuriMaya

®akTopu ORI BUCOKOT IIBUAKOCTI nepeaavi faHnux ctanaapry 802.11n

Cranpapt 802.11n 3acTOCOBYE TpHM OCHOBHUX MEXaHI3M1 JUIsl 301JbIICHHS
IIBUJIKOCTI TIEpeaadil IaHuX:

- 3aCTOCYBaHHS JEKUJIBKOX MPHUIMaYiB 1 CIELIaJbHUX aJrOPUTMIB Niepeaadl 1
npuiioMy paaiocurHaity, BigomMuit 3a abpesiatyporo MIMO;

- 361bLIeHHS cMYTH 4acToT curHaiy 3 20 1o 40 MI'n;

- ONITUMI3ALlisl MTPOTOKOIY PIBHA JOCTYITY 10 MEPEXI.

PosrisaemMo KOKHUH 3 IUX MEXaHI3MIB TPOXH JOKJIA THIIIC.
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Byno:
1 wnsax nepegadi gaHux

DATA
—

| —
T .
*’*--a:ﬂf O
. )

Crano:
Kineka Wnaxie nepegadvi JaHWX

=
[RaDIO)

Pucynox 4.7 [lepmmii ¢paktop 301IbIIEHHS IIBUIKOCTI IEpeIayl JaHUuX

[lepmmii yuHHUK. 3 3actocyBaHHAM MIMO 3'SBASETBCA MOMXKIUBICTD
OJIHOYACHO TIEpEe/IaBaTH KiJIbKa MOTOKIB JAHUX B OJIHOMY 1 TOMY K KaHaJli, a MOTIM
32 JOMOMOTOK CKJIAJHUX aJIrOpUTMIB OOpOOKM BIJHOBIIOBATH iX HA MNPUHOMI.
[IpoBosssun aHaNOTiIO 3 aBTOJIOPOTaMH, MOKHA CKa3aTH, 1[0 PaHillle iICHyBaB JIUIIE
1 max, mo 3'emnye Toukn A 1 b. Temep Takux nuisxiB JeKiabka 1 3arajibHa
MPOIYCKHA 3aTHICTh CUCTEMH 301IbIIMIIACS.

Hpyruit  daktop - 301IbIIEHHS JOCTYMHOK IIMPUHM CMYTH 4YacToT.
TeopeTnuHO MOCSDKHA TIPOMYCKHA 3JaTHICTh KaHAy 3B'A3Ky 0e3mocepenHbo
3aJIeKUTh BIJI IIUPUHU 3aiMaHOi HHUM CMYTM YacTOT. Y HOBOMY CTaHJapTi
3'ABHJIACS MOXKJIUBICTH 00'€AHYBaTH cycinHi kaHamu no 20 MI'h 1 TakuMm ynHOM
30UTBLIYBaTH MPOMYCKHY 3JaTHICTh MPAaKTUYHO B 2 pa3u. 3a aHaJori€n 3

aBTOMAriCTPaIsiMA MOXKHA BBAXKaTH, 1110 BJIBI4l 301IbIIYETHCS KITBKICTh JOCTYTHUX

JUISL PYXY CMYT.



byno:
OpHononocHa maricTpane nepeaaYi 4aHmx

Crano:

[eynonocHa maricTpant nepegadi gaHux

40 Ml

Pucynoxk 4.6 Jlpyruii ¢paktop 301IbIIEHHS BUKOCTI Mepeaayl JaHuX

byno:
nigreepakeHHA KOXXHOIO kappy
BEJITMKWW npomixok wyacy Mix kKagpamu
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»n.;:rrﬁx
P Y

Data Frame A Fromes Detn Frame AZE Frame "f—/'
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Crano:
nigTeepa:eHHs BITOKY I{a,ﬂ,pIE
MEHLWIW npomizkok yacy mix kagpamm

Dais Faawee: Deka Fasms m::f‘ i -"/
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Pucynox 4.7 Tpetiit ¢pakTop miABUIICHHS MIBUAKOCTI Mepeavl TaHuX
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[lepuri 1Ba YMHHUKKA CTABUIUCS A0 (PI3WYHOTO KaHaiy. TpeTiit BaXKIHBHIA
dakTop 30UTBIIIEHHS MPOAYKTHBHOCTI - ONTUMI3aIlisl TPOTOKOIY Mepeaadi JaHuX Ha
pIBHI JOCTyIy JO CepeloBHUIla. Y TOMEPEIHIX BEpCisIX MNPUAOM KOKHOTO
nepesaHoro Kaapy (mopiuii JaHWX) MaB MiATBEPKYBATUCS MPUIMAIIbHI CTOPOHOIO.
VY HOBIl Bepcii BBeJeHA MOXKIUBICTH OJOKOBOro miaTBep/ukeHHs. [IpuitmMau
iH(popMallii TMOBIIOMIISIE OJHE MIATBEPKEHHS BIApa3dy Ha KUIbKa YCIHIIIHO
OPUMHATUX KaJpiB, 110 3MEHIIYE 3aBAaHTAXXEHHS 3arajibHOi MPOMYCKHOI 3aTHOCTI
KaHaJy CiIy>kO0OBHMMH MOBIJIOMJIEHHSIMU. KpiM TOro, 3MeHIIIEHO 4acOBUN MPOMIKOK
MK KaJpaMu, [0 TaKOX O3BOJWJIO TMiJABHIIUTH KOPUCHY HPOMYCKHY 3IaTHICTB.
[IpoBojsiun aHanmorii 3 MOBCSAKIEGHHUM JKUTTSIM, MOKHA TIOPIBHATH KaJpu 3
KOHTeHHepaMu il nepeBe3eHb BaHTaxiB. Hosi mpaBuna 802.11 n mo3Bonwiu
3MCHIIATA  JUCTAHIII0 MK KOHTCHHEpaMH 1  JO3BONHJIA  JUCIETYEPY

MITBEPKYBATU HE KOXKEH BaHTaX OKPEMO, a BiJIpa3y MapTii0 BAHTAXKIB.

4.2 HanamTyBaHHs KJII€HTa 0e3JpOTOBOIO 3B’ A3KY
JIist BIIKpUTTA [diaJIOTOBOTO BIKHA ISl HAJAIITyBaHHS B OIEparliiHini

cucteMi Windows 7 mpoxoaumo «Ilyck»- « [Tarens ynpasmiaas » (puc. 4.8).

EEEREP . |
dasd

zaql@WSX

]l Mpucrynas k pabote

6 Windows Media Center

a
= Kanskynatop

AoxymenTsi
Sanucku

Wzo6paxennsa

Mysbika

Wrpos

b Moaxntoverue x yaanenHomy paboyemy

<
) crony Komnsrotep

% Sxpannas nyna ——
Manens ynpasnenns

’fd Kocbinka =
3 Ycrpoiicrea u npurTepb!

MporpaMmbl NO yMOAYaHMIO

(e Npasxa u Nnoaaepixka

> Bce nporpammet Besonacrocte Windows

“,-..j,»,-__ D OB ANl 1 i

e - ©

Pucynok 4.8 Ilanens ynpaBiiHHS




Bubupaemo «Mepexa i inTepae™( puc. 4.9).

< )U—@ » lMaHens ynpasnexua »

Cucrema v 6e30nacHOCTb
rlposepxa COCTORHNA KOManJTepa
Apxusupcsahue AaHHbIX KOMMNBIOTEP2
I'lcncx W UCNP3ENEHNE npoﬁnem

Hacrpoiika napameTpos KoMnbtoTepa

CeTb n UnTepHeT

MpocmMoTp cocTosHua CeTi U 33434
a2 Buifop napameTpos goMaLuHelt rpynnel u
oBLLEero 4ocTyna K AaHHbIM

YMOAYSHUIO

Mporpammbl

Yaanenue nporpameabi

, / O6opyaosaHue 1 38yK
MpocmoTp yCTpoicTe U NpUHTEPCE
[o6aenenue ycrpoiicrea

Hacrpoiika napamerpoe moBunbHoCTI No

8,

-

v | 5 | l | Touex & naresu ynpasaesus

MpocmoTtp:  Kateropua v

YueTHble 3anMcm nons3osaTenen n

CEMEWH...

’?_ﬁ' [JoBaeneHne 1 yaaneHne y4YETHbIX 3aNUCEd
NoAb30BaTENEH

# Ycranoeka poauTensckoro KoHTpoNa Ana
BCEX NONB30BATENEN

OdopmaeHue n nepcoHanmzaums
W3mererne Temel

Wzmenenune pona paboyero crona
Hactpoitka paspeluerns akpana

Yacbl, A3bIK ¥ permoH

Crmena PacKNagxku KNasnaTypol Uaun Apyrux
cnocoBoe Becaa

Wzmerenue a3bika nHtepdeiica

CrnieumnansHble BO3MOXHOCTY
Pekomengyempbie Windows napamerpel
Ontumnsaumna nzobpaxkeHuns Ha 3KkpaHe

Pucynok 4.9 HanamryBanHs nmapameTpiB Mepexi

Jami
noctynom»( puc. 4.10).

IepexoagnmmMo B

«lleHTp ympaBiiHHS MeEpexamMu Ta

Manens ynpasnenms -
AOM3LLHAR CTPaHMLa
Cucrema u 6esonacHocTs
* Cerb u Vinteprer
OBopyaocsarue u 38yk
Mporpamub:

Yuernbie sanucu
nonb3osaTeneii u cemenHan
6ezonacHocT

Odopmnere n
nepconanmsaLmn
Yacei, s3bik v pernon

CreunansHsie Bo3MOXHOCTH

@‘C).VE“ » Manens ynpasnerua » Cers u Mnteprer »

~ [ 43 ||| Mouex s naresu ynpasaerus P2

[+

LleHTp ynpasaeHus ceTaMmn 1 o6uIMM 4OCTYroOM
MpockoTp cocToanma cetn u 3agas
MpOCMOTP CETEBLIX KOMMBIOTEPOB M YCTPONCTS
foGasnerue GecNpoBOAHOTO yCTPOIiCTES B CeTs

Moaxntouenue k cetn

©
&

y
|

\

JlomawHnan rpynna

BeiBop NapameTpos AoMaLLHEN FPYNMb! i OBLUEro A0CTYNa K A3HHLIM

Csorictsa obospesatens

Visnaenenne gomaruneii crpasmus:
Yaanenme uctopum oB3opa u daiinos "cookie”

¥ HaacTpoit payzep

Pucynok 4.10 YnpaiiHHS MEpEKEBUM Ta 3aralIbHUM JIOCTYIIOM
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VY BikHI «lleHTp ympaBmiHHS MepekaMu Ta 3arajibHUM JOCTYIIOM» 3JiBa

BUOMpaeMo «3MiHa mapameTpiB agantepis» (puc. 4.11).

@@vl :‘: <« Cetb u VIH... » Llentp ynpasnenua cetamu u oBumm goctynom v | 45 1 | Mou

Manens ynpasnenns -
[AOMALLIHAR CTPaHNLA

[pOCMOTpP OCHOBHbBIX CBEAEHMI O CETU U HACTPOViKa NOAKAKOYEHWNIA

Cm

b Mpocmetp nearoit kapTel
1Ay I x— & POCMATR P
¥npasnerue GecnposoaHbIMn S = =
il 1@ PUSKIN-PC minsk.by.dom Wnreprer
Wzmenermne napamerpos. (3707 KOMNBIOTED)
S3aNTER3 MpocmoTp aKTUEHBIX ceTel MoakatoyeHNe NN OTKAIOHEHIE
WMzmeHnTe gononHUTENbHbIE Tun aoctyna: Bes goctyna k
napametpet obLero goctyna Wnreprery
minsk.by.dom
u ’ . Jomawunas rpynna: Mpucoeaunen
l,-,;/' Jomalunas cete e
. Mogxnrouenus: Y Moaxnrouenue no

Bpanamaysp Windows
,CLOMEI.LIHRR rpynna

Csoiictea obospesatens

NOKaNLHOM CETH

Wsmenenne ceTesbix NnapameTpos

ﬁ. HacTtpoiika HOBOTC NOAKAONEHNA WAK CETH
=

Hactpoiika 6ecnposoaHOro, LUMPOKONOAOCHOMC, MOAEMHCIC, NPAMOTC AN
VPN-NoAKNHOUEHNA MK 3KE HACTPOITKA MapLUPYTU3ATOPa WAK TOUKM A0CTyNa.

MoakntounTeca K ceTi

"

I'IoAx.moqune WAN NOETOPHOE NOAKHOHEHNE K 6ECHFOBOAHOMY, NPOBCAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHNIO Ak nogkntouenne k VPN,

BuiBop gomaluHeit rpynnet n napametpos obiuere goctyna

&

Aoctyn K aiinam u NPUHTEPaM, PACMONOKEHHBIM Ha APYTUX CETEBLIX KOMMBIOTEPAX, UM
M3MEHEHNE NapameTpos obLuero gocTyna.

TaKKE

Il

YcTpanenue Henonaaok

JlmarHocTika 1 uCnNpasneHne CeTeBbIX NpoBaem unu Noy4eHne ceeaeHnit o6 ncnpasneHun,

PucyHok 4.11 HanamryBanHs miAKIOYEHHS

VY BiaKpuTOMY BIKHI KJIalHyTH Ha spiauky  «be3gpotose

3’ € THAHHS

IIPaBOIO KHOTIKOO MU 1 BUOpaTn

«IligkmroueHns/BinkmroueHus» (puc. 4.12).

’@—Qvl £ <« Cetsu VHTepHer » CeTeBbie noakmtoueHua » - ‘ 45 ’ [ Moucx: Ceme

nopaA - m x O ceresoro ycrpoiictea  [warroctuka nogknouenns  » &l v [ @

Becnposoar |
ceresoe

comemo®) [Moaxarouenme 7 onenovenme

CocroaHune

AuarHoctuxa

Hacrpoiika mocta

E

Cosaats ApabIK
Yaanute

@ | Teoenencsars

& Csoiictea

MEpEeKHE

IIyHKT

Pucynok 4.12 ITiakaroueHHs: 6€3pOTOBOTO MEPEKEBOTO 3’ €THAHHS
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VY mepeniky 3HaieHHX O€3APOTOBUX MEPEK 3HAXOIWMO 1 BHUAUIEMO HAITy

mepexy. [loTim Hatuckaemo kHomky «lligkmouenus» (puc. 4.13).

TexyLme NoaKNHOHEHNS: 3
‘ minsk.by.dom

2427 bes goctyna k nteprery
BecnposogHoe ceTesoe CoeanHEHNE -
AT w"",
@] Moakntouatbea i Moakntoyerue |

aBTOMaTUHECKK
£

BeBox ‘.ﬂﬂ
LleHTp ynpaenenua ceramm 1 oBLIMM ZoCTynom

Pucynok 4.13 ITorouyHe migkIFOYeHHS

VY HacTynmHOMY BIKHI BBOJIUMO KJIIOY JIOCTYITy J0 O€3ApOTOBOI MEpexi, SIKUI
OyB mpuayMaHu{ 1 BBEJICHHM NpH HajamrTyBaHHI wi-fi Touku noctymy. BBoaumo

napoJib 1 HaTUCKaeMo KHOMKY «Ok» (puc 4.14)

F o
' MogkNtoHEHNE K CETI HEER= =5 |

BeeauTte knrou Be3onacHOCTH CeTH

.

Knrou

90000000
BesonacHoCTL:

[#] CkpbiTs cumeonsl

H OK u[ Otmena ]

Pucynox 4.14 BeenenHns kiroua 0e3neku Mepexi



~

? MoakntoueHne K ceTn M

Moaknrouenve K AT ...

Pucynok 4.15 IlepeBipsieMo miAKTIOYCHHS

A
atll

BecnpoecgHoe
CETEBOE
COEAMHEHNE

Pucynok 4.16 beznpoTtoBe MepexeBe 3’ € THaAHHS
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5. TECTOBUI ITPUKJIAJ] TIPOTPAMHU

5.1 3a0e3ne4eHHs 3aXMCTY YHIKAJIBHOIO iAeHTH(piKaTOpa

Toukn moctymy, 10 MOCTaBISIOTHCSA, MAlOTh CTAHJAPTHI MEpEXeBl IMEHa,
Hanpukiaa, "tsunami”, "default", "linksys" 1 T.1., iHpOpMaIlis PO K1 MEPeaAETHCT
B IIMPOKOMOBHOMY PEXHMI KIIEHTaM MEpPEexki, 100 MpopekiiaMyBaTH JOCTYIHICTb
TOUkH Joctymy. {10 HacTpoliky HEoOXiTHO 3MIHUTH Bipa3y >K MICIs 3aBEpILCHHS
yCTaHOBKUA TOYKH goctymny. [Ipu mepeitmenyBanHi ineHTH(ikaTopa SSID Todok
JIOCTYyNy TOTpiOHO BUOepaTu 110-HEOYAb, HE TIOB'sI3aHe OE3MOCepeHbO 3
JISUTBHICTIO TOTO YM 1HIIOTO MiANpHEMCTBA KoMItaHiero. He ciig Bubupatu sk SSID
Ha3By KOMMaHii, HOMep i1 TesnedoHy abo iHIry 1HGOpMaIlito TPo MIIITPUEMCTBO, IKY
MOKHa JIETKO OO4YuciauTH abo 3HaiTH B IHTepHET. 3a 3aMOBYYBAHHSIM TOYKH
JOCTYITy TiepenaroTh JaHi mpo SSID B mHpOKOMOBHOMY pekHUMi BCIM 0€31pOTOBUM
KJIIEHTaM, 110 MpaloloTh B 3aJlaHOMY Jiala3oHi 4acToT. B geskux Bumaakax,
HaMpUKIaa JJIsi XOT-CIOTIB a00 TOCTHOBOIO JIOCTYMY, LISl MOXJIUBICTH J03BOJISIE
KOPUCTYBa4yaM 3HaWTH Mepexy 0e3 uuei-ueOyap gomomoru. Ilpore st
KOPIIOPaTUBHUX MEPEX MUPOKOMOBHY Tmepenauy SSID HeoOXigHO BIIKIIOYHTH,
00 OOMEXHTH YHCIO BHUIAIKOBUX KOPUCTYBAdiB, IO IIYKAIOTh MOKIIUBICTh
MIKITIOYUTUCA 10 BITKpUTOI 6e3poToBoi Mepesxi. Pimenns Cisco Unified Wireless
Network 103BoJIsI€ TapaHTYBaTH MOKJIMBICTD MIJIKIIOYEHHS OyAb-SKUX KIIEHTIB J0
MepeXi TUIbKU B MeXaX BCTAHOBJIEHOTO OMEPaTOpOM YHcia Crpo0l. SIKIIO KIIEHTY
HE BJAETHCS JICTaTH JOCTYIl IO MEpEeXl B MeXax 3aJlaHoro 4Yucia crpoO, BiH
aBTOMATUYHO OJIOKY€ThCS 10 TUX Mip, MOKH HE 3aKIHYUTHCS Yac BCTAHOBJICHOTO
orepatopoM TaiiMepa. OrmepariiiiHa cucteMa JI03BOJIsI€ 3a00POHUTH MUPOKOMOBHY
nepenaay SSID g koxHOI OKpeMoi

meperxxi WLAN. Ile mae MOXIuBICTH 1e  OUIbIIE CKOPOTUTH YHCIIO

BUIAJIKOBUX "MIACIyXOBYIOUUX" KOPUCTYBAUIB.
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5.2 HamamryBaHHS TOYOK A0CTYIY

[Ipu mnpoekTyBaHHI 0€3ApOTOBOT Mepexi s 3aluiinia CBi BuOip Ha
oOnaguani komnanii D-Link.

Touka goctymy DAP-1360 mnintpumye crangapT Oe3apOTOBOTO 3B'S3KY
802.11n 3 Texnonoriero MIMO, sika TOMITHO TTOKpaIIy€e MBUAKICTh IEpeaadl JaHUX
B 0€3/pOTOBIM Mepeki 1 MABUIIYE SAKICTh PaAIOTOKPUTTSI.

PosrnsHeMo HanmamryBaHHS OJHIET 3 TOYOK JIOCTYITY.

[I1o6 yBilTH B MEHIO yCTaHOBKH Touku goctymny D-link DAP-1360 notpi6Ho
3minuTi TCP / IP napameTpu MepexeBoi KapTu HACTYITHUM YHHOM:

o IP: 192.168.0.51

o Macka migmepexi: 255.255.255.0

o mro3: 192.168.0.50

- 1 -
o I — Il
4 TMoaknouyeHWe NO NOKaNbHOW CeTy 3 - CBOWCTEA

p——
E Ceoncrea: [Npotokon MHTepHeTa sepcvm 4 (TCP/TPv4) @ :

Cets —‘OﬁLLI,ME

MoAKnNiUEHWE Uspes: 2

MapaMeTpel IP MOMYT HAZHAYATLCA ABTOMATHUECKM, ECTH CETh

L Anantep pagouero ctona Intel(R) PRO/1000 | NoAAepKHBAET 3Ty BOSMOXKHOCTE. B NPOTHBHOM Cyyae napameTpel IP
MOMHO NONYYWTB Y CETEBOTO AAMMHUCTPATopa.

OTMEYEHHEIE KOMNOHEHTE WMCNONEZYHTCA 3THM NMog

MNonyunTe IP-aapec aBToMaTHYECcKK

O _Ill.:lK.I'IHE!HT ans ceTedi Microsoft (@) Ncnonb20BaTh cnepyolwnid IP-agpec:

%Kasperskyhnti-\firus MNDIS € Filter IP-appec: 192 .168. 0 . 51
J%HJ'IBHHPCIEILIJ,HK naketoe QoS

O J%Cnyxﬁa 0OCTYNE K chainam U NpUHTEpaEM cd
s v OCHOBHOI WAK3: 192 . 168 . 0 . 50
=i [NpoTokon MHTepHeTa sepoun 4 (TCR/IPv4)
[ .. ipadieep B/E TONONOra KAHANEHOTD YPOEHA

Macka nogceTu: 255 .255 .255. 0

MNonyunTe aapec DNS-cépeepa 3BTOMATHYECKK

[ i OTEETUMK OﬁHapy)KEHIAH TONONOrvK KaHany

0 Mcnonb30BaTh Cnedywlwne agpeca DNS-cepeepoB:

YeTaHOEUTE... YOanuTe MpeanounTaemiii DNS-cepeep;

OnucaHue .
AnsTepHaTHeHsIn DNS-cepeep:

[ noareepawts napameTpsl npu BEXoge
OK l ’ OTMeHa l
www.tradetelecom.ru Bk _

MpoTtokon TCPJIP - cTaHAapTHEIA NpOTOKON FNo6E
ceTed, ofecneYnBaWMA CBASL MEXOY PasnyH
B3aUMOAEACTBYHWNMW CETAMM.

Pucynok 5.1 3mina napametpis TCP / IP
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HanamrryBanus touku noctymy D-Link DAP-1360 3niiicHioetbest uepe3 BED
iHTepdeiic. OTxe, micis MIIKIIOYEHHS TOYKU JOCTYIY JO CBOro KOMIM'tOTepa
3ammyckaemo Opaysep (internet explorer, Mozilla, opera, chrome) i1 3milicHIOEMO B
HBOMY Iepexij 3a ajapecoto http://192.168.0.50

[Ticns wporo Bai-gait Touka goctymy D-link DAP-1360 Bumacts
3aMpoOIICHHS BBECTH JIOTIH Ta Mapojb JJIA BXOAYy B iHTepdeic aaMmiHicTpaTopa. 3a
3aMOBYYBAaHHSIM JIOTIH 1 MapoJib JJis BXOAy B Bai(ail Touky moctymy DAP-1360:

JIOTiH - admin, maposb - MOPOoXKHE ToJie (puc. 5.2):

Firmwvare Version: ver2.10EN

Log in to the Access Point

User Name : admin
( )
Password :

WIRELESS

Pucynok 5.2 3agaemo J0TiH 1 Tapoiib
VY BigKpuTOMYy BiKHI B JIIBOMY BEpXHHOMY MEHIO BuOMpaemMo 1. Wireless

Setup (puc. 5.3)



Product Page: DAP-1360 Firmware Version: ver2.10EN

If you would like to utilize our easy to use web-based wizard to assist you in connecting your
DAP-1360 to the wireless network, diick on the button below.

Launch Wireless Setup Wizard

Mote: Some changes made using this Setup Weard may require you to change some settings
on your wireless client adapters so they can still connact to the D-Link Access Point.

This wizard is designed to assist you in connecting your DAP-1360 to wireless network using
WPS. It wil guide you through step-by-step instructions on how to get your wireless device
connected. Click the button below to begin.

[ Add Wireless Device With WFS |

Pucynok 5.3 n. Wireless Setup

IToTiM HaJTaMITOBYEMO TTapaMeTpu 0e31poToBOI Mepexi (puc. 5.4).

www.tradetelecom.ru

] TR o | e | o

Use this section to configure the wireless settings for your D-Link Access Point. Please note
that changes made on this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes including: WEP or WPA and WPAZ.

-- [ Save Settings ] [ Don't Save Settings ]

WIRELESS NETWORK SETTINGS :
Enable Wireless : Always [

\Wireless Mode 1 | Access Point Bl | site surve

Wireless Metwork Name @ |diink (Also called the S5ID)
Enable Auta Channel Scan :
Wireless Channel: |5
802.11 Mode : | Mixed 802.11n, 802.11g and 802.11b [
Channel Width : | 20MHz [+]
Transmission Rate : | Auto (B
Enable Hidden Wireless : [ (Also called Disable SSID Broadcast)

WIRELESS SECURITY MODE :

Security Mode @ | Disable Wireless Security (not recommended) [+]

Pucynok 5.4 BikHO HalalmTyBaHHS TOUYKH JOCTYILY

81
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[1. Enable Wireless — 3anumaeMo rajouky AJisg aKTHBi3allii TOYKH JOCTYILY,
PO3KJIa]] 3aJTUIIAEMO HE 3MIHHHUM.

VY n. Wireless Mode 3agaemo pexum poOOTH HalIoi TOYKH AOCTymy. Y
pamMKax JaHOTO KEpIBHHUITBA MU po3riisiHeMo HamamTyBanHs DAP-1360 came B
SKOCT1 TOUKH J0oCTymy - Access Point, ToMy 3aiuiiiaeMo JaHuil BapiaHT.

VY n. Wireless Network Name Bkazyemo Ha3By Hamioi 6€3ApOTOBOT Mepexi
(SSID).

I1. Enable Auto Channel Scan akTuBye aBTOMaTW4yHE MPU3HAYCHHS KaHAITy
0e3/1poTOBOrO 3B's13Ky. TOMy 711 py4YHOi HACTPOMKHM 3HIMAEMO TajlOuKy.

I1. Wireless channel 3amaemo HOMep kanamy OesmpoBigHoro Wi-Fi 3B's3ky.
Jlnst ynukHeHHs iHTepdepeHniiii Bubupaemo 1 a6o 11.

I1. 802.11mode BuOpaeMo - 3 IKMMHU HPOTOKOJAMH Bail-pail Oyae cyMicHa
touka noctymy D-Link DAP-1360. 3anumaemo Bapiant Mixed 802.11g and
802.11In - BiH 3a0€3ME€YUTh CYMICHICTh 3 aKTyaJIbHUMH MPOTOKOJIAMH 1 HE J1aCTh
«MPOCAAUTH» MIBUAKICTh MEPEXK1 NIPH MiAKIIOUEHH] 3aCTapliioro 00JagHaHHS .

I1. Channel Width Bu3Hauae mmpuny cMyTu mijg 6€3ApOTOBUI KaHANT 3B'SI30K.
Bucrasnsemo Auto 20/40MHz.

Y nyskti Transmission Rate MokHa TpPUMYCOBO 3aJaTH MaKCHUMAJIbHY
MIBUKICTD Mepeadl JaHuX B 0€3pOTOBIN Mepexi. 3aMHIIUTU B MOJI0XKEHHT Auto.

Enable Hidden Wireless xoBae 0e31poTOBY Mepexy (a came - PO3CHUIIKY
SSID) Big HempomieHWX TOCTed. 3a JOMOMOrol JaHOoi OmIii  JI0JaTKOBO
3a0e3IeuyeMo 3aXUCT Oe3IPOTOBOT MEpeXki BiJl MOYATKIBIIIB XaKEPIB.

B o6Omacti Wireless Security Mode wanamroByemo mudpyBaHHS
6e3aporoBoi mepexi. lle mo3Bomuth 3axuctutu Wi-Fi mepexy Bim HeOaxaHUX
BTOPTHEHB 3 OOKY 3JIOBMHCHHMKIB 1 JIFOOUTENIB O€3KOIITOBHOTO TOCTYIY B IHTEpHET.
Bubupaemo B 1. Security Mode Bapiant Enable WPA2-Auto Wireless Security

(enhansed).
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5.3 HanmamryBanasa RADIUS

KitieHTchKi JIOTIHM 1 TIapoJIi KOPHCTYBayiB MEpPEAarOThCA 4depe3 Oe3apOoTOBY
Mepexky 1o Vantage RADIUS, ne BoHu mepuBipsrOThCs 3TiHO 31 cruckom. lle
rapaHTye, 10 TUTBKU KOPUCTYBAd 3 MPanbHOIO KOMOIHaIi€ Oyae MOMyIeHui 10
MEpexl.

Web Koundiryparop. 3anmyckaemo 6paysep. Beogumo IP agpecy mpuctporo (3a
3amoBuyBaHHsM 192.168.1.3). (puc. 5.5).

File Edit ‘Wiew Favorites Toaols  Help

gmEBack - =p - @ il | @Search

Address | http://192.168.1.3

Pucynok 5.5 Anpeca npuctporo y BikH1 Opay3epa
BBonuMo 5ioriH Ta maposib 3a 3amoBuyBaHHAM (admin Ta 1234), HaTHCKaEMO

kHonky Login. (puc. 5.6).

ZyXEL Vantage RADIUS Server

Username :

Password : G

Pucynok 5.6 BikHo jy1st BBOY JIOTiHY Ta MapoJIto
[Ticns yoro onuHsAEMOCS y BIKHI KOH(Irypalii ToJJOBHOIO MEHI0. J{asi B MeHIo
ooupaemo ADVANCED 151 HanamrtyBaHHS TPHUCTPOIO Ta HaTuckaeMo [P, 1106

ONMHUTHUCA Y BIKHI OCHOBHOI KOH]irypaiii mepexi. (Puc. 5.7)

ZyXEI’. Hee ()

ADVANCED
]

DHCP SERVER
ADMIN ACCOUNT
TIME

SYSTEM LOG

RADIUS LOG )

LOG SETTINGS IP Address : 192.168.1.3
RADIUS Netmask : 265 255 28510
Gateway @ 192.168.1.254
Primary DNS : 168.95.1.1
MANAGEMENT Secondary DNS : [168.95 192 1

MAC Address :  00:AD:C5:B7:BC:CS

MAINTENANCE

LoGouT

Appl
RESTART/RESET ﬂl

Pucynok 5.7 BikHO 0CHOBHOi KOH]ITypaliii Mepexi
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VY BikHI OCHOBHOI KOH(Iryparii Mepexxi BOAMUMO HEOOXiJHI MmapaMeTpu Ta

HaTHUCKAaeEMO KHOTIKY Apply. (puc. 5.8)
P

Basic Network Configuration

Pucynok 5.8 IlapameTpu 0CHOBHOT KOH]Irypaii Mepexi
HanamryBanas IlapamerpiB UYacy. Vantage RADIUS BuxopucroBye
CHUCTEMHUN TOIWHHUK, MO0 CHHXPOHI3YBaTH Yac 4epe3 MEPexKy 1 3reHepyBatu log
daiimu. Yac moxke OyTH OTpUMAaHHMM BiJl CIOJIYyYHOTO Komm'toTepa, abo Cepsepa
NTP (Ilpotoxon Yacy Mepexi). 1100 BcTaHOBUTH MapaMeTpu Yacy, KJIallaeMo Ha
ADVANCED B ronoBHomy MeHto, a mnotiM Hatuckaemo TIME. V¥ BikHi, mo

3’SIBUJIOCH BCTAHOBIIOEMO TIapaMeTpH 4Yacy 1 HaTuckaemo KHomky Apply (puc 5.9).

TIME

Current Time

w o3 fgn
T

Date/Time

Pucynok 5.9 BikHO HalamTyBaHHS MapaMeTpiB 4acy
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Ormsim EAP Authentication. EAP (Extensible Authentication Protocol) —
npoTokoJ aBTopu3aliii cranaapty IEEE802.1x, mo3Bosistounii 3acTOCOBYBaTH Pi3HI
Tunu aBTopu3aiii kopuctyBauiB. Vantage RADIUS mintpumye PEAP i EAP-MD5
(Message-Digest Algorithm 5). Hamri Touku AoCTyIy HiATPUMYIOTh aBTOPU3AIlIIO
0e31poToBUX KIIEHTIB MO cTapaapTy 802.1X 3 BHUKOPUCTAHHSM BiJAAJIEHOTO
cepBepy RADIUS.

JIisi HalamTyBaHHS MIAKIIOYEHb 3 TOYOKaMHU JOCTYIy, KJAllaeEMO Ha
RADIUS B rosoBHomy MeHio, a noTiM Hatuckaemo RADIUS SERVER. V BikHi,
mo 3’sBwiock BuOupaemo RADIUS Type = Local Account/Remote Account,
HATUCKAEMO KHOMKY Apply, BCTaHOBIIOEMO TMOPTH ayTeHTHdIKAIii 1 BUIadl
0OJIIKOBHUX 3alMCIB TAKUMHUXK $IKI OyJIM BCTAHOBJIEHI HA TOYKaX JOCTymy. € Takox
MOXJMBICTH 0oOpatum pgiama3zoH I[P jgiug  sxkoro Oyae  3acTOCOBYBATHCS
ayTUHTU(]IKalis. BCTaHOBIIOEMO MYyHKT BU3HAUUTU ayTeHTU(IKAIi0 1 Oyab-

axoro [P, a Takox 3a7a€MO KJTFOUOBE CJIOBO 1 HATUCKAaeEMO KHOMKY Apply (puc. 5.10)

RADIUS Type

" Active Directory Account (User account is stored in an Active Direstory Domain Cortroller]

Domain Administrator : Username | Password |

Domain

Name :
@ Local AccountRemote Account (i

Local Realm Name :

r 3ceount 1= starad on laeal o ramete RADIUS sarver]

(. 50 aharseters)
Apply

Remote RADIUS (max. 5)
Add

Realm Name | IP Address |Shared Secrequthentication) Accounting | poyp, | pojere
Port Port

Delete

Server Port

Authentication Port:(1a12 ) (ratass)
Accounting Port: ({1813 (r-ns38)

Allowed Access Type

*_Allow Any IP Address
Shared Secret{fest 1231 ) o aharsatae sl
 Allowed Specified IP Address / Network Address
Apply
Allowed IP Address = 20}
Add
[ Ho. | IP Addross Shared Secrot
Delete

Allowed Network Address jm=: <

Add

[No.| Nework Address Shared Secret
Delete

Pucynok 5.10 Bikno HanamryBanas RADIUS SERVER
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Tenep nHeoOximuo momatu KopwuctyBadiB. sl mhOro 3HOBY KIIAllaeEMO Ha
RADIUS B ronoBHoMy MeH10, a motim Hatuckaemo USER ACCOUNT.

Koxen kopuctyBauy, 1110 MoTpedye JOCTyIy y MEPEXKY, TIOBUHEH MAaTH JIOTIH 1
napoib. HatucuyB knonky Add New User, cTBoproeMo 3amuc KopucTyBada (puc

5.11)
USER ACCOUNT

Import/Export User Account

User Account List

| MNo. |  UserName |  Acion | Delete |

Pucynok 5.11 BikHO 101aBaHHS KOPHUCTYBadiB

VY BiKHi, 110 3’ ABHJIOCS JOJIAEMO 1M1 KOPHCTYyBaJa i mapodib. (puc 5.12).

I{e TpeGa 3poOUTH JIs1 KOKHOTO KOPHCTYyBaya.

USER ACCOUNT

Add New User

Pucynok 5.12 BikHO 101aBaHHS] HOBOT'O KOPUCTYBaya



87

6. EPTOHOHOMIKA THOOPMAIIMHUX TEXHOJIOI' T

6.1 Po3paxyHok yacy eBakyauii Jirojieil MpH Moke:Ki B NPUMillleHHi

[TinmpueMCTBO € OTHOMOBEPXOBOIO OYymiBIICIO, IO BigoOpaskeHa Ha pwuc. 6.1
po3mipamu 10 M. Ha 20M.; KUIBKICTh pOOOYMX KIMHAT 8; KIJIBKICTh Mpalordux 13;
KUTBKICTh BUXOIB 1.

Jl7is po3paxyHKy 3arajbHOro 4acy eBakyailii HeoOX1IHO po3paxyBaTH 4ac Ha
KOXHIW JUISIHIN pyXYy JIOJIeH, MOYNHAIOUHN BiJl MAKCUMAJIBHO Bi/IJIaJICHOT TOUYKHU.

Pyx mronelt mig yac mpoliiecy eBakyallli € BAMYILIEHUM, TOOTO MOB’SI3aHUM 13
HEOOXITHICTIO TIOKMHYTH NPUMIIICHHS 4 OYJIBIIO 4Yepe3 BUHHUKIY HEOE3INeKy.
Bumymenuii pyx mroaeil mae cBoi crnenu@idHi 0COOJMBOCTI, BXKE€ HA MOYATKOBIN
CTajli, JIOJWHI TOrpOXKy€e HeOe3nmeka B pe3yJbTaTi TOro, IO MOXexa
CYNPOBO/IKYEThCS BUJIIJICHHSIM TEIJIOTH, MPOJIYKTIB TMOBHOTO ¥ HEMOBHOIO
3rOpaHHs,, TOKCUYHHUX PEYOBHH, OOBaJIEHHS KOHCTPYKLIA, IO TaK YW IHAKIIE
MOTPOXKYE JIFOUHI. [3 IILOTO CJ1iJ1 3pOOUTH BUCHOBOK, 110 MPHU TUIAHYBaHHI OY/IiBIII 1
YCTpOi MPUMIIIEHb B HUX HEOOX1THO MPUUHATH 3aX0]IH, 1100 Mpoliec eBaKyallii Mir
3aKIHYUTHUCS O€3MEeYHO 1 B HEOOX1JHUIT Yac.

Jlpyra 0oCOONUMBICTH TOJIATAE y TOMY, IO B CHUJy TMOTPOKYIOUOI IFOJWHI
HeOe3MNeKH PyX IHCTUHKTHBHO IMMOYMHAETHCS OJTHOYACHO B OJIMH 1 TOM K€ HAIpsIM —
y CTOpOHY BUXO/IB. Lle mpu3BOANTH A0 TOTO, 110 MPOXOAM IIBUIKO 3aIIOBHIOIOTHCS
JIOJIBMU TIPY BHU3HAYCHIN HIIJILHOCTI MOTOKIB. I3 301bIIEHHSIM HIiIJILHOCTI IMOTOKIB
HIBUKICTh PYXY 3MEHILYETHCS, 1110 CTBOPIOE MIEBHUHN BU3HAYCHUMN pUTM pyxy. B 11iit
CUTYaIlli 3’ IBJISIETHCS MOrPO3a YTBOPEHHS 3aTOPY, 1 Iy’Ke Ba)KKO 3ar00IrTH TH.

[Toxa3zaukoM epeKTUBHOCTI MPOIECY BUMYIIICHOI €BaKyallii € yac, Ha MpoTs3i
SIKOTO JIFOJAM MOXYTh MPU HEOOX1THOCTI IOKUHYTH OKPEMI MPUMIILLIEHHS 1 Oy I1BIIIO B
migomy. besneuHicth, JOCSITHYTa TOMI, KOJW €M 4Yac MEHIIHNM, HDK TPUBATICTh
noxexi. KopoTkodacHICTh MpoIlecy €Bakyallii MOBHHHA JOCSTaTUCA HE TIIbKU
KOHCTPYKTHBHO-TUTAHYBAJIbHUMH PIIIEHHSMH, Ha SKi 3BEPTAJIA yBary paHiiie, ane i

OpraHi3aliiiHIMH PilICHHSIMH.
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[Iporuec eBakyariii Jitojieif MOKHA MOJUTUTH HA TP €TAaIlH :

> pyX JIOACH BiJ HAWOUIBII BIAJAICHOI TOYKH TWPHUMIIICHHS [0
€BaKyallliHUX BUXO/IIB;

> PyX JIOZICH BiJ €BaKyalliiHUX BUXOJIIB JI0 BUXO/IiB HA 30BHI ;

> PYX JIFOCH BiJl BUXOIB 13 OyIiBJIi Ta X pO3CIIOBaHHS.

[Tpu eBakyarlii OCHOBHHMH MapaMeTpaMHu, SKi XapaKTepU3yIOTh MPOIEC PYXY
JIIOJIEH € :

1) MUIBHICTB JIOJCHKOTO OTOKY — D, JIroa/mM2;

2) WBHJKICTh PyXY JIOACBKOIO MOTOKY — V, M/XB;

3) mporrycKkHa CIPOMOKHICTh NUISAXY (BUXOIB) - O ;

4) IHTEHCUBHICTb PYXY JIFOJICBKOTO MOTOKY - ¢ ;

1) I{iapHICTH JIFOACKKOTO MOTOKY D, sika cKiIaAaeThes 3 N J0J1ei, TOPIBHIOE:

D, = NS\ 6.1),
A

ne A=g-/—oma nuaxy eBakyaminHoi JUITHKY [M2];

[ — noBXMHA IUISIHKY; - LIMPHUHA JIIJISTHKH;

f— myo1a ropu30HTaIBLHOIT MTPOEKIIIT JIFOUHU.

Axmo D < 0.05 monvuHa Mae TOBHY CBOOOIy TIEpECYBaHHS;

Axmo 0.05<D<0.15 moauHa HE MOXE BUIBHO 3MIHIOBaTH HANPSIMOK CBOTO
pyXy;

Axo 0.15<D<=0.92 moau pyxawTtbcs BKymi. Benuunnaa 0.92 € BepxHBOIO

MEXEI0, KOJU JIIOAM PYXaroThCS BKYII, Ta HEH OOMEXKYEThCA LIUIBHICTH MPH
NPOEKTYyBaHHI eBaKyalliiiH1X MUIAXIB.

2) IBUaKICTB pyXYy JOJICBKOTO MOTOKY V 3aJIEKUTh Bij] HOro 1muibHOCTI D Ta

BUAy IIAXy (TOPU3OHTANBHI 4M MOXWJi). 3HaueHHs IIBMAKOCTI V , a Takox
IHTEHCUBHOCTI PyXY JIIOJACHKOTO TIOTOKY ( B 3aJ€XKHOCTI BiJl HMOro miasHOCTI D
npuBeeHo B Tabm. 6.1.

3) IIpomyckHa CipoMOKHICTh NUIIXY O (M/XB 4H JIFO//XB)

O=D-v-O6 6 u¥xs. (6.2)
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4) IHTEeHCUBHICTIO PyXY JIFOJICBKOTO IOTOKY ¢ (M/XB YU JIIO]I/XB)
q=D-v (6.3)
Tabmuug 6.1 3HayeHHS MIBUAKOCTI V 1 IHTEHCUBHOCTI ¢ PyXYy JIOJCHKOIO

MOTOKY 3aJIe’KHO B1Jl HOTOo mUIbHOCTI D

IinpHicTh | ['opu3onTanbHuUil nusix | JBepHUit Cxonu BHU3 Cxonu BBepx
MOTOKY poeM
M2/M2, IBunkicte | Iurencus- | Iarencus- | IIBunkicte | Inurencus- | IBunkictes | [HTEeHCHB-
A M/XB. HICTb, HICTb, M/XB. HiCTb, M/XB. HiCTb,
1% M/XB. M/XB. 14 M/XB. 14 M/XB.
0,01 100 1 | 100 1 60 0,6
0,05 100 5 5 100 5 60 3
0,1 80 8 8,7 95 9,5 53 5,3
0,2 60 12 13,4 68 13,6 40 8
0,4 40 16 18,4 40 16 26 10,4
0,6 27 16,2 19 24 14,4 18 10,8
0,8 19 15,2 17,3 13 10,4 13 10,4
09wu 15 13,5 8,5 8 7,2 11 9,9
OlbIIIe

[HTEHCUBHICTh pyXy HE 3aJeXKUTh BIJl MIUPUHU ULUIAXY 1 SBISETHCS
XapaKTePUCTUKOIO MOTOKY. |HTEHCHUBHICTIO pyXy JIIOACHKOTO MOTOKY Ha KOXKHOMY

BIJIPI3KY JTOPIBHIOE:

_ 9491,
G=""5 vk (6.4)
i
ne: 81, Ji.1 — WMPHHA pO3risAarodoro 1-ro 1 nepea HuUM (i — 1) BiApi3KiB

HUIAXY, M;
¢i, q i-1 — 3HAYEHHS THTEHCUBHOCTI PyXy MOTOKY Ha PO3MJISIIAI0YOMY 1-MY 1
nepea HuM (1 - 1) Bigpizkax HUISIXY, M/XB.
SIKI0 i MEHIIIEe YU PIBHO (max, TO YaC PYXy Ha BIAPI3KY MOKHA BU3HAYUTU

1o ¢hopmyi:

L =—, (6.5)

PU LIbOMY 3HAYEHHS (max TPEOA MPUHMATH PIBHUM, M/XB.:
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- ISl TOPU30HTAIBHUX ITUISIXIB 16,5
- I7Is1 ABEPHUX MTPOMOMIB 19,6
- JUIA CXO/1B BHU3 16
- ISt CXOJIIB BBEPX 11

Po3paxyHnkoBuii uac eBakyarlii Jrojeld 13 TPUMIIICHHS ©W OymiBal fp
BCTAHOBIIIOETHCSA MO PO3PAXYHKY 4Yacy PYyXy JIOJACHKUX IMOTOKIB BiJ HaHOUIbII
BiITAJICHUX MICIIb po3TanryBaHHs. [Ipu po3paxyHKy Bech NUISX PYXY JIOJICHKOTO
MOTOKY MOAUISETHCS HA TIUISHKH (IIPOX1J, KOPUIIOP, CXOJMHKOBHI Maplll, IBEpHUN
popi3, TaMOyp) AOBKHUHOIKO /; 1 IIUPUHOIO g;.

[ToyaTkoBUMU AUTSTHKAMHU SBJISIFOTHCS MTPOXOIU MK POOOYHMH MICISIMHU.

Po3paxyHkoBuit yac eBaxyarlii JOPiBHIOE :
_ 1
t, =t +t,+t, +...+t =t [XB], t, ="y, [xB].

1€ f; — 4ac pyXy JIOJCHKOTO MOTOKY Ha KOKHIM OKpEeMIi JIIISHIII.

YMoBa 0Oe3neyHoi eBakyalll XapakTepU3Y€ETbCS BHPA3OM 1,<= f,5, TOOTO
pO3paxyHKOBa TPUBAJIICTh BUMYIICHOI €Bakyallli Ha Pi3HOMAHITHUX JUISTHKAX MPHU
PO3pPaxXyHKOBHX IIBHJIKOCTSX JIFOJEH 1 pO3paxyHKOBI MPOIYCKHINA CIIPOMOKHOCTI
eBaKyalllfHUX JBepel MOBMHHA OyTW piBHA a00 MeEHIIAa HEOOXIAHOTO dYacy
TpUBaJocTi eBakyarlii. HeoOxiqHuil yac eBakyarlii #,; BU3HAYAE€THCS O TAOJIHUILIL.

BuxopucToBytoun Bl 3a3HAYCHHI OIHUC, 32 BUHATKOM TaKUX AUISHOK SIK
JBEpHUM Mpopi3 Ta TamOyp (He mependaveHa y OyIiBIi), MPOBEAEMO PO3PAXYHOK
yacy eBaKyauii JoAei s TPUIMHATOro NpUMIILIEHHS.

MapmipyT eBakyarlii po30MBa€eThCs Ha JAEB'ATh eTamiB (AUITHOK). [l
MPOBENICHHSI PO3pPaxXyHKY MPEACTaBUMO IUIaH eBaKyailii itojaei (puc. 6.1).

Ilepwa oinanka
Yac pyxy JHOACHKOTO MOTOKY — BHUXI1J JItoJeH 3 KiMHaTu No 1:
ne /= 13 M — 1oBXWHA AUISTHKY ; V — HIBUJIKICTh PyXY Ha JJISHIIL.
f =0.113 M?> — cepeHs IJI0IA TOPU3OHTAIBHOI IPOEKIIiT JIFOIUHY |

N = 2 — KUIBKICTB JItoJIeH ; S= 3 M — IupuHA JUISTHKH .
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5
JITHKA IJIHKA IJIHKA MJITHKA MJITHKA
ala

L

8 7 6
IIJITHKa JiJIAHKA MVITHKA

Pucynoxk 6.1 I1nan eBakyariii groaei

D, = 2[%) = 0.006 [M*/M?], Tomi v; = 100 M/xB ; g;= 1 M/xB.
t;=13/100 =0,13 xB.
/lpyza dinanka

Yac pyXy JOACHKOTO MOTOKY — BUXI1J Jitoje 3 KiMHatu Ne 2:
0.113 2/ 2 R _
D =3 T3 =0.01 [M*/M°], Tomi v; = 100 M/xB ; g3= 1 m/xB.

t,=11/100=0,11 xs.
nel=11wm; f=0.113M* N=3;5=3 m.

Tpemsa oOinanka

Yac pyxy JIOACHKOT0 MOTOKY — BUX1A Jitoje 3 KiMHaTtu Ne 3:

D :1(%?):0.003 [M%/M?], Tomi v, = 100 m/xB; ¢>= 1 M/xB.



t=12/100=0,12 xB.
nel=12wm; f=0.113 M*, N=1; S=3 m.

Yemeepma oinanka

Yac pyxy JHOACHKOTO MOTOKY — BHXI1J JItojeH 3 KiMHaTu No 4:

D =2(%)=0.01 [M%/M?], Tomi v4= 100 m/xB; g4= 1 M/xB.

t=5/100 =0,05 xB.
nel=5wm; f=0.113M* N=2;S=3 wm.

I ama oinanka

Yac pyxy JIOACHKOIr0 MOTOKY — BUXI1J Jitojen 3 KiIMHatu Ne 5:

0.113

D = 2[mj =0.007 [M?*/M?], Tomi vs= 100 M/xB ; g5= 1 M/xB.

t=12/100 =0,12 xB.
nel=12wm; f=0.113 M*, N=2; S=3 m.

Illocma oinanka

Yac pyxy JHOACHKOIr0 MOTOKY — BUXI1J Jitojen 3 KiIMHaTtu Ne 6:

0.113

D = Zﬁm] =0.007 [M*/M?], Tomi vs= 100 M/xB; g6= 1 M/xB.

t=12/100 =0,12 xB.
nel=12wm; f=0.113 Mm% N=2;5=3wm.

Cvooma Oinanka

Yac pyxy JIOACHKOTr0 MOTOKY — BUX1J Jitojen 3 KiMHatu Ne 7:

D :2(%j:0.008 [M?*/M?], Tomi v;= 100 m/xB; 7= 1 M/92B..

T =9/100 =0,09 xB.
Hel=9m; f=0.113m% N=2;S=3m.

Bocoma dinanka

Yac pyxy JHOACHKOTO MOTOKY — BHXI1J JItoJeH 3 KiMHaTH N §:

D :2(%J:0.02 [M%/M?], Tomi vs= 100 m/xB; gs= 1 M/xB.
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t=3/100=0,03 xB.
nel=3wm; f=0.113M* N=2;5=3wm.
Jlee’ama oinanka

Yac pyxy JHOACHKOTO MOTOKY — BHXI1J JItojei 3 KiMHaTu Ne 9:

D =7(%j=0.03 [M%*/M?], Tomi vo= 100 M/xB; go= 1 M/xB.

t=9/100=0,09 xs.
nel=9wm; f=0.113 Mm% N=7;, S=3m.
Mecama dinanka

Yac pyxy JIOACHKOTO NOTOKY — BUXiJ Jtojiei 3 KiMHaTu Ne 10:

D =11(%;3]=0.08 [M%/M?], Tomi v;o= 100 M/xB; g10= 1 M/93B..

T=15/100=0,05 xB.
Hel=5wm; f=0.113m>; N=11;5=3 m.
Oounaousma OinAHKa

Yac pyxy JIIOACBKOTO MOTOKY — BHXIJI Jrojiei 3 kimHaTH Ne 11:
D = 13(%} =0.1632 [M*/M*], Tomi v;; = 60 M/xB; g11= 12 M/XB.
t =3/60 =0,05 xB.

nel=3wm; f=0.113m>; N=13; S=3 m.

3aranpHUM Yac eBakyaryi : t = ¢7 + t2 +...+ t1s = 1,01 [xB].
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tws = 2,5 XBUIUH Jy1s ogHonoBepxoBoro Oyaunky (3 CHull 2.01.02-85, Ta6:.

t=1,01 <tu6=2,5 xB, TOOTO BUMOTHU TTOKEKHOI OE3MEKU BUKOHYIOTHCS.

B 3B’S3Kky 3 MOXJIMBICTIO BHHUKHEHHS IMOXEXI Ha TepUTOpli OyaiBii

BHACIIIJIOK HECMPaBHOI pPOOOTHM KOMIT FOTEPHI TEXHIKM, SKa [MiJKII0YeHa 10

SJICKTPOMEPEXKI, s1 BUPIIIMB BUOPATU BYTJICKUCIOTHI BOTHETaCHUKHU Mojeni OY-8 ta

nopoikoBl — Mozeni OIl-8b. Po3micTuTu iXx HEOOXIAHO HA MOXKEKHUX IIUTaX B

BECTUOIOI Ta O1JIs1 MOKEXKHOT0, IO OTHOMY €K3EMIUISIPY KOXKHOTO THUITY.
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3a momomororo BorHeracHuka OVY-8 MOXKHA racWTH Pi3HI PEUOBUHH, KpiM
THUX, SIKI MOKYTh TOPITH 0€3 JOCTymmy MOBITPs. TakoX iM MOKHA TYIIUTH TOKEXKY B
npucTposix T Hampyroro g0 1000V, mnpu  yMoBI TpUONMIKEHHS — T10
CTPYMOIIPOBITHUX YAaCTHH HE OJINKYE OJTHOTO METPY.

MexaHi3M NPUITMHEHHS TOPIHHS 32 JJOTIOMOT' 00 BUKOPUCTAHHS BYTJIEKHCIIOTO
ragy 0a3yeTbCsi Ha MWOTO BJIACTUBOCTSX MUISIXOM pO30aBJICHHSA 3HIKYBaTH
KOHIICHTPAI[II0 pearyloyux PEYOBHH JI0 PIBHS, NPU SIKOMY TOPIHHS CTAHOBHUTHCS
HEMOKJIUBUM.

3a pgomomororo BorHeracHuka OII-8b MoOXHa TymmTH nanarye
esnekTpoobagHanus mij Hampyrowo o 1000V, nerkozallMUCTI piIuHHU, TIIIOYI
Martepiany (HaBiTh TI IO TOPSATH O€3 JOCTYIly TMOBITps) Mpaii B pododoMy

NPUMILIEHHI.

6.2 EproHomiuHi BUMOrM 10 Oprafizamii i o0J1aiHAaHHA POOOYNX MicCUb

3 KOMIT' IOTCPHOIO TEeXHIKO0I0

Omnepatop 00poOku iH(pOpMaIi Hpu BUKOHAHHI CBOET POOOTH Maiike
BEChb pOOOYMI Yac 3HAXOAUTHCS B CUASUYOMY IIOJIOKEHHI 32 POOOYHMM CTOJIOM,
Ha SKOMY pO3TalioBaHe WHoro poOode oOmamHanHg. [l 3amoOiranHs
BUHUKHEHHS, TIOB A3aHUX 3 TaKUM BHUJIOM poOIT, XBOpoO (CKamio3, XBOpoOU
ouel Ta 1H.), @ TAKOX IJs YCYHEHHs 3arajJbHOro JIUCKOMQOPTY, 3MEHLIECHHS
BTOMJIFOBAHOCTI TMpAalliBHUKA, MIJBUIICHHIO WOr0 TMPOAYKTUBHOCTI HEOOX1THO
NpaBUJIBHO OpraHizyBaTH poOodYe Miclie.

Opranizaigis po6odoro Micus mnepeadavac:

- TOpaBWIbHE PO3MIMICHHS poOOYOro MiCld Yy  BUPOOHUYOMY
NPUMILICHHI;

- BuOIp €proHOMIYHOTO OOTPYHTOBAHOTO POOOYOTO  TMOJOMKEHHS,
BUPOOHMUYMX MeEOJIIB 3 ypaxyBaHHSIM aHTPOMOMETPUYHHUX XAPAKTEPUCTUK

JIIOIUHU;
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- pamioHaJbHy KOMIIOHOBKY OOJIafHAaHHS Ha POOOYMX MICISIX;

- ypaxyBaHHS XapakTepy Ta OCOOJMBOCTEH TPYyIOBOI IiSUIBHOCTI;

- JHAOIT 0.00-1.31-99, 'OCT 12.2.032-78, HCanIIIH 3.3.2.007-98
perJamMeHTye Taki BUMOTH JO OpraHizamii poOouoro micus kopuctyBaua BJIT
(Bi3yanpHUH AUCTUICHHUN TEPMiHAN):

1) KoncTpykiis pobodoro CTOJly Ma€  BIANOBIIATH  CYYaCHUM
BUMOTaM €proHOMIKM 1 3a0e3ledyyBaTd ONTUMalbHE PO3MILICHHS Ha poOoUiii
MOBEPXHI BUKOPUCTOBYBAHOTO OOJIaJIHAaHHA (AMCIUIEs, KiaBlaTypu, MpUHTEpa) 1
JIOKyMEHTIB. PeKOMEHJI0BaHI pO3MipH CTONY: BUCOTa — 725 MM, mupuHa — 600-
1400 mm, rambuna — 80-1000 mM. PoOoumnii CTim MOBMHEH MaTW MPOCTIp IS
HITC BHUCOTOIO HE MeHIe HDK 450 MM, Ha pIiBHI BUTSATHYTOI HOTM HE MEHIIE
650 M.

PoGoue micuie mae OyTu oOiiagHaHE MIJCTABKOIO JUISl HIT MIUPUHOIO HE
Menme HDK 300 MM, TimOuHOI0O He MeHme HDK 400 MM, 3 MOMKJIMBICTIO
pEryJIOBaHHS MO BUCOTI B Mexax 150 MM Ta KyTa Haxwily OINOPHOI MOBEPXHI —
B Mexax 20°. IlimcraBka mnoBMHHA MaTu pUQIICHY IOBEPXHIO 1 OOPTHK TIO
MEepeIHbOMY Kparo 3aBBUIIKU 10 mwm.

2) PoOoumit crineup kopuctyBaya BJIT moBuHEH MaTu Taki OCHOBHI
CJIEMEHTH: CHJIIHHS, CIOWHKY Ta CTamioHapHl a00 3HIMHI MiJJOKITHUKH.
PoGounii crimenp wMae OyTH MIAROMHO — MOBOPOTHHUM, PEryJibOBaHUM 3a
BHCOTOIO, 32 KYTOM HaXWJIy CHIIHHS Ta CIHMHKHA 1 3a BIJACTaHHIO BiJ CIUHKH
70 TOMNEepeAHhOro Kpato cumiHHA. [loBepxHs cumiHHS Mae OyTH TIOCKOIO,
nepeHiil Kpail 3a0KpyIJICHUM.

Bucora moBepxHi cuaiHHs Mae perymoBatuca B Mexax 400...500 mwm,
a mupuHa 1 riaubuHa craHoBUTH He MeHme HiK 400 mm. Kyt Haxwuny
cuaiHHS — 710 15° Bmepen 1 1o 5° Hazan.

Bucora cnunku mae craHoButud ( 300 + 20 ) MM, MIMpUHA — HE MEHIIIE
Hix 380 MM, paailyc KpUBHM3HM TOpPU3OHTaNbHOI momuHu — 400 mm. Kyt

HaXWJy CHOUHKKM Mae perymoBatucss B Mexax 0...30° Big BepTUKaIBLHOTO
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NOJIOKEHHS. BijncTtane Big CHOMHKKA J0 TMEPEIHBOTO Kpai CHUAIHHS Mae
perymoBatucs B mexax 260...400 mm.

JUisi 3HMKEHHS CTaTUYHOTO HAaBaHTAXXEHHS M f31B BEPXHIX KIHI[IBOK
CJIiI BUKOPHUCTOBYBATH CTaIliOHAapHI a00 3HIMHI MiJJOKITHUKA JOBXHHOIO HE
MeHiie Hik 250 MM, mmpuHOr He MeHme HiK 50...70 mm. II{o perymroroTbes
3a BHCOTOIO Haa cumiHHIM y wMexkax 230...260 MM 1 BiJICTaHHIO MIX
nijiokiTHUKaMu B Mexkax 350...500 mm.

[ToBepxHst cCHUIIHHS 1 CIHMHKA CTUIBLSI Mae OYTH HaIliBM SIKOIO 3
HEKOB3HUM, TOBITPOHEIIPOHUKHEHUM TIOKPHUTTSIM, IO JIETKO OYHCTHTHCS 1 HE
€JIEKTPUBYETHCS.

Konctpykiis BupoOHMumx MeOmiB ans kopuctyBaua BJIT mae Oyrtu
Takow, M00 3a0e3nevyBaTH HOMY MIATPUMAaHHS ONTUMAaJIbHOI PoOOYOi MO3U 3
TaKUMH €PrOHOMIYHUMHU XapaKTePUCTUKAMM: CTYMHI HIT — Ha MUI031 abo Ha
MIJICTABI[l JJI1 HIl; CTETHAa — B TOPU3OHTAIBHIN IUIONIMHI, BEPXHI YaCTUHU PYK
— BEPTUKAJIbHI; KyT JIIKTBOBOrO cyrijo0a (MK ruiedeM Ta nepeamiigusam) — 70 -
90°; 3am'gcTkM 3irHYTI Mg KyToM He Ouibiie 20° BiIHOCHO TOPH30HTAIBHOI
IUIOLMHYU, HaXWJl TOJIOBH Brepes B Mexax 15-20° mo BeprTukani.

3) Jucmmedd Mae po3TamryBaTHCS Ha CTOJI Ha BiACTaHI BIg odYeH
kopuctyBaua He Oumbmie 700 MM (omrumanbHa Biactanb 450 — 500 mMwm).
Po3ranryBanHs ekpaHy mae 3a0e3leuyBaTH 3py4YHICTH 30POBOTO CIIOCTEPEKCHHS
y BEpPTUKAIbHIN TUIomuMHI mig Kytom + 30° 10 HOpManbHOI JIHIT MOTJISAILY
Npamvoro. B TOpH3OHTaNbHIN IUIOMIMHI KyT CIOCTEPEKEHHS EKpaHy He
MOBUHEH mepeBulryBatu 60°.

4) KnaBiatypy cii po3TallyBaTH Ha IOBEPXHI CTOJy Ha BiJCTaHi
100...300 MM BiZ Kparo, 3BEpHYTOrO [0 MPALIOOYOro. Y  KOHCTPYKIIIi
KJIaBlaTypu Mae mependadyatuicss OMNOpPHUM TPUCTPINA, SKUM Jae  3MOTy
3MIHIOBaTH KyT Haxwjly TIOBEpXHI KiaBlaTypu y wMexax 5...10°. Bucora
CEepelHbOro psiAka Kkiapiml Mae He mnepeBumnryBath 30 mMm. IloBepxHs

KJaBlaTypu Mae OyTH MaToBoro 3 KoedimienTom Binoutts 0,4.
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5) JokymMeHT Ui BBOAY JaHHWX PO3TAIIOBYETHCA HA  BIACTaHI
450...500 MM Big ouel mpaliBHHUKA, MEPEBAXHO 3JiBa, KyT MK €KpaHOM
JUCIUIeS Ta JOKYMEHTOM B TOPH30HTalbHIM IuionuHi Mae Oytu 30 - 40°.

6) PosmimenHs mnpuHTepa a00 IHIIOTO TPHUCTPOIO  BBEACHHA —
BUBeJIeHHS 1HQopMmalii Ha pobouoMy Micil Mae 3abesneuyBat J00py
BuauUMIcTh ekpaHa BJIT, 3pyuHiCTP pydHOTO KEpyBaHHS NIPHUCTPOEM BBEICHHS
— BuBeZieHHs 1H(opmManii B 30HI gocskHOCTi: mo BucoTi 900 — 1300 MM, mo
rmbuai 400 — 500 mm. Ilig npuHTepu yaapHOi ii MOTPIOHO MiAKJIAAATH
BiOpalliiiHi KUJWMKU sl raciHHs BiOpamii Ta mymy. Ha puc. 6.2 300paxkeHo
Buj pobouoro wmicusg 3 BJT: A-puntep. B-monitop. C-cuctemuuit 610k. D-

KJaBiatypa. E-namnka st JOKyMEHTIB.
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BUCHOBKHA

BuxopucroBytoun 0€3ApOTOBY TEXHOJOTII0, MOXHA JTOOUTHUCS BEIMYE3HHX
nepeBar. BoHa ngae KopucTyBayaM BIAUYTTs BUIBHOTO TiepecyBaHHS Oe3 BTpaTH
3B'SI3KYy, KOHCTPYKTOpaM MEpexki - Ja€ OuIbllle MOXJIUBOCTEH IJid OpraHizamii
3'€/THaHb, @ TAKOXK CIIPHsIE MOsIBI 0€3714i HOBUX MPUCTPOIB AJIS AOCTYIIY B MEPEKY.
Ane mpu 11bOMyY 0€37IpOTOBA TEXHOJIOTISA Hece B co0l Habarato OuTbIe 3arpo3, Hix
3BUYAIHI IPOTOBI MEPEKI.

Jls1 peanizaiiii mocTaBIeHOT 3a/1a4ui 0yJI0 BUKOHAHO HACTYITHE:

® BUBYEHO POoOOTYy O€3IpOTOBHUX MEPEX Ha (DI3UYHOMY PIBHI;

® [IPOAHAII30BAHO  MOXJIMBOCTI ~ MPOTOKOJIIB  aBTeHTU(ikamii Ta  ix
XapaKTEPUCTUKHU;

® PO3TJISTHYTO CyYacH1 MOKJIMBOCT1 TEXHOJIOT1H;

e OyJia MPOTECTOBAHA MOXJIMBICTh CEPBEPIB aBTEHTU(DIKaLlli HAa 3a0e3NeYeHHS
3axunieHocti Wi-Fi Mmepex;

® [IPOBEJICHO aHaJI3 Ta BUKOPHUCTAHO OJIHE 13 THUMIB 3'€JHAHb 3 TOYKOIO
JOCTYTLY

® BUBUCHO PUHOK CEPBEPIB Ta HAJIAIITOBAHO OAWH 3 CEPBEPIB IS TOUYKU
JOCTYIY.

B pe3ynbTaTi aTecTaliiiHoi BUTyCKHOT poOOTH 0YyJIO IPOBEIECHO:

1. TlpoBenenuit anami3 mpeaMETHOI 00JIACTI.

2. Ilposenena po3poOka iHGopMaIIHHOTO 3a0€31eYeHHS] CUCTEMHU.

3. TlpoBenena po3poOka MpoOrpaMHOIo 3a0€3MEUCHHS CHCTEMH.

4. BrpoBapKeHUI TPOTPaMHO — TEXHIYHUN MPOIYKT CUCTEMHU B CyUaCHUX
yMOBaX.

5. IlpoBeneHi eproHomivyHl JOCHI/DKEHHS B raidy3l 1H(QOpMaIiiHUX

TEXHOJIOTIH.
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