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AHOTALIA

IoniueB M.O. «CucTteMa 3aXHIneHoro 10ctymny Ha ocHoBi Open VPNy.

Arecrariiiina BUIyckoBa po0oTa 06akangaBpa 3a crueriaibHicTio: 126 «[Hdopmariiini
CHCTeMH Ta TEXHOJOTii». — KWIBCbKMI HaIlOHAJIBHUIN yHIBepCcHUTET OYIBHHMIITBA Ta
apxitexktypu. — Kuis, 2023.

AKTyalbHICTh AaHOI TEMU OOYMOBJIEHA TUM, 11O B IaHUW Yac ONEpaTUBHUN OOMIH
iH(popMalli€l0 - OJMH 3 OCHOBHMX I1HCTPYMEHTIB YCHIIIHOI poOOTH, ajie NUTaHHS
3aXUIIEHOCTI TAKOr0 0OMIHY IpU 30€peKeHHI 3pyYHOCTI MUK HIAPO3a1IaMH, BIIKPUTHUH.
OnuuM 3 BapiaHTIB 3a0e3leueHHs Takoi mepeaadi € modymaoBa VPN mepexi. B ocHOBI
KOHIIETIIIT OOYyI0BH BIpTyalbHUX MepexX VPN JeXuTh JOCUTH MpocTa iAes: AKI0 B
rJI00aNbHINA Mepeki € aBa By3la, SKUM MOTPIOHO OOMIHATHCS 1H(OpMAIli€r0, TOAI MiX
[IMMHA JIBOMa BYy3JaMH HEOOXIAHO MOOyAyBaTH BIPTyalIbHUN 3aXUINEHUN TYHENIb s
3a0e3nedeHHssT KOH(IACHIIMHOCTI 1 HUIICHOCTI 1H(OpMAIii, IO MepeaacTbCs dYepe3
BIJIKpUTI MEPEXi; AOCTYI /10 I[HOTO BIPTYaJbHOIO TYHEJIO MMOBUHEH OyTH HaJI3BUYAWHO

YTPYIHEHUH BC1X MOKJIMBHX aKTUBHUM 1 TACUBHUM 30BHIITHIM CIIOCTEpirayam.

SUMMARY

Ionichev M.O. "System of secure access based on Open VPN".

Attestation final work of the bachelor in the specialty: 126 "Information systems
and technologies". - Kyiv National University of Construction and Architecture. - Kyiv,
2023.

The urgency of this topic is due to the fact that currently operational information
exchange - one of the main tools for successful work, but the issue of the security of such
exchanges while maintaining the convenience between the divisions, is open. One of the
options for providing such a transfer is to build a VPN network. The concept of
constructing VPN virtual networks is based on a rather simple idea: if there are two nodes
in the global network that need to exchange information, then a virtual secure tunnel must
be built between these two nodes to ensure the confidentiality and integrity of the
information transmitted through open networks; access to this virtual tunnel should be

extremely difficult for all possible active and passive external observers.
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BCTYII1

OcTaHHIM YacoM B CBITI TEJIEKOMYHIKaIl CIOCTEPIraeThCs I1IBHUIICHUI
1HTepec [0 BIPTyalbHUX NpHUBATHUX Mepex. lle 00ymMoBiIeHO HEOOXIAHICTIO
3HIJKCHHSI BUTPAT Ha YTPUMaHHS KOPHOPATUBHUX MEPEX 3a PaxyHOK OLIbII
JISNIEBOr0 MIAKIIOUYEHHS BiAJalieHnX O(iciB 1 BIAJAJICHUX KOPHUCTYBadiB uepes
mepexy Internet. JlilicHo, MpW MOPIBHSHHI BapTOCTI MOCIYT MO 3'€JHAHHIO
JEKUIbKOX Mepexx depe3 Internet, Hampukiaj, 3 mepexamu Frame Relay moskna
NOMITUTU CYTTEBY PI3HUIIO y BapTocTi. OnHAK HEOOXIAHO BIA3HAYMTH, IO MPHU
o0'eqHanHHl Mepex uepe3 Internet, Bigpa3dy »* BHHHMKAa€ MHUTAHHS Mpo Oe3meKy
nepenadl JIaHWX, TOMY BHHHKJIA HEOOXIJHICTh CTBOPEHHS MEXaHI3MIB SIKI
JIO3BOJIAIOTh 3a0€3MeunTH KOH(DIACHIIIWHICT, 1 UUIICHICTh 1H(oOpMaIii, 110
nepenaerbes. Mepexi, moOyaoBaHi Ha 6a31 TaKMX MEXaHI3MIB, 1 OTPUMAaJIM HAa3BY
VPN.

Hepinko moasmM notpiOeH 10cTyn 10 CBOET iHpopMmallii, 1o 30epiraeTbes Ha
iX JIOMalrHROMY KOMITHOTEPi, a00 Ha KoMm'toTepi (ipmu. Lo mpobdremy MoxkHa
BUPIIIUTH, OPraHi3yBaBIIN BiJJIaJIEHUNA TOCTYII 10 HHOTO 3a JOTIOMOTOI0 MOJIEMY 1
tenedonHoi miHii. Hegonik Texnonorii Open VPN B ToMy, 10 KOIITH MOOY10BU
VPN He € noBHOIIIHHUMHU 3ac00aMH BUSBIICHHS 1 OJIOKYBaHHS aTak. BoHM MOXYTh
3ano0IrTi psiy HECAHKI[IOHOBAHMX MiH, ajieé JaJIeKO HE BCl MOXJIMBOCTI MOXYTh
BUKOPUCTOBYBATUCS [IJI1 TPOHUKHEHHS B KOpHOpaTUBHY Mepexy. llepeBaru
texHosorii Open VPN B ToMy, 1110 peani3aliis BIJaJIE€HOTO JOCTYITy pOOUTHCS HE
yepe3 TesneoHHy JiHilo, a yepe3 Internet, mo Habarato nemesuie 1 kpame. Adje,
HEe3Bakaroyu Ha Bce 1ie, TexHosorigs Open VPN mae nepcnekTuBu Ha MOAAIBIINAN
po3BuTok. Cmia 3a3HauWTH, 10 I peamizamii VPN icHywooTh 11l amapaTHi
KOMITJIEKCH, OJHAK BOHM HE 3HAWIUIM IIUPOKOTO TMOIMIMPEHHS B CHIy CBOET
COpPSAMOBAHOCTI Ha OOCITYrOBYBaHHS BEIMKUX MIJIPUEMCTB 1, SK HACIIJIOK
nopokHedi. OOuMCIIOBaJIbHA MOTYKHICTh anapaTHUX PIIIEHb 3a3BUYAl [yKe
BHUCOKA aJie HE 3aBXIu 3aTpe0yBaHa, TOMY MPOTPaMHI PIIICHHS, a THM OUIbIIE

CTaHJApPTHI, SKI HE MOTPeOYIOTh NOJATKOBUX BHUTpAT Ha MOIIYK 1 MpUAOAHHS



JOJJATKOBOTO ~ MPOTpaMHOTO  3a0e3meueHHs, MNpuadand TaKy  BeIHYE3HY
nonyJisipHicTh. [loOynoBana B pe3ynbrari 1poro, Texnonoris Open VPN nyxke
MpOCTa, ajie BOHA BKa3ye Ha OCHOBHI MoMeHTH moOymoBu VPN. 3a momomororo
Open VPN - peanizyerbcst Oe3neka He TUIbKU 1H(OpMaIllii, sika nepesaeThes, aje i
camoro migkmoueHHa. TexHonoriss OpenVPN moBHicTIO BUTpaBioBye cebe. 3
MIHYCIB BUAUIAETHCS JesiKa CKIAJHICTh HajamTyBaHHS 1 cTBopeHHs Open VPN
Mepexi. 3 miociB - kpoccratdopMmeHHicTe. Ha Moo nymky, texnosnoriss Open

VPN Mae nepcriekTUBY Ha MIUPOKE MOIIUPEHHS 10 BCbOMY CBITY.



1 JOCJTIAKEHHSA NIOBYAOBU TA BUKOPUCTAHHS OPEN VPN
1.1 OcHoBHi nousaTTs i pynkuii mepexki VPN

VPN — TexHOJIOTIs 110 J03BOJIsIE 3a0€3MEUUTH OJIHE a00 KUIbKa MEpPEHKHUX
3'eHaHb (JIOTIYHY MepexKy) IOBepX IHINOI Mepexi (Hampukiaa, IHTepHer).
He3Baxatoun Ha Te, 110 KOMYHIKAIlli 31HCHIOIOThCSA MO MEpekax 3 MEHIIUM
HEBIJOMMM pIBHEM JOBIpH (HaNpHUKiIaa, MyOJaiuHi Mepexi), piBeHb AOBIPH IO
moOy1I0BaHOI JIOTTYHOT MEpeKi HE 3aJIeKUTh BiJ PIBHA JIOBIpU 0 0A30BUX MEPEK
3aBJSIKM BUKOPUCTaHHIO 3ac00iB kpuntorpadii (mudpyBaHHsA, ayTeHTH(]iKamii,
1HQPOCTPYKTYPH BIIKPUTHX KITIOYIB, 3aCO0IB JUIsl 3aXMCTy BiJl TOBTOPIB 1 3MiH
NepeaHmX Mo JIOTTYHOT MEPEXi MOB1IOMIICHB ).

Meta VPN-TexHOJIOT1ii MOisIrae B MAaKCUMaIbHOMY CTYNEH1 BIJOKPEMIICHHS
MOTOKIB JJAHUX OJIHOTO MIJIIPUEMCTBA BiJ] MOTOKIB JJAHUX BCIX 1HIIUX KOPUCTYBaYiB
Mepexi. BigocoOsieHicTh TOBMHHAa OyTH 3a0e3leueHa BIJHOCHO MapameTpiB
IPOITYCKHOI 3aTHOCTI MOTOKIB SIKI TAPAHTYIOTh KOHPIAEHIIAHICTh. TaKUM YHHOM,
3aBnaHHsAMU TexHojorii VPN € 3a0e3nedeHHss B Mepexkax 3arajibHOIO
KOPHCTYBaHHS TapaHTOBAHOI AKOCTI 0OCITyrOBYBaHHSI Jisl TOTOKIB IaHUX, a TAKOXK
3aXHCT iX BiJ MOXKJIMBOTO HECAHKI[IOHOBAHOTO JIOCTYITY.

Ockinbku ocHOBHUM 3aBAaHHsIM VPN € 3axuct Tpadiky, ToMy BipTyaiabHa
Mepeka MOBUHHA 3aJI0BUIBHATH BEJIMKY KUIBKICTh BUMOT 1 BIIEpUIY Yepry, MaTu
HaJIHy Kpuntorpadiro, MO TapaHTye 3aXHCT BiJ MPOCIyXOBYBaHHS, 3MIHU
HaBaHTaXeHHA Tpadiky. Kpim Toro, VPN noBuHHa MaTu HaJliHy CHCTEMY
YOPABIIHHSA KJIIOYaMU 1 KpINTOIHTEp(enHcoM, 110 A03BOJIAE€ 3A1MCHIOBATH
KpIMTOOTEepallii: 3aXHIleHa MoIITa, mporpamMu mudpyBaHHs AUCKIB 1 (aitmiB 1 iH. B
JAaHUM Yac 1HTepec 10 BUKOPUCTaHHS 3aco0iB 1yt moOymoBu VPN moctiiiHO
3pocTae, 1o 0OYMOBIICHO LIUIUM PSIOM IPUYHH:

- HH3BKOIO BapTICTIO EKCIUTyaTallii 3a paxyHOK BHKOPHUCTaHHS MEpex
3arajbHOT0 KOPUCTYBAaHHS 3aMICTh BJIACHUX 200 OPEHIOBAHUX JIIHIH 3B'A3KY;

- MacIITabOBaHICTIO PIIIICHB;

- MPOCTOTOO 3MIHU KOH(Irypaiiii;
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- "mpo3opicT0" 711 KOPUCTYBAYIB 1 0JIaTKIB.

ITpu Bukopuctanni VPN-TeXHOIOT1H MOYKHA 3a0€3ICUUTH:

- 3axucT (KOH(IACHIIMHICTh, AYTEHTUYHICTh 1 MLUIICHICTh) TMEpeAaHol
1H(opMaIii;

- 3aXMCT BHYTPIIIHIX CETMEHTIB MEPEXi BiJl HECAHKI[IOHOBAHOTO JIOCTYITY 3
OOKy Mepex 3arajJbHOr0 KOPUCTYBAHHS;

- IPUXOBYBAHHS BHYTPILIHBOI CTPYKTYPHU 3aXHIEHUX CETMEHTIB MEPEXKi;

- i1eHTH}IKaLII0 Ta ayTeHTU(DIKAIIII0 KOPUCTYBadiB MEPEKEBUX 00'€KTIB;

- IEHTpali30BaHEe YNPABIIHHSA IMOJITUKOIO KOPIOPATUBHOI MEpPEKEBOT

oe3mneku 1 VPN-mepexi.

1.2 Cnoco0u CTBOpEHHS 3aXUIIEHUX BIPTYaJIbHUX KAHAJIB

Bynp-sikuii 3 1BOX BY3J1iB BIpTyaJIbHOI MEPEXKi, MK SIKUMU (DOPMYETHCS
3aXUIIEHUN TYyHENb, MOXE HaJEeXKaTH KIHIEBIM ab0 MPOMDKHIN TOUIll 3aXHCTY
MOTOKY TMOBIJIOMJICHb. BIAMOBIIHO MOXJIMBI PI3HI CIOCOOM  3aXHUIIEHOTO
BIPTYyaJIbHOTO KaHaTy, IPUKJIA] SKOTO 300pakeHui Ha pUCyHKY 1.1.

BapiaHT, KoJu KiHIIEB1 TOYKU 3aXUIIEHOTO TYHEN0 301ral0ThCs 3 KIHIIEBUMU
TOYKAMH 3aXHUIIIEHOTO TIOTOKY TOBIJIOMJICHB, € 3 TOYKH 30py O€3IMeKH Kpammm. Y
[[bOMY BUITAJIKY 3a0€3MeUy€EThCs MOBHA 3aXUIICHICTh KaHATY B3JIOBXK YChOTO HMUISXY
MPOXOJKEHHS MMaKeTiB TMoBigoMJeHb. OJHak Takuil BaplaHT BeAe [0
JeNEeHTpali3alii ynpaBimiHHS 1 HaAMIPHOCTI pecypcHux Burpar. I[loTtpiOHa
yCTaHOBKa 3aco0iB, CTBOPEHHS 3aXWINEHUX TYHENIB HAa KOXKHHHA KIIEHTCHKUAN
KOMIT'IOTEp JIOKAJIbHOI MEpexi, IO YCKJIAJHIOE LEHTPaIi30BaHE YIPABIIHHS
JIOCTYTIOM JI0 KOMITFOTEPHHUX PECYPCIB 1 EKOHOMIYHO HE 3aBXIAW BUTIPABIaHUN. Y
BEJIMKIN Mepexi OKpeMe aJMIHICTPYBAHHS KOXKHOTO KJIIEHTCHKOTO KOMI'tOTepa 3
MEeTOI0 KOH(irypauii B HbOMY 3acO0IB 3aXUCTy € JOCUTh TPYIOMICTCHKOIO

MIPOIIETYPOIO.
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Pucynox 1.1 - 3axumienuii BipTyaabHu KaHal

Tomy, SKIO BiACYTHS HEOOXIAHICTh 3aXUCTY TpadiKy BCEpEIrHI JOKAIbHOI
MEpexXi, IO BXOIUTh B BIPTyaJIbHY MEPEXY, TO B SKOCTI KIHIIEBOI TOYKH
3aXUINEHOTO TYHENI0 JOIIIRHO BUOpatu OpaHamayep abo0 MNPUKOPIAOHHUN
MapuIpyTH3aTOp III€1 JIOKATBHOT MEpexi. Y pasl K, KOJIM BCEPEAHHI JOKaIbHOI
MepexkKi MOTIK MOB1IOMJIEHb TaKOK MIOBUHEH OyTH 3aXHUIIEHUM, TO B SKOCTI1 KIHIICBO1
TOYKHU TYHEIIO B I MepeXl NOBUHEH BUCTYNATH KOMII'IOTEP, KU MPEACTABIISIE
OJIHY 13 CTOpiH 3axuilleHoi B3aemofii. Ilpu moctymi 10 JOKadbHOT Mepexi
BIJITAJICHOTO KOPUCTYBadya KOMITHOTEP I[OTO KOPUCTYyBaya TAKOXX MOBUHEH OyTH
KIiHIIEBOIO TOUKOIO 3aXHUIIIEHOTO BIPTYaJIbHOTO KaHaTYy.

[Tommpenuii TakoX BapiaHT, IO XapaKTEPU3YEThCS OUIBIT HU3BKOIO
0e3MmeKoro, ajge OUIbII BUCOKOI 3PYUHICTIO 3aCTOCYBaHHA. BiAmoBiqHO 10 AaHOTO
BapiaHTy poOOYl CTaHIi 1 CEepBEpU JIOKAIHHOI MEpeXi, a TaKOX BHIyUYECHI
KOMITIOTEpU HE OepyTh Yy4yacTi y CTBOPEHHI 3axUIICHOTO TYHENI0, SKUAN
MPOKJIATAETHCA TIIBKM BCEPEANHI MyOJIYHOT MEpEXi 3 KOMYTAIlIEI0 TaKETIB,
HaAMpuKIad, BcepenuHi Internet. B AKOCTI KIHIIEBMX TOYOK TaKOTO TYHEIIO
HalJacTiIle BUCTYMAOTh MpoBaifiepu Internet abo mpUKOPIOHHI MapIIPyTH3ATOPU
(bpannmayepu) JokanpHOiI Mepexi. [lpu BimmameHoMy AOCTYIi 0O JIOKaJbHOI
MEpeXi TYyHEIIb CTBOPIOETHCS MK CEPBEPOM BIIJAJICHOTO JOCTYIy IpoBaiinepa
Internet, a TakoXX MPUKOPJOHHUM MpoBaifepoM Internet abo mapuipyTuzaTopom

(bpannmayepoM) JiokanbHOT Mepexi. [Ipu 00'eqHaHHI JTOKAIBHUX MEPEX TyHEIb
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MOXxe (QopMyBaTHCS TUIBKM MDK NPUKOPJOHHUMH TpoBaijaepamu Internet abo
Mapuipytu3aropamu (Opanamayepamu) JIOKaIbHOT MEPExKi.

AprymeHTai€o Ha KOPUCTh OMUCAHOTO BapiaHTa CTBOPEHHS BIPTyaJIbHHUX
MEpeX BUCTyNae TOM (aKT, M0 ypa3IuBUMHM ISl 3IOBMUCHUKIB OLIBIIIOI0 MIPOIO €
Mepexki 3 KOMyTalli€lo MakeTiB, Taki, Sk Internet, a He KaHanu TeneGOHHOI Mepexi
abo BUJIITICH] KaHaJM 3B'sI3Ky. BipTyanpHi Mepexi, moOy10BaHi 3a IIUM BapiaHTOM,
MalTh TapHY MacIITabOBaHICTh 1 KEPOBAHICTh. JIJIsl KIIEHTCHKUX KOMITHOTEPIB 1
CepBeEpiB JIOKATBHOI MEPEX1, 1110 BXOJATh B BIPTyalbHY MEPEXKY, 3aXUIICHI TyHEl
MOBHICTIO MIPO30p1 1 MporpaMHe 3a0€3MeUeHHs] IUX BY3J1B 3aJUIIAETHCS 0€3 3MIH.
Opnak yepe3 Te, 110 YacTHUHA 3aXUIIEHOro TpadiKy MPOXOJUTh B HE3aXUIICHOMY
BUJISIAL B MyOJIIYHUX KaHanax 3B'S3Ky, JaHUU BapiaHT ICTOTHO 3HMXKY€E Oe3meKy
iH(popmariiinoi B3aemoii. Kpim Toro, Benmka yacTuHa poOOTH MO CTBOPEHHIO
3aXMIIEHUX TYHENIIB JISITa€ Ha IPOBaiiiepiB,

CTBOpPEHHS 3axXUIINEHOTO TYHENII0 BHUKOHYIOTH KOMIIOHEHTH BipTyalbHOI
Mepexi, Mo (PYHKIIOHYIOTh Ha BYy3JlaX, MK SKUMHU (GopMyeThcs TyHenb. Lli
KOMITOHEHTH MPUNUHATO HA3UBATH 1HILIATOPOM 1 TEPMIHATOPOM TYHENIO. [HimiaTop
TYHEJIO 1HKArcymoe (BOyIOBY€) MakeTH B HOBUM IMAKET, IO MICTHTH TMOPSA 3
BUXIIHUMU JIaHUMH HOBUM 3arojioBOK 3 1H(OpMAIi€l0 MpO BIANpPaBHUKA Ta
oJiep>KyBaua. Xoua BCl IlepeiaHi 1Mo TyHEJo nakeTu € nakeramu [P, iHkancynoemi
MaKeTH MOXKYTh HAJISKATH JI0 MPOTOKOIY OYy/Ib-SIKOTO THITY, BKJIFOUAIOUH MTaKETH HE
MapuIpyTU3yEMUX MPOTOKOIIB, Takux, ik NetBEUI. MapuipyT mMix 1HIIiaTOpoM 1
TEPMIHATOPOM TYHEII0 BU3HAYA€E 3BMYaitHa MapipyTu3alis mepexi [P, ska moxe
OyTH 1 Mepexero, BiIMIHHOIO Bija Internet. TepMiHaTOp TyHEII0 BUKOHYE IPOIIEC,
3BOPOTHUI 1HKAICYJSIii - BIH BHJAJsi€ HOBI 3aroJIOBKM 1 HAampaBlii€ KOXKEH
BUXIJTHUH TIAKET B JIOKAJTLHUHN CTEK MPOTOKOJIIB a00 ajipecaTy B JIOKAJTbHIN MEpEexKi.
Cama 110 c0o01 IHKaICYJIs1is HisIK HE BIUTMBAE HA 3aXUIIEHICTh TAKETIB MOB1JOMJICHD,
nepenanux nmo tyHemo VPN. Ase 3aBASKH 1HKANCYJIAILIT 3'SIBISETHCS MOXKIIUBICTD
MOBHOTO KPUMTOTPAPIYHOTO 3aXUCTy 1HKANCYTI0eMUX MmakeTiB. KoHdiaeHiHHICTh
IHKAIMCYJI0EMUX MAKETIB 3a0€3MeUy€eThCS IUIIXOM X KpUNTOrPpaiqyHOro 3aKpUTTH,

TOOTO 3amU(pPOBYIOTh, a IUNCHICTb 1 ABTEHTUYHICTh BIAOUTKY - LUIIXOM
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dbopmyBanHs 1udppoBoro mianucy. OCKIIBKH 1CHYE BeJMKa KUIBKICTb METOJIIB
KPUNTO3aXUCTy JaHMUX, AYXKE€ BaXXJIUBO, HI00 IHIIIATOP 1 TEPMIHATOP TYHEIIO
BUKOPHCTOBYBAJIM OJIHI ¥ Ti ) METOJM 1 MOTJIM TOTOKYBaTH OJUH 3 OJHHUM ITIO
iH(dopMairito, niepenany o TyHemo VPN. Aje 3aBAsSKu 1HKANCYJISIi 3'IBISEThCS
MOJKJIMBICTh TOBHOTO KPHUMOTOTpadigyHOTO 3aXHUCTy I1HKAICYJIIOEMHUX TMAKETIB.
KoH(pimeHIINHICT, 1HKANCYTIOEMUX IAKETIiB  3a0e3MeUyeThCs NUIAXOM  iX
KpUnTorpadiuHoro 3aKpUTTs, a IUTICHICTh 1 ayTEHTUYHICTh BIOUTKY - IUISIXOM

dbopMyBaHHS HUPPOBOTO MIAMHUCY.
1.3 Knacudikauis VPN mepex

KnacudikyBatu VPN pimenHs MoxHa 3a KUIbBKOMa OCHOBHHUMH
napameTpaMH, K1 IpeICTaBlIeH] Ha PUCYHKY 1.2.

3a TUIIOM BUKOPUCTOBYBAHOT'O CEpPEOBHUIIA!

3axumeni VPN mepexi. Haitbiibl nomupeHnii BapiaHT IPUBATHUX MEPEXK.
3 MOro JOMOMOIOK0 MOYKJIMBO CTBOPUTH HAAIMHY 1 3aXUIIEHY MIIMEPEXKY Ha OCHOBI
HEHAJIIHOT MEPEX, SIK MPaBUIIO, [HTEpHETY.

[Tpuknagom 3axuienux VPN e: [PSec, OpenVPN i1 PPTP.

Hogipui VPN mepexi. BUKOpUCTOBYIOThCS y BUTIQJKAX, KOJIA MepeAaBaIbHy
cepeay MOJKHA BBaXaTH HAMIMHOK 1 HEOOXIJHO BHUPIIIMTH JIMIIEC 3aBIaHHS
CTBOPEHHsI BIPTyaJbHOI TMiAMEPEXI B paMmkax Outbmoi wmepexi. [luranus
3a0e3nedeHHs] 0e3MeKu CTaroTh HeakTyanbHuMU. [Ipukinanamu nomaioaux VPN e:
MPLS 1 L2TP. 11 npoToKoJM NepeKiIaaoTh 3aBAaHHs 3a0e3reueHHs1 Oe31neKn Ha
H11, Hanpukinan L2TP, sk mpaBuio, BUKopucToBy€eThes B mapi 3 [PSec.

3a cmocoOoM peaizarii:

VPN wMepexi y BUINISAI  CHEHMIATBHOTO  MPOrpaMHO-arapaTHOIo
3abe3neuenns. Peamizamis VPN wmepexi 371HCHIOETbCS 32 JIOMIOMOTOIO
CHEllaJbHOr0 KOMIUIEKCY MporpamMHo-anapaTHux 3aco0iB. Taka peamnizaiis

3a0be31euye BUCOKY MPOYKTUBHICTD 1, SIK PABUIJIO, BUCOKUH CTYITIHB 3aXUIIEHOCTI.
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VPN wMepexi y BHIIIAII MPOrpaMHOrO pilieHHS. BUKOPUCTOBYIOTH
NEPCOHANILHUNA KOMMI'IOTEp 31 CHEliaIbHUM MNPOrpaMHUM 3a0e3MedYeHHsIM, 110
3abe3neuye GyHKIioHATBHICTE VPN,

VPN wMepexi 3 1HTErpoBaHUM DpimeHHsAM. @yHkiioHanpHICTh VPN
3a0e3nevyye KOMIUIEKC, BUPIIIAIbHUNA TaKOX 3aBAaHHS (iabTparii MepeskeBOro

Tpadiky, opraHizaimii MEpeKeBOro eKpaHy 1 3a0€3TMeUCeHHSI SIKOCTI 00CTYyTOBYBaHHS.

TCRTIP Mepemerni
) | ()

3a 3a vpoBHEM
EHEOPHCTAHHM poOCTH CTCCOEHD
THOTORCTION mogem [SO/0ST

Hrnacmdirarnia VEN

33 cTYmeHeM .
- 33 BiOsHATEHHAM
peamisarii

3a cTymenent
ZAXHITEHOCT]

I | 1
Iporpanmso-
L . IMporpansn Intranet Extranet
CEipTi AN HIT AmapTH
Aesip [& = POSpEXVHEOEL oproe VPN VPN
- zabesIedsHET
IHTerposame pim Remote accesz
TP PALEHEA VEN

Pucynok 1.2 - Knacudikaris VPN

1.3.1 ITo apxiTekTypi

3a apxXiTEeKTypOIO TEXHIYHOTO PIllIEHHS MPUHHATO BUAUISITH TPU OCHOBHHUX
BU/IM BIpTyaJIbHUX MTPUBATHUX MEPEK:

- BHyTpimHboKopriopatuBHi VPN (Intranet VPN);

- VPN 3 Bignanenum noctynom (Remote Access VPN)

- mibkkoprniopatuBHi VPN (Extranet VPN).
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Intranet VPN BuKOpHCTOBY€ETHCS JI71s1 00'€THAHHS B €JTMHY 3aXUIIIEHY MEPEKY
JEeKUTBKOX pO3MoauIeHUX (iaiii oaHieT opraHizallii, SKi OOMIHIOIOTHCS JAaHUMH T10
BIIKPUTHUX KaHayax 3B's13Ky. [Ipu opranizaiii Takoi cxemMu IiAKIIOUYEeHHS MOTpiOHa
HasiBHICTH VPN cepBepiB sika T0PIBHIOE KUIBKOCTI OiCiB.

Jlaauii criocio A0IITEHO BUKOPUCTOBYBATH SIK JJIsI 3BUUAHUX (DTN, TaK 1 1S
MOOLTEHUX O(QICiB, sIKI MATUMYTb JOCTYII IO PECYPCIB «MAaTEPUHCHKOI» KOMIIaHii, a
Takox 0e3 mpo0IeM 0OMIHIOIOTHCS JJAaHUMH M1 CO0010.

[atpaner mnoOyaoBanuii Ha 0a3i THUX >K€ TOHATH 1 TEXHOJOTIH, SKi
BUKOPUCTOBYIOTbCA JUIsl [HTEpHETYy, Takl sIK apXiTeKTypa KIIIEHT-CEpBEp 1 CTEK
nporokoniB Iurepuer (TCP/IP). ¥V Intpaner 3ycTpidaeTbcs BCl BiJOMi 1HTEpHET-
npotokonu, Hanpukiaa, npotokoin HTTP (Be6-ciyxoOu), SMTP (enextpoHHa
nomra), 1 FTP (nmepenaua ¢aitniB). [HTepHET-TEXHOOTIT 4aCTO BUKOPUCTOBYIOTHCS
JUTsl 3a0€3MeUeHHs CydacHuX 1HTepPeiiciB PyHKIIAMU 1HPOPMALIIITHUX CUCTEM, SIKI
PO3MILIYIOTh KOPIIOPATUBHI JIaHI.

[HTpaneT MOXXKHa YSBUTH K MPUBATHY Bepciio [HTepHETY, abo sIK MpUBaTHE
po3iupeHHs [HTepHeTy, 00MEXEHOTO OpraHizalli€ro 3a J0IMoMOro OpaHaMmayepa.
[lepmuri iHTpaHeT-BeO-calTH 1 JOMAIIIHI CTOPIHKH IMOYAJIH 3'SIBJSTUCS B OPTaHi3allisgx
B 1990-1991. Ilpote 3a HeodiUIMHUMHU AaHUMU, TEpMiH [HTpaHeT BHepiue cTaB
BUKOPUCTOBYBATHUCA B 1992 polll B TAKMX yCTaHOBAX, SIK YHIBEPCUTETH 1 KOpHoOpaii,
110 MPAIOIOTh B TEXHIYHINA cepi.

[HTpaHeT TaKoX MPOTUCTABIISIOTH EKCTPAHETI; IOCTYII 10 [HTpaHeTy Ha/JaHO
TITBKH CITY>KOOBIISIM OpraHizailii, B TOW 4ac SK B €KCTPaHETI MOXYTh OTPHUMATU
JIOCTYTI KJIIEHTH, TIOCTavyaIbHUKH, 200 1HII 3aTBEPKEHI KEPIBHUIITBOM 0COOH. Y
Exctpaner-TexHo0rii KpiM IPUBATHOI MEpexXi, KOPUCTYBadl MarOTh JOCTYH O
[HTEpHET pecypciB, ajne TpU [BOMY 3IHCHIOIOTHCS CIEIIadbHI 3aXOAH IS
0e3MeyHoro A0CTyIy, aBTOpU3allii, 1 ayTeHTudikalii.

[HTpaneT koMmaHii He OOOB'S3KOBO MOBHUHHI 3a0e€3leuyBaTu JOCTYH 0
[atepuety. Konm Takuit joctyn Bee x 3a0e3meuyeThes, 3a3BU4ail 11e BiJ0yBa€eThCs
yepe3 MeEpeKeBHi NUII03 3 OpaHAMayepoM, 3axHINaoyd [HTpaHeT BiX

HECAHKI[IOHOBAHOTO 30BHIIIHBOTO JOCTYyMYy. MepeXeBHil MUI03 YacTo TaKOX
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3M1MCHIOE TIPU3HAUYEHY JUIs KOPUCTyBada ayTeHTUdiKallito, mudpyBaHHs JaHUX, 1
4acTO - MOKJIMBICTH 3'€JHAHHS MO BipTyanbHid npuBatHii mepexi (VPN) Ta
3HAaXOJAThCA 3a MEXKaMu MIANPHUEMCTBA CIIBPOOITHUKIB, 1100 BOHU MOTIJIHU
OTpUMAaTH JOCTyH 10 iH(opMallii mpo KOMIaHii, 0OYHMCIIOBAJILHUX PECYPCIB 1
BHYTPIIIHIM KOHTAKTaM.

IlepeBaru Intranet VPN:

- 3aCTOCYBaHHS IOTYXHHMX KpuUNTOrpadiyHUX MPOTOKOJIB IIHU(PYyBaHHS
JAHUX JIJIS1 3aXUCTy KOHQIASHIIHHOT iHpOopMaITii;

- HaJIIMHICTh (PYHKI[IOHYBaHHS MPU BUKOHAHHI TaKUX KPUTUYHUX JOIATKIB,
SK CUCTEMHU aBTOMAaTHU30BaHOT'O MIPOJIAXKy 1 CUCTEMHU YIIPaBIiHHS 0a3aMu JaHUX;

- THYYKICTh YNPaBJIHHA €(PEKTUBHUM PO3MILIEHHSM LIBHJIKO 3POCTAIOYOr0
YKCJIa HOBUX KOPHUCTYBauiB, HOBUX O(PICIB 1 HOBUX MPOrPaMHUX JOJATKIB.

Remote Access VPN BUKOPHCTOBYIOTH JJIsI CTBOPEHHS 3aXUIIEHOTO KaHAITY
MIK CETMEHTOM KOPIOPAaTUBHOI Mepexi (LeHTpadbHuM odicoM abo ¢imier) 1
OJIMHOYHUM KOPUCTYBaueM, SIKUW, TMPaLIO0Yd BAOMA, MIAKIIOYAETHCS 10
KOPIIOPaTUBHUX PECYpCiB 3 JOMAalIHbOIO KOMIT'IOTEpa abo, mnepedyBarouu y
BIJIPSI/DKCHH], TIIKIIOYAETHCA JI0 KOPIOPATHMBHUX PECYpPCiB 32 JIONIOMOTOIO

HOYTOYyKa a00 cMapTdoHa.

-

Internet )
T "

— .
VPN LJ/

g N

Head office

Mobile office

Pucynox 1.3 - Cxema nigkmouenns Intranet VPN
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Pucynok 1.4 - Cxema Biganeroro gocrymny VPN

[lepeBaru nepexony BiJ nepcoHanbHO KepoBaHux dial networks no Remote
Access VPN:

- MOXKJIMBICTh BUKOpPUCTaHHs MiciieBuX dial-in numbers 3aMiCTh M1)KMICBKUX
JIO3BOJISI€ 3HAYHO 3HU3UTU BUTPATH HA MIKMICHKI TeJIEKOMYHIKaIlii;

- e(pexTUBHA CCTEMa BCTAHOBJICHHS Ay TEHTUYHOCTI BIJIJTAJICHUX 1 MOOUTHHUX
KOpHCTYyBaulB 3a0e31euye HaJliiHe MPOBEAEHHS MPOLEAYpU ay TeHTU(DIKAIIT;

- BHCOKa MAaclITa0OBAaHICTh 1 NPOCTOTAa PpO3rOPTaHHS [JIi HOBHX
KOPHUCTYBauiB, 10 AOAAIOTHCS 10 HE;

- 30CEepEeMKEHHS yBaru KOMIaHli HA OCHOBHUX KOPHOPATUBHUX O13HEC-IUISX
3aMICTh BIJIBOJIIKAHHS Ha IIpoOsIeMu 3a0e3MeueHHs poOOTH MEpexi.

IctoTHa exoHoMmist mpu BukopuctaHHi Remote Access VPN € noTyxHum
CTUMYJIOM, OJIHaK 3aCTOCYBaHHS BIJIKpUTOro IHTEpHET B SKOCTI 00'€IHYIOUOT
MaricTpasl JJisi TPAaHCIOPTY YyTJIMBOTO KOPIOPATUBHOTO TpadiKy CTae BCe OLIBII
MacmTabHUM, IO POOUTH MEXaHI3MHU 3aXUCTy 1H(POpPMALll KUTTEBO BaXKIMBUMU
eJIEMEHTaMH JIaHO1 TEXHOJIOTI].

Extranet VPN. BuxkopucToByIOTH I MEPEX, A0 SKUX MIAKIOYAIOTHCS
«30BHIIIIHI» KOPUCTYBayl (HAMPUKJIaJl, 3aMOBHUKHU a00 KJIIEHTH). PiBeHb TOBIpH 10
HUX Habararo HIKYe, HDK JI0 CHIBPOOITHUKIB KOMIIaHii, TOMY TOTpiOHE
3a0€e3MeUeHHs CIelalbHUX «pYOexiB» 3aXUCTY, 1110 3an00iratoTb 800 0OMEXKYIOTh

JIOCTYIT OCTaHHIX 10 0COOJMBO LIHHOT, KOH(IAEHIIHHOT 1H(hOopMarlii.
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Mepexi Extranet VPN B nuioMy cxoi Ha BHYTPIIIHBO-KOPIOPATHBHI
BIpTyaJbHI IPUBATHI MEPEXKi 3 TIEHO PI3HUIIEIO, 110 MpobaeMa 3axXucTy 1Hpopmarlii
€ mania Hux Outbmr roctporo. Jlnms Extranet VPN xapakTepHO BHKOpPUCTaHHS
ctanaapTu3oBaHux VPN-mpoaykTiB, sIKI TapaHTyIOTh 3/IaTHICTH 1O B3aEMOJIi 3
pizauMu VPN-pimeHHsIMH, SKi JIJIOB1 HapTHEPU MOTJIM O 3aCTOCOBYBAaTH B CBOIX
MepexKax.

Komu xinbka KoOMIIaHIM MNpUKWMAOTh PIIICHHS MpaIfoBaTH pa3oM 1
BIIKPUBAIOTh OJMH JJIsi OJHOTO CBOI MEpeXi, BOHM MOBUHHI O0ATH MPO Te, 1100
iX HOBI MapTHEpU Malu JOCTYN TUIbKA 10 meBHOI iHdopmarii. [lpu mpomy
KoH(pineHiHa iHGopMaIlis TOBHMHHA OyTH  HAJIHHO  3axuWIleHa  BiJ
HECaHKI[IOHOBAHOTO BUKOpHCTaHHA. CamMe TOMYy B MIKKOPIOPATUBHUX Mepexkax
BEJIMKE 3HAUEHHS HAJJa€ThCsl KOHTPOJIIO IOCTYITY 3 BIAKPUTOI MEPEX1 32 TOTIOMOT OO
ME. BaxiuBa 1 ayTeHTU (KAl KOPUCTYBaU1B, IKa MOXE TrapaHTyBaTH, 10 JOCTYII
10 1HpopMaIlii OTPUMYIOTh TUIBKU Ti, KOMY BiH JIMCHO J103BOJIeHHI. Pazom 3 Tum,
pPO3rOpHyTa CHCTEMa 3aXUCTy BIJ HECAHKIIIOHOBAaHOrO JOCTYIy HE IIOBHHHA
IpUBEPTATH 10 ceOe yBaru.

3'ennanns  Extranet VPN  po3ropraioTbCs, BHUKOPUCTOBYIOUHM Ty K
apxITEKTypy 1 MPOTOKOJIM, SIKI 3aCTOCOBYIOThCA Ipu peamizauii Intranet VPN 1
Remote AccessVPN. OcHOBHa BIIMIHHICTb MOJISITA€ B TOMY, 1110 J03BLI JIOCTYILY,

AKUW JaeTbest kopuctyBauaM Extranet VPN, nos'si3anuii 3 Mmepexero ix naprHepa.

1.3.2 3a Tunom TexHiYHOI peaJtizamii

IcayroTh pi3Hi Bapianth noOynoBu VPN. Ilpu BuOOpi pimieHHs MOTpiOHO
BpaxoByBaTH (haKTOPH MPOAYKTUBHOCTI 3ac001B moOynoBu VPN. Hanpukian, sikiio
MapHipyTH3aTOp 1 Tak TMpaIoe Ha MEXI MOTY)XKHOCTI CBOTO TIpoliecopa, TO
nonasanHs TyHeniB VPN i1 3actocyBanHs mm@pyBanHs/aemm@pyBanss iHGopmaii
MOXXYTh 3yMUHHUTH POOOTY BCi€i MeEpexi uepe3 Te, M0 IeHd MapIIpyTH3aTop He
CIPABJISITUMETHCS 3 MPOCTUM TpadikoM, He kKaxkydu Bxke mpo VPN. JlocBia mokasye,

1o Jiist ooy noBu VPN Halikpaliie BUKOPHUCTOBYBATH CIElialli30BaHe 00JIaIHAHHS,
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OJTHAK SIKIIO € OOMEXKEHHS B 3aco0ax, TO MOXXHAa 3BEPHYTH yBary Ha YHCTO
nporpamMHe piiieHHs. Po3risHeMo feski BapianTa no0yaosu VPN.

VPN Ha 0a3i OpanamayepiB. bpanamayepu OumbIocTi BHPOOHHKIB
MIITPUMYIOTh TYHHENIOBaHHS 1 ImuMdpyBaHHS JaHuX. Bci momiOHI NMpoayKTH
3aCHOBaHI HA TOMY, IO Tpadik, KU MPOXOAUTH uepe3 Opanamayep Mu(pyeThes.
Jlo mporpamHoro 3a0e3nedueHHs1 OpaHaMayepa J0Ma€ThCS MOIYJb MU(pyBaHHS.
HenomikoM 0bOTO METOAY MOXKHA HAa3BaTH 3aJICKHICTh MPOTYKTUBHOCTI Bif
amapaTHOTO 3a0e3leueHHs, Ha SKOMy mpaioe Opanamayep. [lpu BukopucTanHi
OpannmayepiB Ha ©6a31 IIK Tpeba mam'staTtu, 1mo momiOHE pIIICHHS MOXKHA
3aCTOCOBYBATH TIIBKU JJISl HEBEIMKUX MEPEXK 3 HEBEIMKUM OOCITOM MepeaaHoi
iHpopmarii. Ha pucynky 1.5 mpencraBneHa cxema noOynoBu VPN Ha 0asi

OpaHaMayepiB.

Coman Lioman
£ ol - - el

| External Extamal
W v Vil iy

| K5 snr o -_\- | A% server
— --L_‘m .
h- 4 Internet
"'\. .I_.'I
PN roulm .._."‘--._.—-"'—'"' = 1w
T s Futorell WP rousar
@ | | i
Cetilic abion Caostficanion
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Pucynok 1.5 - Cxema noOyzosu VPN Ha 6a3i OpanimMayepiB

VPN Ha 0a3i mapuipytuzaropiB. [HmmMm cnocobom mnoOyaoBu VPN e
3aCTOCYBAaHHS /JIi CTBOPEHHS 3aXMIIEHUX KaHaliB MapHIpyTHU3aTOPiB (PUCYHOK
1.6). Tak sik Bcst iHpopMallis, ika BUXOJUTH 13 JJOKAIBHOI MEpEXKi, MPOXOAUTH YEPE3
MapILIpyTU3aTOp, TO JAOLUIBHO TMOKJIACTH Ha 1€l MapuipyTuU3aTtop 1 3aBJaHHS

mudpyBaHHS.
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[Ipuknagom oOnagHanHs a1 modynmoBu VPN Ha wMapuipyTtuzaropax €
obnaananHs kommanii Cisco Systems. IlounHarounm 3 Bepcii HporpamHOrO
3abesneyenns [0S 11.3, mapmpyTtuzatopu Cisco miaTpuMytoTh npoTokoan L2TP 1
[PSec. Kpim pocroro mudpyBanHs iHpopMmaliii, mo npoxoautb Cisco miaTpumye
1 iHmi ¢yskmii VPN, Taki Sk igeHTU]IKaIis Mpyd BCTAHOBICHHI TYHEIBHOTO
3'€eTHaHHS 1 OOMIH KITIOYaMHU.

JJist miABUIIEHHS TPOAYKTUBHOCTI MapIIPyTU3aTOpa MOXKe OYTH BUKOPUCTAHUIN
nonatkoBuit Moaynb mmdpyBanHs ESA. Kpim Toro, xommanis Cisco System
BUITyCTWJIA creriani3oBanuid npuctpit s VPN, sxuit Tak 1 HazuBaeTbcst VPN
Access Router (mapupytuzarop pocrymy a0 VPN), npusHadeHuii 1151 yCTaHOBKH B

KOMITaHISIX MaJlor0 1 CEpelHbOro po3MIpy, a TaKOX Y BIJJIUICHHAX BEIMKHX

oprasizaiii.
e - - ——
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Pucynok 1.6 - VPN Ha 6a31 MapipyTHU3aTopiB

VPN na 6a3i nporpamuoro 3abesneueHns. HactynmHum miaxoaom a0
nobynoBu VPN e uncto nporpamHi pimenns. [Ipu peanizariii Takoro pimeHHs
BUKOPHUCTOBYETHCS CIICIiaTi30BaHe MpOorpaMHe 3a0e3MeUeHHS, SIKe MPaIllo€ Ha
BUJIVICHOMY KOMIT'FOTEP1, 1 B OUIBIIOCTI BUNIAJIKIB BUKOHYE POJIb Proxy-cepBepa.
KowMmm'toTep 3 TakuM mporpaMHUM 3a0€3MeUeHHIM MOXe OyTH PO3TaIlIOBaHUN 3a

OpaHaMayepoM.
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Sk mpuKIiag TaKoro pillieHHS MOXE BHUCTYIATH MporpaMHe 3a0e3nedyeHHs
AltaVista Tunnel kommanii Digital. [Ipu BuKOpuCTaHHI JAaHOTO MPOTPAMHOTO
3a0e3MeyeHHs! KITEHT MiAKIovaeTses 10 cepBepa Tunnel. [ludparis npoBoautses
Ha 0a31 56 abo 128 O6iTOBHX KJIIOUIB, OTPUMAaHUX B MPOIECI BCTAHOBJICHHS
3'ennands. Jlami, 3ammdpoBaHi TakeTH 1HKAICYJIIOOTHCS B 1HII [P-makern, sxi B
CBOIO Yepry BIAMPaBIAIOTHCSA HA cepBep. KpiM Toro, 1ane nporpamue 3a0e3neueHHs
KokHi 30 XBWJIMH TE€HEpy€ HOBI KJIIOUl, [0 3HAYHO MIJABHUIILYE 3aXUILIECHICTh
3'€THAHHS.

[TozutuBHuMU sikocTamu AltaVista Tunnel € mpocToTa ycTaHOBKH 1 3py4HICTh
ynpaBitiHHSA. Minycamu JaHOi CUCTEMHU MOXKHA BBaYKATH HECTAHIAPTHY apXITEKTYPyY
(BIacCHUI aJITOPUTM OOMIHY KIIFOYaMHM) 1 HU3bKY IPOYKTUBHICTb.

VPN Hna 6a3i mepexxeBoi OC. Pimenns Ha 6a31 mepexeBoi OC MU po3riasiHEMO
Ha npukiaal cucremu Windows NT kxomnanii Microsoft. [Ins ctBopennss VPN,
Microsoft BukopucroBye nporokona PPTP, axuit interpoBanuii B cucremy Windows
NT. Hdane pimenHs ayxe NpuBabIvWBO IS OpraHi3ailiii KOTpl BUKOPHUCTOBYIOTH
Windows B KOCTI KOpIOpPAaTUBHOI omnepaiiiiHoi cucremu. HeoOXiHO BiJI3HAYUTH,
[0 BapTICTh TAKOTO PIIIEHHS 3HAYHO HWKYE BAPTOCTI IHIIUX pilieHb. B poOoTi
VPN na 6a3i Windows NT BukopucroByerbcsi 0a3za kopuctyBaudiB NT, 110
30epiraetbest Ha Primary Domain Controller (PDC). Ilpu migkmtouenni go PPTP-
cepBepa KopucTyBad ayTeHTU(]iKyroTbest mo npotokoidam PAP, CHAP a6o MS-
CHAP. Ilepenani nakeru iHkancymorTbes B maketu GRE/PPTP. [{ns mudpyBanus
MaKeTiB BUKOPUCTOBYETHCSI HECTAaHAAPTHUHN TTPOTOKO Bif Microsoft Point-to-Point
Encryption ¢ 40 a6o 128 6iToBMM KJIt04eM, OTPUMAHUM B MOMEHT BCTAaHOBJICHHS
3'enHa”Hs. HemonikaMu J1aHOi CHUCTEMH € BiJCYTHICTh MEPEBIPKH IIJTICHOCTI
3a0€3MeUCHHsI, K€ MPAIIO€ HA BUIUICHOMY KOMITHOTEPi, 1 B OUIBIIOCTI BUITAIKIB
BUKOHY€E POJIb proxy-cepBepa. [I03UTUBHUMU MOMEHTAaMU € JIETKICTh 1HTErpalii 3
Windows 1 Hu3bka BapTicTh. Kommn'torep 3 TakuM mporpaMHuUM 3a0e3MeyeHHsIM
MOKe OyTH pO3TalllOBaHUM 32 OpaHIMayepOM.

VPN Hna 6a31 anapaTHux 3aco0iB MpeAcTaBlIeHUd Ha pucyHKy 1.7. Bapiant

nobyoBu VPN Ha criemiaibHUX MPUCTPOSX MOXKE OYTH BUKOPUCTAHUM B MEpExKax,
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110 BUMAararoTh BUCOKY IPOJYKTUBHOCTD. [IprKIamoM Takoro pilieHHs € MPOAYKT €
[Pro-VPN kommnanii Radguard. J[lanuiéfi npoayKT BHKOPUCTOBYE arapaTHe
mm@pyBaHHs nepeaanoi inpopmaiiii, 37aTHe mpomyckaT notik B 100 M6it/c. [Pro-
VPN nmiarpumye mnporokon IPSec 1 wmexaHi3M yopaBiiHHS — KIIOYaMU
ISAKMP/Oakley. Kpim inmoro, naHuii npucTpiii miATPpUMY€E 3acO00U TpaHCIHSAIIT
MEpPEKEBUX aApec 1 MOoke OyTH JOMOBHEHMI CHEIIaJbHOIO TUIATOIO, KA JOJa€

byHKIIT OpanaMayepa.

i ) i
= — _p".-FJ- —
'-.__i' - '-.._\_
F EpLTTOEIHHE EIHAN ,

Pucynox 1.7 - VPN nHa 6a31 anapatHux 3aco0iB
1.4 Opranizanis Open VPN

VY cydacHMX yMoOBax pO3BUTKY 1H(GOpMaIIiHUX TEXHOJIOTIH, mepeBaru
CTBOPEHHSI BIpTyaJbHUX NMPUBATHUX MEPEX 0€3 3arepeyHi.

BipryanbHi nmpuBaTHI Mepexi JO3BOJSIOTH B1IJAICHOMY KOPUCTYBauy, SIKUH
MPOUIIOB ayTEHTU(DIKAIII0, CKOPUCTATUCS KOPIOPATHUBHOIO MEPEXKEI0 HapiBHI 3
KJIIEHTaMU [IEHTPAJIbHOI KOPIIOPATUBHOI MEPEXKI.

LlenTpanbHy Mepexy OyIbp-SKOi Oprasizaiili MOXHa ayTeHTHU(IKyBaTH
KOPUCTYBauyaM HE3BaXKAIOUM Ha TE, 1110 BOHU OTPUMYIOTH JAOCTYIl Yepe3 IMyOniuHy
MEPEXKY.

Brano crnpoekropana VPN Mo)ke MpMHECTH Oprasisanii uumano surof. Ii
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BITPOBAI)KCHHSI I03BOJISIE:

e po3mupuTU Treorpadiio AOCTYMy CIHIBPOOITHUKIB A0 1HPPACTPYKTYpH
oprasizarii;

® [IJBUIIKUTH O€3MeKy nepeaadi iHpopMmariii;

® 3MCHIIUTH EKCIUTyaTallliiHi BUTpaTH B TMOPIBHSIHHI 3 TPaTUIIIHUMHU
rII00IbBHUMH MEpPEeKaMu;

® CKOpPOTHTH 4ac nepenadl iHpopmarrii 1 3SHU3UTH BUTPATH Ha BIAPSAJIKEHHS;

® [IiJIBUIIATH MTPOYKTUBHICTH Mpalli;

® CIIPOCTHUTH TOTOJIOTII0 MEPEXKI;

® 301IBIIUTH MOOUTBHICTH KOPUCTYBAYiB 1 JaTH M OUIBII THYYKUH Tpadik
poboTwu.

OcnogHi BactuBocTi VPN:

e (Oe3meka;

® HaJIHHICTH;

e MacmTaOOBaHICTH;

® KEpPOBaHICTD.

PosrasiueMo BapiaHT oprasizaiiii Mepesxi yCTaHOBU 0(iCIB 3 BUKOPUCTAHHIM

BIpTyaJIbHUX MIPUBATHUX Mepex (puc. 1.8).

MPHEATHA EIPTYVANEHI MESpPaEa

/ odic 1

Pucynok 1.8 Opranizaiist Mepexi yCTaHOBU O(iCiB 3 BUKOpUCTaHHSIM VPN
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Oco6mmBOCTI TaKoi OpraHizarii:

o [lIBuakicte mepemaui gaHux. [IpoBalimepu MOXyTh 3a0e3MEUNUTH
JIOCTaTHHO BUCOKOIIBUAKICHUN TOCTYT B [HTEpHET, OJTHAK 3 IOKAJIBHOI, IEPEBIPEHOT
gacom 100 MOIT Mepexkero BiH Bce OAHO HE 3piBHAEThCA. IS goctymy 0
JOKAJIBHOTO CAaWTy TMIANPHEMCTBA, TEPECHJIAHHSA EJIEKTPOHHOTO JIUCTa 3
JIOKYMEHTOM IIUJIKOM JIOCTaTHBO MIBUIKOCTI, IKY MOXYTh 3a0e3neuntu [HTepHeT-
MPOBANAEPH;

besneka nepenanux nanux npu opranizaii VPN:

e repefaHa iHGopMallis TMOTparii€e B 30BHINIHIO MEPEXY, TOMY TIPO
OpraHizailiro 0e3MeKu 10BEACThCS MOI0aTH 3a31aJIET1/b. AJie BXKE CbOT0/IHI ICHYIOTh
JIOCUTh CTIHKI JI0 aTak aJropuTMu MudpyBaHHs i1HQoOpMaIlii, SKi JO3BOJISIOTH
BJIACHUKAM MEpeaHuX TaHUX He TypOyBaTHCs 3a O€3IeKy;

e 3a oOpraHizoBaHy MepexXy HikoMy He Tpeba mmatutu. [lmara 3a
BUKOpHUCTaHHA [HTEepHETY B Hallll JJH1 cama 1o co01 JOCUTh JEMOKpaTHUYHA, a THYYK]
Tapudu J03BOJISIIOTH BUOPATH KOXKHOMY ONITUMAJIbHUM MaKET;

e MacmraboBaHicTh cuctemu. [Ipu BiaKpuTTI HOBOI (iii abo JT0gaBaHHS
CHiBpOOITHHUKA, SKOMY JIO3BOJICHO KOPUCTYBAaTHUCSA BIJJIaJIEHUM JOCTYIIOM HE
MOTPiIOHO HISKUX JOJATKOBUX BUTPAT HA KOMYHIKAITIi.

o ['myukicts cuctemu. s VPN He mMae 3HaUeHHS, 3BIIKU BU 31HCHIOETE
noctyn. OKpeMo B3SITUH CHIBpOOITHUK MOKE TMPAIIOBATU 3 JIOMY, a MOXE Mij] yac
YUTAHHS TOIITH 3 KOPHOPATHBHOI MOIITOBOI CKPUHBKU (ipMU mepeldyBarouu y
BIIPSJIPKEHH] B @0COJIFOTHO 1HIIN JieprKaBi.

Cnoco6u peamizarii VPN:

1.V Burisal cnemniaibHOro mporpaMHoO-anapaTHOro 3a0€3MeUeHHS

Peamizanis VPN Mepexi 31HCHIOETBCS 3a JOMOMOIOIO  CIEIiadbHOTO
KOMITJIEKCY TIpOrpaMHO-anapaTHUX 3aco0iB. Taka peamizailis 3a6e3nedye BHUCOKY
MPOIYKTUBHICTH 1, IK IPABUIIO, BUCOKHM CTYIIHb 3aXUIIEHOCTI.

2.V BUTIIA1 TPOTPAMHOTO PIIIEHHS

BukopucToByt0Th IEPCOHATBHUNA KOMIT'IOTEp 13 CHEIIaJbHUM MPOTPAMHHIM
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3abe3IeueHHsIM, 1110 3abe3rneuye GyHKIioHanpHICTh VPN,

3. iHTErpoBaHe PilICHHS

OynkiioHanpHICTE VPN 3a0e3medye KOMITIEKC, KOTPUH BHPINIYE TaKOXK
3aBJaHHsg (UIBTpalii MepekeBoro Tpadiky, oprasizaiii MEpeKeBOTO €KpaHy 1
3a0e3MeYeHHs! IKOCTI 00CTyTrOBYBaHHS.

Cnoco6wu opranizartii VPN:

B VPN Hait611b111 1OIIJIEHO BUAUIMUTH HACTYIHI TPU OCHOBHI CITIOCOOH:

1. Bigmanenuii 1ocTyn OKpeMO B3SITUX CIIBPOOITHUKIB 10 KOPIOPATUBHOI
Mepexi opraHizaiii 4epe3 MojeM abo 3arajJibHOJOCTYIHY Mepexy. Opranizaiiis
TaKoi MOJIeN1 BIpTyaJibHOT IPUBATHOI MEpexi nepeadadae HaaBHICTE VPN-cepBepa
B LIEHTpaJIbHOMY 0(icCl, 10 SIKOTO MIAKIIOYAI0ThCS BiAaICH] KII€HTH. J{ucTaHIiiH
KIIEHTH MOXYTh TNpaIllOBaTU Ha JOMYy, a00, BHUKOPHUCTOBYIOUM IE€PEHOCHUI
KOMI'tOTep, 3 OyAb-SKOTO MICI IUIAHETH, JI€ € IOCTYI A0 BCECBITHHOI MaBYyTHHHU.
Jlanuii crioci6 opraHizailii BipTyaibHOI IPUBATHOI MEPEX1 JOLIBHO 3aCTOCOBYBATH
B pa3i reorpadiyHO HE MPUB'SI3aHUNA JAOCTYIY CIHIBPOOITHHKIB JO KOPIOPATUBHOT
Mepexi Oprasizali.

2. 3B'I30K B OJIHY 3arajibHy MEpeXy TEepPUTOpIaJIbHO PO3MOAUICHUX (iiid
¢bipmu. Lleit cnoci® HasuBaetbes Intranet VPN. Ilpu opranizamii Takoi cxemu
NIIKITIOYEHHS TNOoTpiOHa HasBHICTH VPN cepBepiB sika JOpPIBHIOE KIJIBKOCTI
3B'si3aHuX odiciB. JlaHuii crocio MOIIIBHO BUKOPUCTOBYBATH SIK JJIsI 3BHYAMHUX
¢butiif, Tak 1 1719 MOOUTBHUX O(icCiB, SIKI MATUMYTh JOCTYII 10 PECYPCIB TOJIOBHOTO
odicy, a Takox 6€3 mpoOsIeM 0OMIHIOBATUCS JAHUMHU M1k COOO0TO.

3. Tak 3Banmii Extranet VPN, komum uepe3 Oe3neuyHl KaHAIW JOCTYIY
HAJA€ThCsl JOCTYN JIsl KJIIEHTIB opraxizaiii. HaOupae mmpoke mnomupeHHs B
3B'SI3KY 3 MOMYJISIPHICTIO €NIEKTPOHHOI KoMepiiii. B iboMy BUNIAAKY JIJ1s BiJIAJICHIX
KJIIEHTIB OyIyTh JIy>)K€ Majll MOJIMBOCTI MO BUKOPUCTaHHIO KOPHOPATUBHOI
Mepexi, pakTHYHO BOHU OyayTh OOMEKEHI JOCTYIIOM JI0 THX PECYpCIB KOMMaHii,
K1 HEOOX1JTHI TIpH POOOTI 31 CBOIMHU KJTI€EHTaAMU, HAITPUKJIIA]], CAUTy 3 KOMEPIIHHUMU
npono3ullisiMd, a VPN BHUKOPUCTOBYETHCS B I[bOMY BHUMOAAKY JJIsi O€3MEYHOIO

nepecianis KOHPIASHIIHNX JaHuX. 3aco0u 3axucTy iHpopMallii - MPOTOKOIN
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mudpyBaHHS.

4. Client/Server VPN. BiH 3a0e3neuye 3axycT nepeaaHux JaHUX MK JBOMa
By3JlaMU (HE MepexaMu) KOPIopaTUBHOI Mepexi. OcoOIMBICTh JaHOTO BapiaHTY B
tomy, 0 VPN OynyeThcst MiXK By3J1laMH, 110 epe0yBaroTh, K MPaBUIIO, B OJHOMY
CEeTMEHTI Mepexi, HampuKiIag, MDK poOodor0 CTaHIi€lo 1 cepBepoM. Taka
HEOOX1/IHICTh JIy’K€ YaCTO BUHUKAE B TUX BUITAJIKaX, KOJH B OJHIN QI3UUHII Mepexki
HEO0OX1THO CTBOPUTH KIJIbKa JIOTTYHMX Mepex. Hanpukian, konu Tpeda po3aianuTu
Tpadgik MK (PIHAHCOBMM BIAALIOM Ta BIAAUIOM KaJpiB, SKi 3BEPTAIOTHCS [0
CEpBEPIB, 10 3HAXOAATHCS B OAHOMY (pi3MuHOMY cermeHTi. Lleii BapiaHT cx0xuii Ha
texHosorito VLAN, aie 3amicTh mnonuty Tpadiky, BHKOPUCTOBYETHCS MOTO
muppyBaHHS.

Jiist peamizaiiii 3aXUCTy nepeaaHoi iHpopMallii icHye 6e37114 IpOTOKOIIIB, SIKi
3axuiarTe VPN, ane BCi BOHM MOJUIAIOTHCSA HA JIBa BUJIU 1 MPALIOIOTH B Tapi:

® [IPOTOKOJIH, IHKaICYy 00Ul faHi 1 GopmyroTs VPN 3'enHanHs;

® [IPOTOKOJH, MU(PYIOUl JaH1 BCEPEANHI CTBOPEHOTO TYHEIIO.

[lepmmii TUT MPOTOKOJIIB BCTAHOBIIOE TYHEJbHE 3'€HAHHS, & NPYTUN THII
BiMOBIAae Oe3nocepenHbo 3a mudpyBanHs maaHux. [lopiBHsemMo 1Bi1 peamizaiii
ctBopeHHs VPN Ha ocHoBI cranmapty IPsec 1 OpenVpn.

Jns o0'enHaHHsT B MEpeXy AEKIIbKOX (Tl ChOroJHI HANOIBII YacCTO
BUKOpUCTOBY€EThCS cTanaapT [PSec. Cnabki micug IPSec 3aranbHoBinomi. CkianHa
CTPYKTypa 3 IOCUTh HEIIPOCTOIO MPHU MEBHUX 00CTaBUHAX KOH(Iryparlieto, pizHi (B
3aJIEKHOCTI BiJl BUpOOHHMKA) peanmi3alii 1 «JIpKu» B CUCTEMI Oe3NeKH, TpoOiIemMHu 3
Firewall'oMm - och numie aeski HEIOJIKH, TMOCTIHHO BIUIMBAIOTTh Ha PO3POOKY
Cy4aCHUX TEXHOJIOTiM BipTyanbHHX mpuBaTHUX Mepex (Virtual Private Network,
VPN). Pe3ynbratoM crajia rnosiBa NpoeKTy BIAKPUTOIO MPOTPAMHOTO 3a0e3MeUeHHS
OpenVPN.

Texnonoriss OpenVPN mneperBopuiacs B cepiio3ny anbTepHaTuBy I[PSec.
Opranxizaiiii, 1e He NMOTPIOHO B 00OB'I3KOBOMY TOPsIAKY 3actocoByBatu IPSec,
MOXyTh 3aBasiku OpenVPN 0e3 Benmukux BUTpaT OTpUMATH YUCIICHHI MEpeBar,

panimie HemocTyrnHi. OmNIlii MOBCIOJHOTO 3aXUCTy HOYTOYKIB 3a JOMOMOTOIO
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IIEeHTpajbHOTO0 KopnopatuBHoro firewall'a, rynentoBanns firewall'iB 1 mocepeHuKIB
WWW, a Takox peTpaHCcIsITOpyu HIUPOKOMOBHOTO TpadiKy MOMITHO MEPEBUIIYIOTh
¢dyukionansHe oxoruieHHsa [PSec, mpuuomy BuKopucToByBaHi TexHonorii (SSL,
npuctpoi Tap/Tun) npencrapistoTs coO00r0 BUIIPOOYBaHi 1 MEpeBIpeHi CTaHIAPTH.
OpenVPN crana HalicyyacHimioro 1 HafiitHo TexHonoriero VPN 3 noctynnux, npu
IbOMY O€3KOIITOBHA 1 Ty’Ke MPOCTa B HAJIAIITYBaHHI.

CtBopenutii B 2002 pori, OpenVPN - 11e 1HCTpYMEHT 3 BIIKPUTHUM BUX1JTHUM
KOJOM, SIKUMl BHUKOPUCTOBYETBCS g TOOymoBHU site-to-site VPN mepex 3
BukopuctanuaMm SSL/TLS nmporokomny abo 3 po3auieHuME KirodamMu. BiH BUKOHY€
poJib O€3MeYHOro TYHENIo i mnepenadl ganux depe3 oaud TCP/UDP mopt B
He3axulIeH1i Mepexi sk [HTepHer.

[TepeBara OpenVPN mnossirae B JIETKOCTI 1HCTAJIALII 1 HANAIITYBaHHI, 10 €
PIAKICHUM BUIIAJKOM JIJIsl TAKMX IHCTPYMEHTIB.

OpenVPN moxe OyTH BCTaHOBJIEHUH MPAKTHYHO Ha Oyb-siKy IaTGopmy
Brouaroun: Linux, Windows 2000 / XP / Vista, OpenBSD, FreeBSD, NetBSD,
Mac OS X 1 Solaris.

Linux cucTtemMu moBWHHI TpaitoBatd Ha siapi 2.4 abo Bume. [IpuHmunu
KOH(DIrypariii 0JJHaKOBI JJis1 BCIX IIaTPOPM.

OpenVPN BHKOPHCTOBYE KIi€HT/CEpBEp apXITEKTypy. BiH moBuHEH OyTH
BCTaHOBJICHUH Ha B¢l By31u VPN Mepexki, /e 0IMH By30J1 IIOBUHEH OYTH CEPBEPOM,
a 1HII KJIIEHTaMHU.

OpenVPN ctBoproe TCP a6o UDP tyHens, mpu mbOMy JaHi sIKI TPOXOJATh
yepes 1ei TyHenb mudpyoTthes. Ctangaptauii nopt st OpenVPN - UDP 1194,
ajie MO>KHa BUKOpUCTOBYBaTH Oynb-sikuid iHmmi TCP a6o UDP nopt. 3 Bepcii 2.0
OJIUH 1 TOU kK€ TIOPT MO’KHA BUKOPUCTOBYBATH I ACKUIbKOX TyHeniB Ha OpenVPN
cepBepl.

Moxna crBoputu Ethernet (Mict) a6o IP (MapuipyTtu3zamito) VPN mepexy
BUKOPHCTOBYIOUM BIAMOBIAHI MepexeBi apaiiBepa TAP a6o TUN. TAP/TUN
JIOCTYIIHI Ha BCIX MIaTgopMax 1 BKIIOYEHI B siApo Linux mounHatouu 3 Bepcii 2.4.

[Tpu BUKOpUCTaHHI CTATUYHHX KItO4UiB, VPN 111031 BUKOPUCTOBYIOTH OJIMH
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1 TOW ke K04 s mudpyBaHHS 1 AemudpyBaHHS JaHUX. B 1iboMy BUNAAKy
HaJallTyBaHHs OyJle TOCUTh MMPOCTUM, aJie P [IbOMY BUHUKAE MpoOiieMa nepeaaudl
1 0e3meku Kioya. SIKII0 XTOCh 3aBOJIOJIIE IIUM KITFOYEM, TO BIH MOKE JIeIH(ppyBaTH
JTaHl.

Jns Toro mo® YHUKHYTH Li€i mpoOieMu, HEOOXiTHO BHKOPHUCTOBYBATH
[adppactpykrypy Bigkputux Kimrouis (PKI). IIpu npomy KoXeH By30J BOJIOJIE
JIBOMa KJIIOYaMU: BIAKPUTHI KIIIOY, BIJOMHI BCIM 1 3aKpUTHUNA KITIOY, JOCTYIHUN
TIIBKK HOTO BIACHUKY. Taky CTpyKTypy BukopuctoBye OpenSSL, iHTerpoBaHuii B
OpenVPN, nns ayrentudikamii VPN By3niB mepes TUM sIK MOYaTH TEpenaBaTH
sammdpoBaHi gaHi. Llei pexuM BBaXKa€ThCSA KPAIIUM.

3BEpHEMO yBary Ha CTPYKTYpPy MEPEXi 1 KOHIEHIII0 Oe3MeYHUX KITIOUIB st
Kkpamoro posyMinasg OpenVPN.

[Ipotsirom Oaratbox pokiB IPSec OyB €AMHUM MNPOTOKOJIOM, SIKHA MIT
3a0e3neunT MM pyBaHHs TaHUX B site-to-site 1 kiieHT / cepBep VPN mepexax. Ha
IACTs CUTYAIlisl 3MIHMIACs 3 MosiBor0 SSL mpoTokoiy.

[Ipu3Hauenuii 175 3a0e3nedeHHs 0e3neku Takux nmpotokoniB sk HTTP, SSL
J03BOJIsIE 3apa3 3abe3neuntu Oe3meky M ycix mporpam 1 mudpysatu TCP abo
UDP tynemni B site-to-site 1 kiient/ceppep VPN Mepexax.

SSL (Secure Sockets Layers) Oy ctBopenuii Netscape B 90-x. byino
BuryieHo aBi Bepcii v2 (1994) 1 v3 (1995). Y 2001 IETF xynumna 1 oHOBUJIA MTATEHT.
VY ueii e yac SSL O0yB nepeitmenoBanuii B TLS (Transport Layer Security).

SSL BUKOHY€E Bl OCHOBHI 3a/1a4i:

- AyTtenTudikariiito cepBepa i kiieHra o 3acody [ndpactpykrypu Bigkputux
Kitouis (PKI).

- CtBOproe mudpyBaHHA 3'€THAHHS MDK KIIIEHTOM 1 CEPBEPOM JIJIsi OOMIHY
MMOB1JJOMJICHb.

Cranpaptaa monenb OSI ckiiagaeTbes 3 ceMu piBHIB, B TOM Yac K YOTUPHhOX
piBHEBa Mojenb HaWOumbm miaxomuth s TCP/IP  (piBeHp J0maTtkis,
TPAaHCIOPTHUM, MEPEKEBUM, KaHaIbHUM, (I3UYHUI), SKUHA BUKOPHUCTOBYETHCA

BEJIMYE3HOKO KIJIBKICTIO JTIOJATKIB.
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SSL po3srammoBanuii Mi>K TPAaHCIIOPTHUM PIiBHEM 1 piBHEM JOJaTKiB 1 Oyje
mudpyBaTH piBEHb MIPOTPAMH.

Po6ota SSL npoxoauth B 4 eramu:

1. SSL Handshake: BuznauaeTbcs MeTo mudpyBaHHS )1 Miepeiadl JaHuX;

2. SSL Change Cipher Spec: CTBopeHHS 1 Tiepeaada Kiiroda MK KIIIEHTOM 1
CEpBEPOM Ha ITI0 CECIIO;

3. SSL Alert: HoctaBka moBigomiaeHb SSL mpo MOMMJIKH MK KIIEHTOM 1
CepBepoOM;

4. SSL Record: Ilepenava nanux.

Hns mudpyBanns 1 ayrentudikaiii OpenVPN BukopuctoBye OpenSSL,
AKUN € OE€3KOIITOBHUM 1 MOUIUPIOETHCS 3 BIAKPUTUM BUX1THUM KOJIOM.

BuainumMo oCHOBHI TUTIOCH 1 MIHYCH I11€1 TE€XHOJIOTII:

3pum kpunrorpadiuni anroputmu (SSL/TLS);

SSL/TLS € rany3eBUMH CTaHIapTamH 1 BXOAATh B c(epy BIANOBIIAIBHOCTI
IETF (Internet Engineering Task Force);

[IpocTa TexHOJIOTis, MPOCTa IHCTAJIALIS, MPOCTa KOH(ITypallis;

TCP/UDP, nyist Ge3iniui 30BHINIHIX KOUCTYBaviB MOTPIOEH JIMIIE OJHH MOPT;

[nauBigyansHa KOHDIrypaiis s KJII€HTIB;

['HyuKicTh BHACTIIOK BUKOPUCTaHHS npuctpoiB Tun/Tap;

Hisixux mpo6iiem 3 Texnosnoriero NAT;

[IIBuake mTOBTOpPHE MIAKIIOYEHHS, Tpo3opicTh s DynDNS, ceancu
30epiraroThes;

CTUCHEHHS;

Bucoxka cymicnicts 3 firewall'mu 1 nocepenankamu WWW;

[TpoyKTUBHICTH (IOCUTH MAJIOMOTYKHHUX MTPOILIECOPIB);

MoaynpHa po3ImHupeHa apXiTeKTypa;

BukoHaHHst B mpocTopi KOpUCTyBada - B Linux He mOTpiOHI NpHBiLIETii
aJIMIHICTPATOPA;

Bucoka npoayKTUBHICTb HaBITh Ha CTApUX MaIIMHAX;

dopmyBaHHs TpadiKy BKe BKIIOYCHO;



30

- Hi cnienianizoBaHux NpUCTPOiB;

- Jlepiuut HaBYEHOTO TIEPCOHATY;

- BiacytnicTs inTepdeiiciB Web abo iHTepdeiiciB 1t aqMiHICTpyBaHHS.

PosButok texnomorii Open VPN nipu3BoAUTh 10 HOBUX 3HAHb B 11 00J1acTi,
a IIBHIKUN PO3BUTOK TEXHOJIOTI MPU3BOAUTH 1O BJIOCKOHAJEHHS 3ac00iB
mpyBaHHS 1 MEpPEKEBOro 3aXHCTy. 3 OISy Ha Lie, KOPHoparis MOCTIHHO
MOJICPHI3Y€E CIIY»KOM O€3MeKH CBOIX OmepaliiiHUX CHUCTEM 1 BUITyCKAa€ OHOBJICHI
IPOAYKTH Ha X OCHOBI.

3 HoBOBBeneHb Microsoft B oOmacti TexHounorii ctBopenns BUC nHa 6asi
PPTP moxna 3ragaru:

- ToCcKoHauinry ayteHtudikaiiito B mpotokoiiit MS-CHAP 2;

- MABUIICHHS HAIMHOCTI ayTeHTH(IKAIIIT MO MapoJio;

- TIABUIIEHHS CTikocTl mm@pyBanHs no nporokory MPPE (Microsoft

Point-to-Point Encryption - mmdpyBaHHs MK By3J1aMu).
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2 AHAJII3 ITPOTOKOJIIB VPN MEPEK
2.1 Moaean OSI

Texnomorii  Oe3me4yHoi  mepedadyl  JaHUX 10  3arajibHOJOCTYMHIN
(HEe3axMIIeHI) Mepexi 3aCTOCOBYIOTh y3araJlbHEHy Ha3By - 3aXWINCHUW KaHAI
(securechannel). TepmiH «kaHam» MAKPECTIOE TOW (akT, IO 3aXHUCT JaHUX
3a0e3meuyeThCs MK JBOMa By3JaMu Mepexi (Xxoctamu ab0 IUTF03aMH) Y3I0BK
JESKOTO BIPTyaIbHOTO MIJISAXY, MTPOKJIAICHOTO B MEPEXKi 3 KOMYTAITIEIO TTAKETIB.

3axuieHui KaHall MOKHa MOOyayBaTH 3a JIONIOMOTOI0 CUCTEMHHX 3ac00i1B,
peanizoBaHUX Ha PI3HUX PIBHAX Mojell B3aemonii Biakputux cuctem OSI. PiBHi
MPOTOKOJIIB 3aXHUIIIEHOTO KaHATy HaBe/eHi B Ta0uii 2.1.

3a o3HaKow «poboyoro» piBHA Mozeni OSI po3pi3HAOTh HACTYMIHI TPYNH
VPN:

- VPN kaHaibHOTO piBHS;

- VPN meperxeBoro piBHS;

- VPN ceaHcoBoro piBHS.

Tabmmg 2.1
PiBHI MPOTOKOJIIB 3aXUIIIEHOTO KaHATY

[Iporokonn 3axuuieHoro | [puknagHuii BrmuBaroTe Ha
JOCTYyILy [IpencraBHULIbKUN | JOLATKH

CeancoBuit

TpancnopTHuii He BmmuBaroTh Ha

MepexeBuit JIOJTATKU

Kananpuui

Di3uuHun

JIns HEe3aJIeKHOCTI BiJ MPUKIAAHUX TMPOTOKOIIB 1 JOJATKIB 3axUIIEHI
BIpTyallbHI Mepexi (OpPMYIOTbCS Ha OJHOMY 3 HWXKYMX piBHIB moaeni OSI -
KaHaJbHOMY, MepexeBoMy abo ceaHcoBoMy. KaHanmbHOMY (Ipyromy) piBHIO
BIJINOBIJIAI0TH Taki mpoTokonu peanizauii VPN, sk PPTP, L2F 1 L2TP, mepexnomy
(Tpetbomy) piBHIO - [PSec, SKIP, a ceancoBoBomy (m'sstomy) piBaio - SSL/TLS 1

SOCKS. Unum HIKYe piBEHb €TAIOHHOI MOJIEN], Ha SIKOMY peai3y€eTbCs 3aXUCT, TUM
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BOHA MPO30pilia s JOAATKIB 1 HEMOMITHIIIA JJIsl KOPUCTYBaiB. OnHak npu
3HMKEHHI IIbOTO PIBHS 3MEHIITYEThCS HaOIp peai3oBaHUX IMOCTYT OE3IeKH 1 cTae
CKJIQJHIIIA OpraHi3ailisi ynpaBiiHHS. YuM BUIIE 3aXUCHUN PIBEHb BIAMOBIAHO IO
mozeni OSI, Tum mmpie Habip nocayr O0e3NneKu, HaAIHHIIINN KOHTPOIb JOCTYITY 1
IpOCTIIIa KOH(pIrypallisi CACTEMU 3aXHUCTY.

VY BipTyanbHii Mepexi KPUNTO3aXUCT MOXKE OJHOYACHO BUKOHYBAaTHCh Ha
JEKUTBKOX PIBHAX eTaJIOHHOI Mojeni. [Ipu 1niboMy 301IbIITYETHCS KPUMTOCTIMKICTD,
alle 4yepe3 3HIKCHHSA 3arajibHOT IIBUIKOCTI KpUOTOrpadiuHUX MEpPEeTBOPEHb
3MEHIIIYEThCSL TMPOIMYCKHA 3JaTHICTh BIpTyaldbHOI Mepexki. TomMy Ha MpaKTHIl
3aXUIIEH] BIPTyalibHI Mepexi (opmyroTees Ha ojgHomy piBHI Mozeni OSI

(KaHAJIBHOMY, MEpPEKEBOMY, TPAHCIIOPTHOMY 200 CEaHCOBOMY).

2.2 TyHe/IIOBaHHA KAHAJIBLHOI'O PiBHA

Hnst  crangaptHoro  ¢GoOpMyBaHHS  KpPUNTO3AIIIIIEHHUX TYHEIIB Ha
kaHaibHOMY piBHI Mojeni OSI xomnanieto Microsoft 3a miATPUMKH KOMIIAHIN
Ascend Communications, 3Com / Primary Access, ECI-Telematics 1 US Robotics
OyB pospoOseHuit mnporokon TtyHemoBaHHS PPTP (Point-to-Point Tunnelm
Protocol), mo mpexacrasisie coboro posuupenHs npotokoiay PPP (Point-to-Point
Protocol). V¥V mporokoni PPTP He cneuudikytorcs KOHKpPETHI METOIU
ayrentudikaiii 1 mmdpysanns. Kiaientu Bigganenoro goctymy B Windows NT 4.0
1 Windows 7 3 Dial-Up Networking nocrasistoTecs 3 Bepcieto muppyBanus DES
komranii RSA Data Security, mo orpumana Ha3By "mudpyBaHHS ABYXTOYEUHOTO
3B'si3ky Microsoft" (Microsoft Point-to-Point Encryption - MPPE). KanansHoro
piBas moneni OSI BiamoBijae TakoX MpoTokod TyHemoBaHHs L2F (Layer-2
Forwarding), po3pobnenuii komnaniero Cisco Systems 3a MiIATPpUMKH KOMIIAHIN
Shiva 1 Northern Telecom. B nanomy nmpoTokosi Tex cnenu@ikyroThCsi KOHKPETHI
MeToau ayTeHTudikaii 1 mudpysanns. Ha Bigminy Big npotokonay PPTP mporokon
L2F no3Bossie BAKOPUCTOBYBATH /IS BIAAJICHOTO IOCTYTY J0 mpoBaiaepa Internet
He TUIbKK nipoTokos PPP, a i inun nporokonu, Hanpukiaa, SUP. IIpu ¢dopmyBanHi

3aXUIIEHUX KaHATIB MO Ti00anpHIA Mepexi mpoBainepam Internet He moTpiOHO
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31MCHIOBATH KOH(QITYypallito ajapec 1 BAKOHYyBaTH ayTeHTHdikalio. KpiM Toro, mis
NEPEHECEHHS JaHUX Yepe3 3aXUIIECHUN TyHElIb MOXYTh BUKOPUCTOBYBATHCS PIi3HI
IIPOTOKOJIM MEpPEeXEeBOro piBHA, a He TUTbkU [P, sik B mpoTokoni PPTP. IlpoTokon
L2F craB xommnoHeHToMm omepainiinoi cuctemu [0S (Internetwork Operating
System) kommanii Apple 1 TIATPUMY€ETbCA Y BCIX BUIYIIEHUX HEIO MPUCTPOSX
MDKMEPEXKEBOI B3a€MO/IIT Ta BiaganeHoro aoctymy. [Ipu ¢popmyBanHI 3axXUIIEHUX
KaHaIIB IO IJ100ajabHIM Mepexi mpoBaiaepaM Internet He MOTPiOHO 3IMCHIOBATH
KoH(Diryparito aapec i BAKOHyBaTH ayTeHTh(]ikaIiro. Kpim Toro, 1y nepeHeceHHs
JAHUX 4Yepe3 3axXUIICHUN TyHeIb MOXYThb BUKOPHUCTOBYBATHCS PI3HI MPOTOKOJIHU
MEpEXXeBOro piBHS, a HEe TUTbkH [P, ax B mpoTokoni PPTP.

Ichye nBa Ttunum TyHeniB VPN - 3amoBHI (voluntary) 1 mpuMycoBi
(compulsory). JIJisi CTBOpEHHsSI 3aMOBHOT'O TYHEIIO HEOOX1THO, 100 KIIEHT OYyB
OCHalleHui 3acobamu cTBOopeHHs VPN, Toml $SK TOpPUMYCOBHM TyHEIb
OPraHi30BY€THCS 3a TIOCEPEIHUIITBA IPU3HAUEHOTO JIJIsI KOPUCTYBaua MpoIecopa.

3aMOBHI TyHENl CTBOPIOIOTHCS CaMOI0 POOOYOI0 CTaHIIIEI0, SIKa OPTraHi30BY€
VPN 3 Bignanenoi mepexero. [1[o0 cTBopuTH iX, KIII€EHTY MOTPIOHI BJIACHI KOLITIB
VPN, 106710, BiH noBuHeH miarpumyBatu mpotokos PPTP a6o L2TP, a takox matu
JOMIOMIXKHE TMporpamMHe 3a0e3neueHHs (cepBep TYyHEIIOBaHHA 3a0e3mneuye
NIATPUMKY BCIX TAKMX KOMIIOHEHTIB 32 YMOBUYaHHsAM). [Ipu bOMy KJIIEHT 1 cepBep
MOBUHHI 3aCTOCOBYBATH OJIUH 1 TOH K€ MPOTOKOJ TYHEIIOBAHHS.

PexoMeHoBaHMii TyHEIh MOXKE MPOKIIAIATUCS TI0 BXKE HASBHOMY Y KJII€HTa
3'€THAHHIO 3 MEPEKEI0 MK HOro poOOYOI0 CTaHIIEID 1 OOpaHUM CEpBEpPOM
TyHenmoBaHHA. OIHaK yacTiiie poO0voi CTaHIII1 JOBOAUTHCS CIIOYATKY 3B'sI3yBaTUCSA
3 KOMYTOBAHOTO KaHajy 3 TPAHCIIOPTHOIO MEPEXKEI0 - JIMIIE MICIs I[bOT0 KIIIEHT
MO>K€ MPUCTYTNATH JI0 OpraHizailii TyHeJIo.

[IpumycoBe TyHENIOBaHHS, SKIIO TMMOTPIOHO MPOKJIACTA TYHEIb dYepes
[HTepHer, ajie mokymnelb He ocHaleHui 3acodamu VPN, BiH MOKe MIKIIOUYUTUCS
JI0 TPU3HAYCHOTO JIJII KOPUCTyBaya MPOIEeCOPy MOCTaYaIbHUKA MOCTYT. 3aBIsKA
IIbOMY CTBOPIOETHCS TaK 3BAaHWUN MPHUMYCOBHH TYHENb, JUISI SIKOTO KIIEHTY HE

noTpiOHa Hi miaTpuMka potokodiB PPTP 1 L2TP, ni nonomixkae I10. Bee 11e € Ha
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MPU3HAYEHOMY JIJIsl KOPUCTyBaya mnpolecopi. Sk 1 npu 3aMOBHOMY TYHEIIOBaHHI,
TyT nie ymona: IIII 1 cepBep TyHeNIOBaHHS MOBHUHHI 3aCTOCOBYBAaTH B KOKHOMY
1HIMBIIyaTbHOMY MiTKIIOYCHH] OAHH 1 To e mpoTokona VPN (PPTP a6o L2TP).

3a3BUuail KOPUCTYBAYEB1 KOMIT'IOTEpa KJIIEHTA MOBIJOMIISETHCS ClIeHIaIbHAN
TeneQOHHUN HOMEp, IO BIAKPUBAE HOMY JAOCTYN N0 NPU3HAYEHOTO MJis
KOpHcTyBaua mpoiecopy. Hampuknan, koprmopaiisi, IO BOJIOAIE TNPUBATHOIO
MEpEeXE, MOXE YKIACTH 3 MOCTaYalbHUKOM TMOCIYr IHTEepHETYy yroay mpo
posropranus I1I1 Ha Tepurtopii meBHOro pailoHy uu HaBiTh BCiei kpainu. Kosxxen 3
KOPUCTYBAJIBHUIIBKUX MPOIecOpiB 31aTHUM mpokiagatd VPN uepes Intepher i
3B'SI3yBaTUCS. 3 HBOIO 3 CEPBEPOM TYHEIIOBAHHS, BCTAHOBJIECHUM B INPUBATHIN
Mepexi koprnopauii. [logidHa cxema oTpumania Ha3By MPUMYCOBOTO TYHEJFOBaHHS,
OCKUIBKHM TYT KJIIEHT IPOCTO HE MOXKE BIAMOBUTHUCSA Bia BuUKopucTaHHs VPN. fk
TUIBKH IMAKIIOUCHHS BCTAHOBJICHO, BCl MOBIAOMJCHHSA 3 KileHTChKoro IIK
aBTOMATUYHO HAIPaBJISIIOTHCSA YEPE3 TYHEIIb.

[Iporokonmu PPTP 1 L2F Oynu mpencraBieni B opranizaimito Internet
Engineering Task Force (IETF) 1 B 1996 pori BiAnoBiiHI KOMITETH BUPIIIMIA iX
o0'eqnaTu. OnepskaHuii B pe3yJibTaTi MPOTOKOJI, IO BKIIIOUUB Bee Halikpaiie 3 PPTP
1 L2F, OyB Ha3BaHMi1 MPOTOKOJIOM TyHeNtoBaHHs aApyroro piBHs (Layer-2 Tunneling
Protocol - L2TP). Horo niaTpuMytotTh kommnanii Cisco, Microsoft, 3Com, Ascend i
Oarato 1HIMMUX BUPOOHUKIB. SIK 1 TMOMEpenHiI MPOTOKOJIM KaHAJIBLHOTO pIBHS,
cnenudikanis L2TP ve onucye metoau ayrentudikaii i mmdpysanus. [Iporokon
L2TP € posmmpenusm PPP Ha kananpbHOMY piBHI 1 MOXKE MIATPUMYBATU OYb-SIK1
BHUCOKOPIBHEB1 MPOTOKOJIH.

[IpoTokonu ¢opmMyBaHHS 3axUIIEHOTO TYHEIO Ha KaHAJIBHOMY pIBHI
HE3aJIeXKHI BIJl TPOTOKOMIB MepekeBoro piBHa wmoxeni OSI, 3a  sxumu
(GYHKILIOHYIOTh JIOKaJbHI MEpEeXkl, 0 BXOJATh 10 CKIIaay BIPTYyaJIbHUX MEpEX.
BoHM 1103BOJISIFOTH CTBOPIOBATH 3aXMINECHI KaHAIM JJIsi OOMIHY JaHUMHU MIXK
BIITAJICHUMH KOMI'TOTEpaMHU 1 JIOKAIBHUMHU MepekaMu, 10 (PYHKIIOHYIOTH B
pi3HUX TpoTokonax mepexHoro piBHs - [P, IPX a6o NetBEUI. Ilaketn nux

MIPOTOKOJIB KPUITOrpadhidHO 3aXUIIAIOTHCS 1 IHKATCYIIOI0ThCA B [P-takeTn Mmepexi
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Internet, siki 1 MEPEHOCATHCSA N0 MICI TMPU3HAYEHHS, YTBOPIOIOUH 3axHIIEHI
BIpTyaJibHI KaHaJIU. baraTto MpOTOKOJIBHICTh - OCHOBHA MepeBara iHKarcyJIo0Yux
IPOTOKOJIIB KaHAJIBHOTO PiBHSI.

Pazom 3 TuM ¢dopMyBaHHS KPUNTO3aXHUIICHUX TYHEIIB MK 00'€THCHUMU
JOKAJIbHUMHU MepeXaMHi Ha OCHOBI MPOTOKOJIB KaHAIBHOTO PIBHS MPU3BOAUTH 10
CKJIaJHOCT1 KOH(iryparii 1 mATPUMKH BIPTyaJbHUX KaHATIB 3B'A3Ky. TyHeNl Ha
ocHoBl PPP BuMararoTse, 1106 KiHII€B1 TOUYKH MATPUMYBAIN 1HPOPMAIIiIO TIPO CTaH
KOXXHOTO KaHaly (HANMpUKIAI, TaKy, SK TalM-ayTH), 1, OTXKE, HE MalTh TapHY
MacITaboBaHICTh MPU HEOOX1THOCTI MaTH KiJIbKa TYHEIIB 3 3araJIbHUMH KIHIIEBUMU
ToukamMu. Kpim Toro, mpoTokoiau GopMyBaHHS 3aXUIICHUX TYHENIIB Ha KAHATbHOMY
piBHI He cHneuu(iKyoTh KOHKPETHI METOAM IIH(pPyBaHHS, ayTeHTU(IKalli,
MEPEeBIPKU HUTICHOCTI KOKHOTO MEpPEeAaHoro MmakeTa, a TaKoXK 3ac001B yIpaBIiHHS
KITIOYaMH.

Buxonsum 3 BHIIECKa3aHOTO, MOXHA 3pOOUTH BHCHOBOK, IO MPOTOKOIHU
CTBOPEHHsI 3aXUIIECHUX BIPTYaJbHUX KaHAJIIB HAa KaHAJIBHOMY pIBHI Haikparie
MIIXOAUTh JIJIs 3aXUCTy 1H(OpMaIItHOT B3a€MO/IIi TIPU BIAJAICHOMY JOCTYMI J10

JIOKaJIbHOT Mepexi.

2.2.1 lIporoxkoa PPTP

[Iporokon PPTP (Point-to-Point-Tunneling  Protocol), po3poGaenuit
Microsoft 3a miATPUMKH 1HIIMX KOMIIaHii, € po3mupeHHsaM npotokoiay PPP (Point-
to-Point Protocol) ayis cTBOpeHHs 3aXMINEHUX BIPTyalbHUX KaHAIIB MPHU JOCTYII
BI/IJTAJICHUX KOPUCTYBadiB J0 JIOKAJIBHUX Mepex depe3 Internet BiH mependavae
CTBOPEHHSI KPUIITO3aXUIIEHOTO TYHEIIO Ha KaHaJabHOMY piBHI Mojeni OS] sik B pasi
PSMOTO 3'€THAHHS BIIIAJICHOTO KOMITHOTEpa 3 IMyOIIYHOI0 MEPEXKEr0, Tak 1 B pasi
MIpUETHAHHS MOT0 10 TyOIIYHOT Mepeski mo TeneoHHil JiH1i uepe3 nposaiiiepa.

Jauuii npoTtokon OyB mpezacTaBieHuil B opranizamii Internet Engineering
Task Force (IETF) B sikocTi mpeTeHJeHTa Ha CTaHAAPTHUN MPOTOKOJ CTBOPEHHS
3aXMIIEHOT0 KaHAy TIPH JOCTYM1 BIIJAJI€HUX KOPUCTYBAYiB /10 JOKAIbHUX MEPEK

yepe3 myOiuHi Mepexi (B meprry depry depe3 Internet). PPTP orpumas cratyc
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npoekTy craHaapty Internet, ogHak, He3BakaroUM Ha IIMPOKE MOIIUPEHHS, SIK
CTaHJapT Tak 1 He OyB 3aTBepmkeHui. 3apa3 poboua rpyna IETF posrisngae
MOKJIMBICT MPUUHATTA sIK cTanfapt npotokon L2TP (Layer 2 Tunneling Protocol),
AKUi 00'enHye Kpaill ctopoHu mnpotokony PPTP 1 momi6noro mporokomy L2F
(Layer 2 Forwarding), 3anpononoBanoro kommasi€eto Cisco Systems.

JI7ig BiJaieHOTO KOpUCTyBaua, MiAKIIOUEHOro uepe3 myomiuny [P-mepexy
o cepBepa BigpaneHoro jaoctyny (Remote Access Service - RAS) nokanbHOi
mepexi, PPTP iMiTye nepeOyBaHHS KOMI'IOTEpa [OTO KOPUCTYBayua y BHYTPILIHIN
MepexkKl 3a JIONOMOIOI0 TYHENIOBAHHS IMAKETIB MOBIJOMJIEHb. [laHl uepe3 TyHelsb
NEPEHOCATHCS 3a JOMOMOI0I0 CTaHIaPTHOIO MMPOTOKOITY BifjaneHoro gocrymny PPP,
akui B mpoTokoil PPTP BHKOpHUCTOBYETHCS HE TUIBKM Uil 3B'A3KY KOMII'HOTEpa
BiJiTasieHoro kopuctyBada 3 RAS npoBaiinepa Internet, ane 1 st B3aemosii 3 RAS
JIOKaJIbHOI Mepexi uepe3 TyHenb. [[ns nepeaadl JaHUX BILIMBaKOThH [P-makeTu, mo
MICTATH 1HKancynboBaHi PPP-naketu. InkancynsoBani PPP-nakeru B cBoro uepry
BKJIIOYAIOTH 3amudpoBaHi iHKarncynboBani BuxigHi naketu (IP, [IPX a6o NetBEUI),
MpU3HAYCHI JUIsI B3a€EMOJII MDK KOMI'IOTEpPOM BiJJaJI€HOTO KOpPUCTyBaya 1

JIOKQJIEHOIO MEPEIKEIO.

Tabnuns 2.2
CrpykTypa gaHux s nepecuinanss no tynento PPTP

34TOIIOBOK Jammdpopani | 3axiHueHHd
: i3 GRE PPP - tp :

apy JaromoBOK | 3arOMOBOK | 34TONOBOK A apy
nepenayl PPP nepenayl

Hami, PPTP inkancymtoe PPP-kanp B maker Generic Routing Encapsulation
(GRE), sixuit Hanexuts MepexeBoro piBas. GRE iHkancymoe MepexeBuii piBeHb.

Onmnak GRE He mMae MOXXIJIMBOCTI BCTAHOBJIIOBATH cecii 1 3a0e3MeuyBaTh 3aXUCT
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JAHUX BIJ 3JOBMHUCHMKIB. JIJIsI 1IbOTO BHUKOPUCTOBYEThCA 31aTHICTH PPTP
CTBOPIOBATU 3'€IHAHHS JJIs yrpaBiiHHSA TyHeneMm. 3actocyBaHHs GRE B skocTi
METOJTy 1HKancymsii oomexye mone aii PPTP Tinbku mepexamu IP.

[Ticns Toro six xaap PPP OyB inkamncynboBad B kajap 3 3arosioBkoM GRE,
BUKOHY€ETHCA 1HKANCyIsIiis B Kaap 3 [P-3aromoBkom. [P-3aronoBok mMicTuTh agpecu
BiJITpaBHUKA 1 ofepKyBada makety. Ha 3akinuennss PPTP momgae PPP 3aromoBox i
3aKIHYEHHSI.

Cucrema-BiANPaBHUK TOCWIA€ JaHi uepe3 TyHedb. Cucrema-oaepxyBau
BHUJIAJISIE BC1 CITy>KOO0BI 3ar0JIOBKH, 3aJIMIIIAI0YH TiIbKH J1aHi PPP.

OcCKUIbKY BCS 17es1 TUCTAHIIMHOTO JOCTYITY MOJSITae y po3B'si3aHHI MaIlKHI
KJIIEHTa MIAKIIOYATUCS MO MeEpexXl [0 MallluHH cepBepa, 3'enHanHs PPTP
IHILIIOETBCSL KIIIEHTOM, SIKUH BHUKOPUCTOBYE Ciry»OoBuil 3aci6 Windows NT -
Remote Access Service (RAS) - mns BcranosienHsi PPP-3'ennanns 3 IutepHer-
nposaiinepom. [lotim npu akTuBi3oBaHOMY 3'enHanHI PPP 3a nonomororo cepsepa,
HiaKIF0YeHoro 10 IHtepHeT 1 mie sk cepBep RAS, kmieHT 3actocoBye RAS nmis
BUKOHAHHSI ApYroro 3'eqHanHs. Ha 1ieit pa3 B mosie HoMepa TeneoHy BKa3yIOThCS
IP-anpeca (abo momMeHHe iM's), 1 KIIIEHT, JUI TOTO IMOO 3MIMCHUTH 3'€THAHHSA,
3amicte COM-nopty BukopuctoBye VPN-nopt (VPN-noptu koHQIrypyroThcsa Ha
MalIMHax KJ€HTa 1 cepBepa B npoteci iHcTansii PPTP) koTpuii nae 3Mory Bkazatu
[P-anpecu iHiMit0O€e Tiepenady 3aluTy CEpBEPY Ha movaTtok ceaHcy. KimieHT ouikye
Bl cepBepa IMIATBEPIKCHHS IMEHI KOpHCTyBaya 1 Maposisi 1 BIJANOBIJIA€E
MOB1IOMJICHHSIM, 1110 3'€ JHAHHS BCTAHOBJICHO. Y 11 MOMEHT [TIOUYMHAE CBOIO pOOOTY
kaHan PPTP, i kimieHT MOXe NPUCTYNHUTH JO TYHETIOBaHHS IaKETIB CepBepa.
Ockisibku BoHM MOXYTh OyTH nmaketamu [PX 1 NetBEUI, cepep Moke BUKOHYBaTH
3 HUMH CBOI 3BUYaiTH1 TIpOIeypy 3a0€3MEUCHHS 3aXUCTY.

B ocHoBi 00MiHy nanumu 1o npotokony PPTP nexuts kepyroue 3'eTHaHHS
PPTP - moOCHiAOBHICT KEpPYHOUHMX IMOBIJIOMJIEHb, SIKI BCTAHOBIIOIOTH 1
00CITyTOBYIOTH TyHEIIb.

VY nporokoni PPTP Bu3HaueHO B CXeMU HOTO 3aCTOCYBaHHSI.
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[lepmia cxema po3paxoBaHa Ha MIATPUMKY 3aXHUIIEHOTO KaHAy MIX
cepBepoM BijjaneHoro noctymy ISP 1 npuKopJOHHUM MapuIpyTU3aTOPOM
KOPIIOPATUBHOI MEPEXkK1 MPECTaBICHa HA PUCYHKY 2.1.

. ooo (=P
EIMEHT S5 5

(I X NetBEU) EOPIOPETHEHZ
IE. —— MEEER
| -.f—.'\- ;l.ﬁE -._-l ‘--\-\,h

il Irfamal :.__M

Jom =1 | ((Tenegory_| e )
hl"."‘f.P _F-'I. l (N PPTR.fwefiy. - [ g
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“wfcaciz TCP) /

medpverecs no DES, [ W=
EMOH-T3H0ESC BT EOPMOPaTHEHZ
napons MEpEEE

D — migrpuuea PPTP 1P 1B NlBELY

Pucynok 2.1 - 3axuienuii kaHan "mpoBaiep-MapupyTu3aTop
KOpIIOpaTUBHOI Mepexki" Ha ocHOBI npoTokoay PPTP

VY upoMy BapiaHTI KOMIT'IOTEp BIAJAJEHOIO KOPHUCTyBaua HE IOBHUHEH
niarpumyBaTy npoTokos PPTP. Bin 3B's13yeThest 3 cepBepOM BIIAIEHOTO TOCTYITY
RAS, Bcranosnenoro y ISP, 3a nmomomororo cranmaptHoro mnportokoiy PPP i1
NpOXOaUTh mepiry ayreHTudikamiro y mnpoBaiaepa. RAS ISP moBunen
nigrpumyBatu npotokosn PPTP. Ha im's kopuctyBaya RAS ISP noBuHeH 3HaiiTH B
0a3i 00JKOBUX JaHMX KopuctyBauiB [P-aapeca wmapuipytusaropa, 0o €
IPUKOPAOHHUM MapIIpyTU3aTOPOM KOPIOPATUBHOI MEPEXkK1 JaHOTO KOpUCTyBaya. 3
uuM Mapuipytuzaropom RAS ISP Bcranosmioe cecito o nporokoiny PPTP. RAS
ISP mepemae MapmpyTH3aTOpy  KOPIOPATHBHOT Mepexi  1meHTUdIKaATOp
KOPUCTYBaua, 3a SIKUM MapIIpyTU3aTOp 3HOBY ayTeHTU(IKye KOpUCTyBaya IO
nporokony CHAP. fkiio kopucTyBayu npoillioB BTOpUHHY ayTeHTH(IKaIlio (BOHA
s Hboro Tipo3opa), To RAS ISP mocunae oMy mMoOBiIOMJICHHS MPO 1€ IO
nporokony PPP 1 kopuctyBau moumnHae mocusatd cBoi naHi B RAS ISP mo
npotokony IP, IPX a6o NetBIOS, ynakoBytouu ix y kagpu PPP. RAS ISP 3nificHioe

iHKancyssio kaapie PPP B maketu [P, Bkasyroun B AKOCTI ajpecu MpU3HAYEHHS
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azipecy TPUKOPJOHHOTO MapIIpyTHU3aTOpa, a B SKOCTI aJ[pecu JpKepena - CBIU
Biacuum [P-agpec.

BHyTpimHi  cepBepu  KOpPMOPATUBHOI MEpeXi TaKoX HE IOBUHHI
niaTpuMyBat npoTokon PPTP, Tak sk NMpuUKOpIOHHUNM MapIIpyTU3aTOP BUTATYE
kaapu PPP 3 makeriB IP i mocunae ix mo mepexi B HeoOxigHoMy opmarti - [P, IPX
abo NetBIOS.

Microsoft 3anponoHyBajia TakoX 1 1HIIY CXEMY BHUKOPUCTAHHS MPOTOKOIY
PPTP, 3a momomororo $ikOi yTBOPIOETHCS 3aXUIIECHUM KaHal MK KOMII'TOTEpPOM
BIJJAJICHOTO KOPHUCTyBaya 1 NPUKOPAOHHUM MAapHIPyTH3aTOPOM KOPIIOPATUBHOI
Mepexi, B SIKOCTI SIKOro moBuHEH BukopuctoByBaTucsi RAS Windows NT / 2000.

[lana cxeMa npuBe/ieHa HA PUCYHKY 2.2.

KmierT PEP Bas
Td AP
KOpMOpaTHERZ
(. I, MeRELA) MEpEEA
= .JF -_\-\"'-._Lﬁ-
Internat --ﬂh_l L
} e
J
e L — '-.I-I ril
FRTR-TyHRTL

EOpIOpaTHERZ |
MEPEED J ,
(P Fx, MNelel) ! Y

D = nirrpiEa PPTF

Pucynox 2.2 - 3axurnienuit kaHan "KJI€HT - MapmpyTu3aTop"
KOpIIOPaTUBHOI MEPEKi Ha OCHOBI npoTokoiy PPTP

CrouaTky KJ1i€HT A3BOHUTH Ha cepBep RAS ISP 1 BcTaHOBIIOE 3 HUM 3B'SI30K
no mpotokosry PPP, mnpoxomsuu ayreHTudikalio OJHUM 13 CIOCOOIB,
NIATPUMYBaHUX IpoBaiinepom - 3a npotokosiamu PAP, CHAP a6o 3a nonomororo
TEPMiHAJIBLHOTO 1aJIOTy .

[Ticns ayTenTudikaii y mpoBaiiiepa, KOpucTyBad BApyre "13BOHUTH', HA LIeH
pa3 B cepBep BIIJAICHOTO JOCTYMy KopropatuBHOI Mepexi. lleit "m3BiHOK"

BIJIPI3HSIETHCS BiJI 3BHUAHOTO THM, 1[0 3aMiCTh TeIe(OHHOTO HOMEPA BKA3yETHCS
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IP-anpeca RAS Windows NT, migkitodeHoro 10 IHTepHET 3 00Ky KOPHOpaTUBHOT

Mepexi. [Ipy 1boMy BCTaHOBIIOETHCS cecis o mpoTtokosry PPTP Mixk KiieHTChKUM
] . . . .

koMmm'rorepoM 1 RAS  kopnopatuBHOi  mepexi.  Kmient me  pa3

ayTeHTUQUIUpYIOleH, Tenep Ha cepBepi RAS #oro mepexi, a MOTIM MOYMHAETHCS

nepeaava JaHuX, SK 1 B IEPIIOMY BapiaHTi.

2.2.2 lIporokoa L2TP

[Iporoxon L2TP (Layer-2 Tunneling Protocol - L2TP) po3poGnenuii B
opranizamii Internet Engineering Task Force (IETF) 3a miarpumku komrmaHiii
Microsoft 1 Cisco Systems sk TpOTOKOJ 3aXHILEHOro TyHemoBaHHs PPP-tpadiky
yepe3 Mepexi 3arajJbHOTO MPU3HAYEHHS 3 JOBUIBHOIO cepenoBuieM. Pobota Hax
JTAHUM TPOTOKOJIOM TIpBoAMIIack Ha ocHOBI mpotokoiiB PPTP 1 L2F, i Bin yBiOpaB
B cebe Kpamy MoxJuBocTi 000x mpoektiB. L2TP, na Biaminy Big PPTP, ne
npuB'si3aHuil 10 npotokony IP, a Tomy mMoxke OyTH BUKOPHCTAaHUN B MEpE)Xax 3
KOMYTAIlI€I0 MTaKeTiB, Hanpukia, B mepexkax ATM. Kpim toro, L2TP nependauae
yOpaBJIiHHS MOTOKaMu AaHuX, BiACyTHE B L2F. ['onoBHE x, Ha TyMKY po3pOOHHUKIB,
TO, 110 HOBUW MPOTOKOJ TOBHWHEH CTAaTHU 3araJIbHOMPUIHATUM CTaHIAPTOM,
BHU3HAHUM yciMa BUPOOHUKAMH.

[Ilo6 3po3ymitu cyTh koHueniii L2TP, morpiOHO mpeacTtaBu I, SIKi
nepecuiayBanu kommnanii Microsoft 1 Cisco mipu po3po6ii PPTP 1 L2F. Binnosigxo
70 1Iel, Akl nepeciiagyBaiaucs npu po3poodui PPTP 1 L2F, pi3Hi opranizamii
MOBUHHI OyJM OTPUMATH MOXKIHMBICTh JIeNIeryBaTH (PYHKINT O€3MeYyHOro
BiIJIaJieHOT0 JocTymy mpoBaiaepam Internet. Ile, B cBoro uepry, m03BoJmiio O
3HM3UTU BUTPATH Ha aJMIHICTPYBaHHS 1 MpUAOAHHS anmapaTHUX 3aco01B, TaK SIK
JOKaJIbHI MEpeki IUX opraHizamiid 3moriau 0 oOiiTucsa Oe3 O6e3miui MoaeMiB 1
JOIaTKOBUX TeseOoHHUX KaHadiB. B 000X mpoTokonax mocraBiieHa Mera Oyia
nocsrayta. [ L2F, 1 PPTP no3BonsroTs mpoBaiigepam Internet mpoBoauTu BijpaneHi
ceancu mo mporokony PPP, BukopucroByroum st ayreHTH]ikaiii 3amuTda 10

cepBepiB 0€3MeKH JIOKAUTHHUX MEPEIK.
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Bigminnocti mixk L2F 1 PPTP nosicHIor0ThCS crieniani3aii€ero iX po3poOHHUKIB.
Cisco BupoOIIsie anapaTHi MapIIpyTU3aTOPH JJISI MEPEKEBOI IHPPACTPYKTYPHU, TOAIL
sk Microsoft Bumyckae omepariiitai cuctemu. s pobotu mposaitnepiB 3 L2F
oTpiOHO, 100 TX MapIIPYTU3ATOPH 1 CEPBEPH BUIATICHOTO JOCTYITY MIATPUMYBAIIN
ueit nmporokoi. o crocyerscs nmporokony PPTP, To mpoBaiinepu He 060B's13k0BO
MOBUHHI MaTH KOIITH OpraHi3amii TyHENTIB, TaK SK TYHEJl MOXYTh (HhOpMyBaTHCS
CHelIAJIbHUM TPOrpaMHUM 3a0€3MEUCHHSM KIHIIEBUX TOYOK B3aeMOJIi -
KOMI'IOTEPIB  BIJAJICHUX KOPHUCTYBadiB 1 CEpPBEPIB BIIJAJICHOTO JOCTYILY
nokanpHUX Mepex. [Ipore, L2F B nmopiBHsinHl 3 PPTP mae kinbka nepesar. Tak,
PPTP Bumarae 3actocyBanHsa MapuipyTtuzamii Ha 6asi IP, Tomi sk L2F ne
NpUB'S3aHUN 7O  KOHKPETHUX  IPOTOKONIB ~ MEPEXKHOTO  PIBHA, IO
BUKOPHUCTOBYIOTHCS ISl TpaHcnopTyBanHs PPP-kanpis.

VY ribpuanomy npotokoiii L2TP He Tutbku 00'€1HaH1 Kpalll pucu MpOTOKOJIIB
PPTP 1 L2TP, a it qonani HOB1 (hyHKIIi.

SAx 1 PPTP, noBa cnenudikaiis He noTpedye BOyAOBaHOI amapaTHOI
MIITPUMKH, XO4a OOJIaJIHAHHS, CIEIladbHO MpU3HAYEHE MJIs1 Hei, MiJABUIIUTH
MPOYKTUBHICTH 1 3axuieHicTh cuctemu. Y L2TP € psin BiacyTHIX B cierudikariii
PPTP ¢ynxuiii 3axucty, BKIOYAOUA MOXKIUBICTH poOOTH 3 MpoToKoJIoM [Psec.

Cnankosi pucu L2F BuaHO B TOMy, 11O MPOTOKOJ HE MPUB'SI3aHUNA /10
cepenoBuia [P 1 3 TakuM ke yCriXxoM 3IaTHUI MPAIIOBATH B OyIb-SIKUX MEPEKAX 3
KOMYTAII€}0 TMAaKeTiB, Hampukiag, B Mepexax ATM abo B Mepexax 3
peTpancisiiero kaapis (frame relay).

Y L2TP nonana BakimBa (DYHKIIIS YNpaBIiHHS IMOTOKAMHU JTAHUX, sSKa HE
JIOMyCKa€e B cucTeMy Ounblie iHpopMallii, Hk Ta 31aTHa 00poodutu. Kpim Toro, Ha
BIIMIHY BiJ CBOiX momepenuukiB, L2TP mo3Bosise BigkpuBaTh MK KIHIIEBUMHU
a0OHEHTaMH B1/Ipa3y KiJbKa TYHEJIB, KOXKEH 3 AKUX aJMIHICTPATOP MOXKE BUILITUTH
JUISL TOTO YM 1HIIOTO Jonaartka. L{i ocobnmBocTi 3a0e3neuytoTh 0e3neKy 1 THy4KICTh
TYHEJIOBaHHS, @ TAKOX 1CTOTHO MIABUIIYIOTh SIKICTb 00CIYTOBYBaHHS BIpTYyaJlbHUX

KaHaJiB 3B's3KY.
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ITo cyti, nporokon L2TP € posmmupenus PPP-nporokony ¢yHkuissmu
ayTeHTU(DIKaI] BIAJAICHUX KOPUCTYBayiB, YCTAHOBKH 3aXUILEHOTO BIPTYaJIbHOTO
3'€THAHHS, a TaKOX YMPABIIHHAM MOTOKaMU JaHUX. BiAMOBIIHO 10 MPOTOKOIY
L2TP B sikocTi cepBepa BIJJAJICHOIO JIOCTYIy IpOBaiifiepa MOBUHEH BHUCTYIATU
KOHIIeHTpaTop AocTymy (Access Concentrator), sskuii peaii3ye KI€HTChKY YaCTHHY
npotokony L2TP 1 3abe3neuye KOpUCTyBaueBl MEpPEXEBUH IOCTyN A0 HOTO
JokanbHOI Mepexi uepes Internet. Posb cepBepa BiilaJeHOro TOCTYIY JIOKAJIBHOT
Mepexi MoBUHEH BUKOHYBatu MepexkeBuii cepBep L2TP (L2TP Network Server),
110 PyHKIIOHY€ Ha Oyb-SKHUX MIaTPOpMax, CYMICHUX 3 MpoTokosiom PPP.

[Toxiono mporokonam PPTP 1 L2F, mporokon L2TP nependauvae 3 eranu
(bopMyBaHHS 3aXMIIEHOTIO BIpTyalbHOTO KaHaTy (pUCYHOK 2.3):

- BCTAHOBJICHHS 3'€lHaHHS 3 CEPBEPOM BIJAAJIECHOTO JOCTYIY JIOKAJIbHOT
MEpexi;

- ayTeHTU(DIKalld KOPUCTYBaya;

- KOH(QITYypaIis KpUITO3aXUIIEHOTO TYHEJIIO.

JIJ1st BCTAaHOBJICHHS 3'€IHAHHS 3 CEPBEPOM BIJIaJIEHOrO JOCTYMY JOKAIbHOL
MEpexXi, B SAKOCTI fAKOTO BHUCTymae MepexeBudl cepep L2TP, Bimmanenuit
KOPHUCTYBad 3B'A3y€ThCs 110 poTokoiy PPP 3 koHuentparopom nocrymy L2TP, mo
¢byHKLIOHYE Ha cepBepl npoBaiaepa Internet abo 1HIIO! cycnuibHOI Mepexi. Ha
JaHOMY eTarli KoHieHTpatop noctymy L2TP moxe BukoHatu ayTeHTHdIKAIIIIO
KOpPHUCTYBaua BiJ IMEHI npoBaiiaepa. Jlam mo iMeHl KopHucTyBaya KOHUEHTPATOP
JOoCTyny TpoBaijepa Bu3Hauae [P-ampecy wmepexeBoro cepsepa L2TP, mio
HAJICKUTh HEOOXITHOT JIOKAJIbHOT Mepexki. MiX KOHIIEHTPATOPOM JIOCTYIY
npoBaiigepa 1 ceppepoMm L2TP nokanbHOT MepeXi BCTAHOBIIOETHCS CECisl IO

nporokony L2TP, 3Bana ceciero L2TP.
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Pucynok 2.3 - Cxema B3aeMoii o npotokony L2TP

Ilicns  ycranoBku cecii L2TP BinOyBaeTbcs mporec ayTeHTH]iKaiii
KopuctyBaua Ha cepBepi L2TP nokanpHOi Mepexi. g 1mporo Moxe
BUKOPUCTOBYBATUCS OyAb-sSKUWA 31 CTaHJAPTHUX aQITOPUTMIB ayTeHTH(IKAIII,
Hanpukiaz, anroput™ CHAP. Sk 1 B npotokonax PPTP 1 L2F, B cnenudikanii L2TP
BIJICYTH1 OIKUCY METO/I1B ayTeHTU]IKaIIii.

VY pa3l ycmimHOT ayTreHTU(iKalli KOpPUCTyBaya MK KOHUEHTPATOpOM
JOCTymy mpoBaiiaepa 1 cepBepom L2TP nokanbHOT Mepexi CTBOPIOETHCS
KPHUIITO3aXUIIICHI TyHENb. 3a JOMOMOTOI0 KEPYIOUUX MOBIJOMIICHD 3IIHCHIOETHCS
HAaCTpOWKa pI3HMX TapamMeTpiB TyHenw0. B oJZHOMy TyHenl  MOXYTh
MyJIbTHILIEKCUpOBaHHYO Kisibka ceciit L2TP. Cam mporokon L2TP HE cnenudikye
KOHKPETHI METOJIM KPHUOTOrpaiyHOro 3axucTy U mnepenadadae MOMKIHUBICTh
BUKOPUCTAHHA PI3HUX CTaHAAPTIB M pyBaHHs. OAHAK SKIIO TyHENIb POPMYETHCS
B [P-mepexxax, TO KpumTo3amMTa NOBHMHHA BUKOHYBATHCS BIAIOBIAHO [0
npotokosty IPSec. B npomy Bunaaxky mnaketu L2TP inkancymorotbes B UDP-
MaKeTH, sIK1 MepelaloThCs MK KOHIICHTPATOPOM JIOCTYITYy MpoBaiiepa i cepBepom
L2TP nokanbnoi mepexi uepe3 [PSec-tynens. [lnsg uporo 3amitoerbes UDP-mopt
THUCAYl CIMCOT OJIHA.

HesBakatoun Ha cBoi nepeBaru, npotokon L2TP He ycyBae BCix HEOMIKIB

TYHEJNBHOI TIepeiadl JaHuX Ha KaHATBHOMY piBHI. 30KpeMa, HeoOXiHa MiATPUMKA
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L2TP npogaiinepamu. [Iporokon L2TP oOMexye Bech Tpadik pamMmkaMu 0OpaHOTO
TYHENIO 1 1030aBisie KOPUCTYBauiB AOCTymy 10 IHmuM yactuHam Internet. Jls
noto4yHoi (4yerBeproi) Bepcii mpoTtokoiny I[P He mepenbaueHo CcTBOpeHHS
KPUINTO3aXMIIEHI TYHEI0 MK KIHIIEBUMH TOYKaMu 1HGOpMaIiiHOI B3aeMOIII.
Kpim Toro, 3ampornonoBaHa cnernudikailis 3a0e3nedye CTaHIapTHE MHU(PpPyBaHHS
TiIbKU B [P-Mepeskax mpu BUKOpHUCTaHHI TpoTokoiy [PSec.

MPLS  Bim  anrmiiicekoro  Multiprotocol ~ Label  Switching -
MYJIBTHIIPOTOKOJIbHA KOMYTAIlis 1O MITKaxX - MEXaHi3M Tepenadi JaHuX, SKAW
EMYJIIO€ PI3HI BJIACTHBOCTI MEPEX 3 KOMYTAIEI0 KaHAJIIB IOBEPX MEpex 3
koMyTartliero nakeris. MPLS mnpaittoe Ha piBHI, SKuii MOkHA OyJio O po3TairyBaTh
MIK KaHaJIBHUM 1 TPETIM MEpEeXeBUM piBHsAMU Mozeni OS], 1 Tomy ioro 3a3Buyait
HA3MBAIOTh MPOTOKOJIOM KaHaJIbHO-MEpEeXeBOro piBHsA. BiH OyB po3poliieHuit 3
METOI0 3a0€3MEeUEHHs] YHIBEpPCAJIbHOI CIIyKOM Iepeaadl AaHUX SK JUIsl KIIIE€HTIB
MepexX 3 KOMYTalIll€l0 KaHaJliB, TaK 1 MEPEX 3 KOMYTalIll€l0 MAKETIB. 3a JOMOMOT0I0
MPLS moxHa nepemaBatu Tpadik camoi pi3HOT IpUpoAH, Takui sk [P-makeru,
ATM, SONET i xagpu Ethernet.

Pimenns no opranizaiii VPN Ha kaHaIbHOMY pPiBHI MAlOTh IOCUTh OOMEKEHY

o0JacTh Aii, SIK IpaBUJIoO, B paMKax JOMEHA MpoBaiaepa.

2.3 Mepe:xeBuii piBeHb

Crnenudikaiiiero, Ae omucaHl CTaHIAPTHI METOJIU JJIsi BCiX KOMITOHEHTIB 1
GbyHKIIIM 3aXUIIEHUX BIPTyalbHUX MeEpexk, € mpoTokou Internet Protocol Security
(IPSec), BianoBinHui MepexxHOMY piBHIO Mozei OSI 1 BXOOUTh A0 CKIagy HOBOI
Bepcii npotokoity IP - IPv6. [Ipotokon IPSec iHOoAl mie Ha3MBaKOTh MPOTOKOJIOM
TyHenmoBaHHs TpeTboro piBHsA (Layer-3 Tunneling). IPSec nepenbavae ctanmapTHi
METOAM ayTeHTH(IKallll KOpUCTyBayiB ab0 KOMM'IOTEPIB MpPH 1HILIALI] TyHEINIO,
CTaHJapTHI criocobu mudpyBaHHS KIHIIEBUMHU TOYKAaMU TYHENIO, (GOpMyBaHHS Ta
nepeBipKky MUQPPOBOTO MIJIMUCY, @ TAKOX CTAHAAPTHI METOAN OOMIHY 1 yIIPaBITIHHS

KpUnrorpadiuHuMH KIOYaMU MK KIHIEBUMH Toukamu. Llel rHydykuid cTraHmapt
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MPOTIOHYE KUJIbKA CIIOCOO01B JIJ1s1 BUKOHAHHS KOKHOTO 3aBiaHHsa. OOpaHi METOu NSt
OJIHOTO 3aBJIaHHS 3a3BMYAl HE 3ajieXKaTh BiJ METOJIIB peati3allii IHIIuX 3aBJ1aHb.

Tynens IPSec Mk 1BOMa JIOKaJTbHUMH MEpPEKaMU MOXKE MIATPUMYBATH
0e3iy 1HAMBIAyalbHUX KaHATIIB Tepeaadl JaHUX, B pe3ysibTaTi 4Oro JOJATKH
JAHOTO THUITY OTPUMYIOTh IEpeBaru 3 TOUYKHA 30py MaciTaOyBaHHS B TIOPIBHSIHHI 3
TEXHOJIOTi€r0 apyroro piBHA. [Iporokon IPSec Moke BUKOPHUCTOBYBATUCS CHITHHO
3 ipoTokosioM L2TP. CriibHO 111 1Ba IPOTOKOJIM 3a0€3MeUyI0Th HAlO1IbIIl BUCOKUI
piBEHb THYYKOCTI TpPH 3aXMCTI BIpTyaldbHHX KaHaiiB. CmpaBa B TOMYy, IO
cnerudikamis [PSec opienTtoBana Ha npotokon [P 1, TakuMm 4MHOM, MapHa JUIs
Tpadiky OyIp-SKMX IHIIMX TMPOTOKOJIB MepexeBoro piBHA. I[Ipotoxon L2TP
BIJIPI3HSETHCS HE3AJIEKHICTIO B1JI TPAHCHOPTHOTO PI1BHS, IO MOXE OYyTH KOPUCHO B
reTeporeHHNX Mepexkax, 1o ckianattbes 1 B [P-, IPX-1 BAppleTalk-cermentis. I

JUist ynpaBiiiHHS KpUntorpadiuyHUMHE KIIF0YaMU Ha MEPEKEBOMY Pi1BHI MOJENI
OSI HaitO1IbII TIMPOKOro MOUMIMPEeHHsI Ha0yu Takl npotokond, Ak SKIP (Simple
Key management for Internet Protocols) 1 ISAKMP (Internet Security Association
and Key Management Protocol). SKIP mnpoctimmii B peanizaiii, ane BIH He
MIATPUMYE TIEPETOBOPIB 3 MPUBOY AITOPUTMIB mU(pyBaHHA. K0 ofepKyBad,
sakuii BukopuctoBye SKIP, He B 3M031 po3mndpyBaTH MakeT, BIH BKE HE 3MOXKE
y3roauTu MeToj mudpyBaHHS 3 MPOTUICKHOK cTOpoHOow. IIporokon ISAKMP
MIATPUMYE TakKi MEPEeroBopu 1 oOpaHUi B SKOCTI 0OOB'SI3KOBOT'O MPOTOKOJY JIJIst
ynpasiiHHs kiaoyamu B [PSec qist [Pv6. Tnmumu cnoBamu npotokos ISAKMP e
CKJIaJIOBOIO YaCTHHOIO MpoToKoay IPSec. Y moTouHii yeTBepTOi Bepcii MPOTOKOITY
IP (B mpotoxoni IPv4) moxe 3actocoByBatmcs sik mporokosn ISAKMP, tak i
npotokos SKIP.

Icaye nBa pexxumu podoTH [Psec: TpaHCOPTHUH PEKUM 1 TYHEIIbHUM PEKUM.
VY tpancnopTHOMY pexumi mudpyerbes (ad0 miaAnUCyeThes) aumie iHGpopMaTuBHA
yactuHa [P-nakera. MapuipyTu3aiiis He 3a4iNaeThecs, TaK SK 3aroyioBok [P makera
HE 3MIHIOEThCS (HEe TMHdpYyeThes). TpaHCIOPTHUM peXUM  SIK  TIPABUIIO
BUKOPHCTOBYETHCS IS BCTAHOBJICHHS 3'€THAHHS MiXK XOCTaMH. BiH MOXe Takok

BUKOPHCTOBYBATHUCS MIXK LUTIO3aMU, Ul 3aXHCTy TYHEJB, OPraHi30BaHUX SKHUM-
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HeOyab iHmUM criocooom (IP tunnel, GRE Ta i1.). ¥V TyHenbHOMY pexumi IP-naker
mudpyeThes 1iIkoM. st Toro, mo0 #oro MoxkHa OyJjio mepeaaTd Mo Mepexi, BiH
nomimaetses B iHmmi [P-maker. [1o cyti, ne 3axumenuit [P-tynens. TynenbHumii
PEXKUM MOKE€ BUKOPUCTOBYBATHUCS JJIsl MIJKIIOUYEHHS BiJIJAICHUX KOMIT'IOTEPIB JI0
BIpTyaJbHOI MPHUBATHOI Mepexki abo A oprasizaiii Oe3meuHoi mepeaadl JaHUX
yepe3 BIIKpUTI KaHAMM 3B'SA3Ky (Hampukiaa, [HTEpHET) MK NUTFO3aMH IS
o0'eTHaHHS PI3HUX YACTHH BIPTyaJbHOI NMpuBaTHOI Mepexi. Pexumu [Psec He €
B3a€MOBUKIIOYHUMH. Ha omHomMy 1 TomMy 3k By3ml Jedki SA  MOXyTh
BUKOPHCTOBYBATH TPAHCIIOPTHUHN PEKUM, a 1HIII - TYHEIbHUH.

VY IPsec BukopuctoByroThCs 1B1 0a3u ganux: SPD (Security Policy Database,
KyJY 3aIIMCyI0ThCA MpaBuia 3adbe3neuenHs oesnekn) 1 SADB (Security Association
Database, ne 30epiratoThbCs IaHi MPO aKTUBHI aCOIlIallisIX OE3MEKH ).

Cuctema IPsec nponoHye pi3HOMaHITHUNA MEXaHI3M peai3allii 0e3neku s
000X KIHIIB 3'eqHaHHA. Ll TexHika mpuaatHa Uisi OKPEMOTO KOpPUCTyBauya,
OCOOJIMBO SIKIIIO BiH MPAIIOE€ HA BUi3M1, 1 ISl BIPTYaJbHUX MIIMEPEX OpraHizailii,
10 MPAIOIOTh 3 JAHUMHU, SIKI BAMAratoTh CEKPETHOCTI.

[Tpu Bukopuctansi criyibHO 3 Firewall [Psec Haymae Bucokuii piBeHb O€3MEKH.
[Ipn npomy noTpiOHO MaTH Ha yBa3i, WO s peamizauii [Psec oOunsa maptaepu
MOBUHHI MaTH 00JIaIHaHHS Ta a00 Mporpamu, K1 MATPUMYIOTh 111 TPOTOKOJIH.

[Psec nepenbavae mpouenypu ayrentudikanii 1 mudpyBanus. DopmyBaHHs
1 BUasieHHs1 3arosioBka IPsec Moxe 3miiicCHIOBaTHUCS B MalllMHI Kii€HTa abo B
MEpEeXXEeBOMY IUTI031 (MapIIPyTU3ATOPI).

[Iporokon I[Psec wamae Tpu Bugum mocuyr: ayteHTudikamio (AH),
mndpyBanHs (ESP) 1 6e3neuny nepecuiaHHs Kio4iB. 3a3BUyail OakaHi 0OMIBI
MepII MOCIYTH, TaK K HEAaBTOPU30BAHUH KIIIEHT HE 3MOKe MPOHUKHYTH B VPN, a
G pyBaHHS HE TO3BOJIUTH 3TOBMUCHUKAM IPOYUTATH, CHOTBOPUTH a00 MIAMIHUTH
noBiioMJieHHs. 3 i€l mpuuuHU npoTokosl ESP kpamie, Tak sk BiH J03BOJIsIE
MO€THATA OOUIBI 111 TIOCTYTH.

Tema aytrentudikariii (AH) 1 Encapsulating Security Payload (ESP) € nBoma

MIPOTOKOJIAMHU HIXKHBOTO PIBHS, IO 3aCTOCOBYIOThCA [Psec, came BOHU 3/1HCHIOIOTh
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ayTeHTudikamito 1 mudpyBaHHs ayTeHTU]IKAIli JaHUX, NEepeJaHux depe3
3'ennanHs. L1 MexaHi3aMu 3a3Bu4ail BAKOPUCTOBYIOTHCS HE3AJIEKHO, X0Ua MOKIIUBO
(ayre HE TUTIOBO) iX CHUIBHE 3aCTOCYBAHHSI.

Bcranosnenns IPsec-3'eqHanHs mMae Ha yBasi Oy/b-sIKi BapiaHTH KpPHITO-
QITOPUTMIB, aJIeé CUTyaIlisl ICTOTHO CIPOIIYETHCS 3aBASKA TOMY, IO 3a3BUYAM
JIOTTYCTUMO 3aCTOCYBaHHS JBOX, MAKCUMYM TPbhOX BapiaHTIB.

Ha ¢a3i ayrentudikanii oOuucitoerscss koHTposibHa cyma ICV (Integrity
Check Value) makera i3 3anydennsm anroputmiB MD5 a6o SHA-1. Ilpu upomy
nepeadavaeThes, MO 00MIBa MApTHEPU 3HAIOTh CEKPETHHUM KIIOY, KU JO3BOJIsE
onepxxyBaueBl oOuuciutu ICV 1 TOpIBHATH 3 pE3yJibTaToOM, HaJICIaHUM
BiNpaBHUKOM. Skmo nopiBHsAHHA ICV mpodnuio ycHilmiHO, BBaXKA€ThCS, IO
BIJIMPABHUK MaKeTa ayTeHTU(1KOBAHHIA.

HudpyBaHHS BUKOPUCTOBYE CEKPETHUH KITIOY 7Sl KOAYBAHHS JTaHUX TIepe
iX TPaHCIOPTYBAHHSM, IO BUKJIOYAE JOCTYM O BMICTY 3 OOKY 3J10BMUCHUKIB. B
cuctemi IPsec MmoxyTh 3acTocoByBatucs Taki anroputmu: DES, 3DES, Blowfish,
CAST, IDEA, RC5 1 AES. Ane, B IpUHIIMII, T03BOJIEHI 1 1HII aITOPUTMH.

Tak sik 0OMIBI CTOPOHU MIaJIOTy TMOBHHHI 3HATH CEKPETHUN KIIIOY, SIKUU
BUKOPUCTOBYEThCS TPU XellyBaHHI a0o mmdpyBaHHI, ICHye mpobiema
TPAHCTIOPTYBaHHS X KIt04YiB. MOK/IMBE BBEJCHHS KIIIOUIB BPYUHY, KOJIH IIi KOJIU
BBOJIATbCS TIPH  KOH(QITypaIii CUCTEMH 3a JONOMOTOI0 KiaBiaTypu o0OomMa
napTHepamu. [Ipu npoMmy nependavaerbcsi, MO JOCTaBKA LUX KOMIB 31HMCHEHA
SKHUMOCH JIOCUTh Oe3neunuM Metoom, anropuTm ke IKE (Inrepuer Key Exchange
- oOMiH KJItouaMu 1o [HTepHET) € 6e3MeUHUM MEXaHI3MOM MepeCcUIaHHs KITIOYiB B
pearbHOMY MaciuTadi yacy, HanpukiIaa, yepe3 [HTepHer.

Icuye nBa pexumu o6miny kmodamu IKE. Ili pexumu cioyxate s
yIpaBiIiHHA OaancoM e(hEeKTUBHOCTI Ta O€3MEeKH MpHU BUX1THOMY OOMIHI KIOYaMu
IKE. "OcHoBHMII pexxum" BUMara€e mieCTHM NakKeTiB B 000X HampsMKax, aje
3a0e3nedye MOBHY Oe3rneKky npu BcTaHOBIeHHI 3'eqHanHs [Psec. B arpecuBHOMYy
pEeXUMI BUKOPUCTOBYETHCS BABIYl MEHILIE OOMIHIB, aje 0€e3MeKy B IbOMY BHUIIAJIKY

HUKYE, TaK sIK YaCTHHA 1H(POpMAIIii MepeacThCsl BIIKPUTUM TEKCTOM.
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[Iporokon AH BukopucTOByeThCS [UIsl ayTeHTUdIKalii, aie He s
mudpyBands [P tpadiky, 1 clyuTh 11 MATBEPIKEHHS TOTO, 110 MM TOB's3aH1
came 3 TUM, 3 KUM MPUITyCKa€EMO, 10 OTPUMaHI JaHi He CIIOTBOPEHI 1 HE MiAMIHEH]
NP TPAHCTIOPTYBaHH.

ayTeHTU(IKALISIBUKOHYEThCS  LUISIXOM  OOYMCIICHHS,  3allu(pOBaHOTO
ayTeHTU(UKALMOHHOTO  XEHI-KOJAy  TOBIIOMJICHHA. XEIIyBaHHS  OXOIUTIOE
npakTuaHo Bci mosist [P makera (BHKJIIOYarO4M  TUIBKH Ti, SKI  MOXYThb
Moau(dikyBaTuCa MpU TpaHCIOPTyBaHHI, Hanmpukiaa, TTL abo KoHTponbHA cyma
3arosioBka). el kox 3anucyetscst B AH 3aronoBky 1 nepecuiaerbes oiepKyBady.

AH 3aronoBok MICTUTh M'SITh BXKJIMBUX MOJIB, K1 OKa3aHi y Tabmuii 2.3.

Tabnuns 2.3
®opmar 3aronoBky nporokosia AH
0 78 15 16 31
Hacrtynnuii 3aromoBok AH len 3ape3epBOBaHO

SPI (Innekc mapaMeTpiB CEKPETHOCTI)
Howmep 3a nopsiikom
Aytentudikariis ganux (3azsuyait kem MDS a6o SHA-1)

- AH len Bu3Hauae NMOBXKUHY 3arojioBka MakeTa, BUMIPSHY B 32-01TOBUX
CJIOBAaX, 32 BUpaxyBaHHsIM ABoX ciiB (11e nuktyerbess RFC 1 883 mns [Pv6).

- 3apesepBoBaHo. [lone 3ape3epBoBaHO HA MaOyTHE 1 Ma€ MICTUTH HYJII.

- Innexc mapametpiB 6e3nexu (SPI)

- 32-0iToBUi 1AEHTU(IKATOP, AKUH Jl0NOMarae oJiepKyBady BHOpatu, 10
SIKOTO 3 BXIJHUX OOMIHIB BITHOCUTKCS Iei makeT. KoxxeH oOmiH, 3axumenuid AH,
BUKopuctoBye xem-anroput™m (MDS, SHA-1 1 T.1.), sSIKiCh CEKpPETHI 1 MOXKIIUBO
neski iHm gadi. SPI moske posrisimatucs sk 1HAEKC TaOiauill HaOOpIB TaKUX
napameTpiB, Mo0 MOJETIUTH BUOIp MOTPIOHOTO HAOODY.

- Homep mo mopsaky. MOHOTOHHO 30UTBITYETHCS 1EHTU(]IKATOP, SKHIMA
JIO3BOJIIE BCTAHOBUTH BIJIMOBIAHICTG MDK TIOCJIAaHUM TAKETOM 1 BIATYKOM
MiATBEPKCHHS Horo oTpuManHs. [{el koa BKiIroYaeThes B ayTeHTU(iKaIliiHI JaHi,

110 JIO3BOJISIE IETEKTYBAaTH Oyb-sK1 MOAUMIKAIlIT, a TAKOXK aTaKu BIATBOPEHHS.
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- Ayrentudikartiiini gani. lle kourponsna cyma ICV (Integrity Check Value),
oOyucieHa JUisi BCbOIO TMAKETy, BKJIIOYAIOUM OUIBIIICTh TIOJIB 3aroJioBKa.
OpepxyBad TIOBTOPHO OOYHCITIOE TOW K€ Xeml. SIKIo 3HadeHHsS KOJIB He
CIIBIAAYTh, IMaKeT OYB MOIIKO/KCHUN B J0p031 a0 HE BIJIMOBIIAE CEKPETHOMY
kimouy. Taki maketu BiakuaaoThes. [CV yacto HazuBaeThes Takox MAC (Message
Authentication Code). [{ns o6uncnenass MAC BUKOPUCTOBYIOTHCSI HACTYTIHI TOJIS:

- nmoJs [P-3aronoBka, siki He 3MIHIOIOTHCS MPU TPAHCTIOPTYBAHHI.

- 3arosioBok AH, kpim moss JaHuXx ayTeHTU(IKalii

- TI0JIe JaHUX MPOTOKOJIy BEPXHBHOTO PIBHS, SIK1 3aJIUIIAIOTHCS HE3MIHHUMU
IIPU TPAHCIIOPTYBAHHI.

TpancnoptHuil pexuM npoTokony AH BHKOPUCTOBYETBCA Ui 3aXUCTY
BIpTyaJIbHUX 3'€/lHaHb TOYKa-Touka. Llei 3axucT 3A1iMCHIOETCA 3 BUKOPUCTAHHSIM
ayTeHTu(iKaIli, mudppyBaHHa a00 000X METO/IB.

[Ipu tpancnoptHomy pexkumi AH IP-makeT MomudikyeTbes nwuiie 3j1erka
nusixoM BkIodeHHsT AH 3aronoska mixk IP 3arosnoskom i1 monem nanux (TCP, UDP
1 T.J1.) 1 IEPECTAHOBKHU KOJIIB IPOTOKOJTY.

ITepecraHoBKa KOJiB IMIPOTOKOJIYy HEOOX1HA /IS BITHOBJICHHS ITOYATKOBOTO
Burisigy [P makeTiB KIHLIEBUM OJEp)KyBaueM: MICHS BUKOHAHHS TMEPEBIPKU
oJep>KyBaueM KopekTHocTi IPsec 3aronoBka, 1iei 3arojioBok Oyje BHIIAJICHO, a B
noJsie koA npotokony IP 3anocuthest konuinue 3HadeHds (TCP, UDP i 1.4.). Komu
0 ajpecara TPHUXOAWTHh TMAKEeT, SKWK YCHINIHO TPOUIIOB  MPOILEIyPy
ayrentudikaiii, 3aronoBok AH Bunanserscs, a BMicT noiis npotokoi (= AH) B IP
3aroJIOBKY 3aMIHIOETHCS 3alIOMHEHHUM 3HAUEHHSIM TIOJISI HACTYIHHMA 3arojIoBOK.
TakuM 4MHOM, BITHOBIIIOETHCA TiepBicHUM BUsiA [P gefitorpaMmu, 1 makeT MoXxe
OyTH nepeaHuii OUiKye MpOIIecy.

Y TyHenpHOMY pexumi peanizyerbest GyHkiioHanbHICTh VPN, ne [P maker
LIJIKOM HMHKAICYJUPYIOTCS B 1HIIMI MAakeT 1 B TAKOMY BUIJISI JOCTaBIISIOTHCS
anapecary. Takoxk, SK 1 B TPaHCIOPTHOMY PEXHMI, TaKeT 3aXHUIIAETHCS
KOHTpOJIbHOIO cyMoto ICV, mo6 ayTeHTUhUUIMpOBaTh BIANPaBHUKA 1 3aM00IrTH

MoauQiKaIlio MakeTa Mpu TPAHCTIOPTYBaHHI. AJie Ha BiJIMIHY BiJl TPAHCTIOPTHOTO
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pexuMy, TYT HHKancyiaupyercs Bech [P maker, a e mo3Boiige aapecamu
BIIMPAaBHUKA 1 OJIEp)KyBaua BIIPIZHATUCA BiJl aJpec, IO MICTATHCS B IMAKETI, 110
no3Boiisie  GopmyBaTh TyHedb. KonM MakeT TYyHEIBHOTO PEXHUMY MNPUXOAHUTH
azpecarty, BiH MPOXOJUTh Ty K ayTeHTU(IKaIIHI IepeBIpKYy, 110 1 makeT AH-tumy,
MICTISt 90TO BUIATSIOTHCS 3arojioBku [P Ta AH 1 BimHOBIIOETHCS TIepBicCHHM (popmaT
makera.

binpmricte peamizariifi  po3riifjgae  KIHIIEBY TOYKY TYHEIIO B SKOCTI
MepexxeBoro iHTtepdeiicy. PexoHcTpyilioBaHUN TakeT MoOke OyTH TOCTaBICHUMN
JOKaNBbHIA MaimuHi abo MapuipyTi3oBaH Kyau-HeOynb e (3rimHo [P-agpecoro
Miclig Tpu3HayeHHs, B [HkancynpoBana maketi). [loganpiia iforo TpaHciopTyBaHHS
BXK€ HE 3a0e3neuyeTbes 3acobamu Oe3neku [Psec.

VY To#l Wac sSIK TpaHCHOPTHUN PEKUM BUKOPUCTOBYETHCS BUKIIIOUHO LIS
3a0e3nedeHHs] 0€3MEeYHOro 3B'13Ky MK JIBOMa KOMIT'FOTEpPAMH, TYHEIbHUN PEXUM
3a3BUYall 3aCTOCOBYETHCS MDK LUIKO3aMH (MapLIpyTU3aTOpaMU, MEpEKEBUMU
exkpanamu, abo okpemumu VPN npuctposimu) aist nooynosu VPN (Virtual Private
Network).

Cripn 3ayBaxuTH, 110 B nakeTi [Psec Hemae crienianbHOro noss "pexuM": sike
0 103BOJISJIO PO3JLIUTH TPAHCIOPTHUI PEXKUM BiJ TYHEJIBHOTO, L0 (PYHKIIIIO
BHUKOHYE€ I0JIE HACTYITHUM 3aroyioBok nakera AH.

Konu mone «HacTymHuMil 3arojoBok» Biamosigae IP, e o3Havae, mo maker
IHKarncymoe Bcro [P-peiitorpammy (TyHENbHHMI pEKMM), BKIIIOUAIOUYM HE3aJIEXKHI
aJipecy BIAMPaBHUKA 1 OJIEP>KyBaya, sIKi JJ03BOJIAIOTH Peasli3yBaTH MapIIpyTH3ALII0
nicnst TyHemo. byne-ske inme 3Hauenns noius (TCP, UDP, ICMP 1 1.1.) o3Hauae
TPaHCHOPTHUHN pexuM (Oe3reyHe TPaHCHOPTYBAHHS 3a CXEMOKO TOYka-Touka). [P
JefTorpaMMa BEPXHBOTO PIBHS Ma€ Ty K CTPYKTYpY HE3QJIEKHO BiJl PEKUMY, 1
IMPOMIKHI MapHIpyTH3aTopu 00poOJIA0Th Tpadik, HE aHai3yloud BHYTPIIIHINA
smict [Psec AH. 3ayBaxumo, mo EOM, Ha BiAMIHY BiJ NUIIO3y, MOBUHHA
MIATPUMYBATH SIK TPAHCIIOPTHUM, TaK 1 TYHEJIBHUM PEXKUM, aje mpu (HOpMyBaHHI
3'€THAHHS MallTMHA-MaluHa (POPMYBAHHS TYHEIIO MPEICTABISIEThCS HAIMIPHUM.

Kpim Toro, niis MepexxeBoro muio3y (MapipyTH3aTopa, MEpEKeBOTO eKpaHy 1 T.1.)
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HeoOxigHO miaATpUMyBaTH TYHEIBHUH pEXHUM, B TOHW K€ dYac IIATPUMKaA
TPAHCIIOPTHOTO PEXHUMY TMPEJICTABISETHCS KOPUCHOIO JIUIIE JJIs BUMAAKY, KOJU
IIUTI03 caM € KIHIICBUM ajpecaroM (HampWKiIaa, B pasi peamizamii mporeayp
BianeHoro ynpasiinHsa Mepexero). AH mictute ICV (Integrity Check Value) B
ayTeHTU(UKALMOHHON YaCTHHM 3arojioBKa, 1 IS KOHTPOJIbHA cyMa (DOPMYETHCS
3a3BUYAl (aye HE 3aBXKIH) 3a JIOTIOMOTOI0 CTAaHAAPTHOTO KPUIITOTPaPidHOTO XeIll
anroputMmy, Hanpukiaga, MD5 a6o SHA-1. Tyt BUKOPUCTOBY€ThCSA HE TpaAuIliiiHa
KOHTPOJIbHA CyMa, sfIKa HE MOXKE 3amoOirTd HaBMHUCHE CIIOTBOPEHHS BMICTY, a
anmroputm HMAC (Hashed Message Authentication Code), sikuii mpu 0O4HCIIEHH1
ICV 3actocoBye cekpeTHuil kimrod. He3Baxkaroun Ha Te, IO XaKep MOXE 3aHOBO
00UYHCIIUTHU XeIll, 0€3 CEKPETHOTO KJIt0Ya BiH HE 3MOXke KOpeKTHO chopmyBatu ICV.
Anroputm HMAC onucanuit B nokymenti RFC 2104. 3ayBaxumo, mo [Psec / AH
HE BH3HAYae, SIKOI0 Ma€ OyTH ayTeHTU(]IKaUIMHUX (PYHKI[IS, HATOMICTh HAJIal0ThCS
paMKH, B IKMX MOYKHA peani3yBaTu Oyab-sKy (YHKIIIO, y3rOKEHY BIIIPABHUKOM
1 oTpuMyBaueM. MoxHa BUKOPUCTOBYBATH [Jisi ayTeHTU]IKaiii HUPPOBOTrO
nianucy abo KpunrorpaiuHui GyHKIIO, IKIIO 00U1BA YYACHUKH iX MIATPUMYIOTb.
Came Tomy, mo AH 3abe3nedye XOpOIIMi 3aXMCT BMICTY MaKeTa, TaK SK IIEH
IIPOTOKOJ MTOKPUBAE BCl, IO TUIBKK MOTPIOHO 3aXUCTUTH, LEH 3aXUCT MPU3BOIUTH
1o HecyMicHocTi 3 NAT (Network Address Translation).

ITpoTtokon NAT BHUKOPHUCTOBYETHCS JJII BCTAHOBJICHHS BiAMOBITHOCTI MiX
npuBatHuMu [P-anpecamu (Hanpukiazn, 19.125.1.X) 1 neransaumu IP. [Ipu upomy
IP 3aronoBok wmomudikyerbcsi mnpuctpoeM NAT mwsixom 3aminm  [P-agpec
BiJipaBHUKA 1 oxaepxkyBaua. Komu 3miHtowoThecs [P-agpecu, moTpiOHO 3aHOBO
OOUYHCIIUTA KOHTPOJIbHY CyMy 3arojioBka. Ile moTtpiOHO 3poOutu B Oylb-SKOMY
Bunanky. Tak sk npuctpii NAT 3a3Buuail po3MINIye€TbCS B OJHOMY KpOIll MIX
BIJIMPAaBHUKOM 1 OTPUMYBA4eM II€ BUMAarae, KpiM TOro JE€KpEMEHTallll 3HAaYeHHS
TTL (Time To Live). Tak sik monst TTL 1 KOHTpoJibHA cyma 3arojioOBKa 3aBKIU
Moau(iKyIOThCS Ha MposiboTi, AH 3Hae, 1m0 111 MO CHiJ BUKIIOYHTH 13 30HU

3aXHUCTy, alie 1€ He ctocyeThbes [P anpec. Anpecu BKIIIOUEHI B 00J1aCTh 00UHCIEHHS
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ICV, 1 6ynp-sika Moaudikaris Bukinue 301 pu nepesipiil ICV oxgepxxyBauem. Tax
sk obumcienns ICV BuMarae 3HaHHS CEKPETHOTO KIIIOYA,

AmnanoriuHa npo6ieMa BHHHKAE MpH BUKopucTaHHI mpotokony PAT (Port
Address Translation), sikuii BCTaHOBIIOE€ BIAMOBIAHICTh KUIbKOX mpuBaTHUX [P
anpec oaHoro 3oBHImIHBOTO IP. B 1mipomy BHmanky 3MmiHIOIOTBCS HE TiIbKU [P-
anapecu. Ane 1 koau moptiB B UDP 1 TCP makerax (a iHomi 1 B mone manmx). Lle
BUMarae 0arato OUIBIIOT aaanTUBHOCTI 3 60Ky npuctporo NAT, 1 O1bI1 cepilo3HUX
monudikariiit Beiei IP neittorpammu. 3 i€l npuuunm, npotokosn AH B TyHensHOMY
ab0 TpaHCIOPTHOMY pekuMi NoBHICTIO HecymicHuM 3 NAT. 3ayBaxkumo, mo s
TPYIHICTh HE BiHOCUTHCS 10 ESP, Tak sik ayrenTudikaiis i mudpyBaHHs B I[bOTO
BapiaHTy He oxommoe [P 3aronoBok, Moaudikyerbcss NAT. He3Baxaroun Ha 1,
NAT crtBoproe nieBHi npobnemu 1 g ESP. [Ipotokon NAT tpancmioe [P aapecu
"Ha mnponboTi" - ame BIH TOBHHEH BIACTEXYBaTH TE€, 3 SKUM 3'€IHAHHIM
BIIOYBa€eThCS poOOTA, 100 KOPEKTHO MOB'I3yBaTH BIJITYKHU 3 JHKEPEJIOM IAKETIB.
[Tpu Bukopuctranni TCP a6o UDP, ne 3a3Buuait poOUTHCS 3 3aTy4EHHSIM HOMEPIB
nopty, ane IPsec He 3anumiae Takoi MOxJuMBOocTi. Ha mepmmid morisi MokKHa
OPUMYCTUTH, 10 JJIs BHUPIIMIEHHS NpoOJieMH MOXHA BHKOPHUCTOBYBATU
inenTugikarop SPI, ane tak sik SPI BiIpi3HSIOTECA 7151 PI3HUX HANPSMKIB OOMIHY,
115t ipuctpoto NAT HeMae ciocoOy MOB'sI3aTU MOBEPTAETHCS MAKET 3 KOHKPETHUM
3'ennannaM. [Iporokon ESP € mnportokomom 3axmcry, 1m0 3abesnedye
KOH(D1IeHLIMHICTh (TOOTO mmMdpyBaHHs), ayTeHTU(IKALII0 JHKepena 1 [MUTICHICTh
JAaHUX, a TaKoX (K OMIlisl) CEpBIC 3aXUCTy B BIATBOPEHHA 1 OOMEXKEHY
KOH(D1ICHIIMHICT TpadiKy MUITXOM MPOTHII ClipobaM aHaji3y MOTOKy naHux. Ha
NEePIIUN TOTJIAA MOXHA TPUITYCTHTH, IO A BUPIMICHHS TPOOJIeMH MOXKHA
BUKOpUCTOBYBaTH ieHTU(IKaTOop SPI, ane tak sik SPI BiApi3HAIOTHCS A PI3HUX
HanpsMKiB oOMiHy, aiisi ipuctporo NAT Hemae criocoOy MOB'sI3aT MOBEPTAETHCS
MakeT 3 KOHKPETHUM 3'€THAHHSIM.

[Tporokon ESP 3a6e3neuye koH(DIICHIIHHICT 32 TOMOMOTOI0 MU(pyBaHHS
Ha piBHI nakeTiB [P. [Ipu uboMy miaTpuMyeThCs 0€3J114 aITOPUTMIB CUMETPUYHOIO

cxemu umdpysanns, Hanpukiman, DES, triple-DES, AES 1 Blowfish s
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mudpyBaHHS TOJISI TaHUX. AJITOPUTM, SIKUM BUKOPUCTOBYETHCS 1T KOHKPETHOTO
3'enHaHHs, crienuduuupyercs acoiiaiieo 6e3rneku SA, SA BkiIodae B cebe He
TITBKH QJITOPUTM, aJI€ 1 BAKOPUCTOBYETHCS KITIOY.

Ha Bigminy Bijx npotokony AH, sikuii BBOIUTE HEBEIMKHUM 3ar0JIOBOK IEepe/T
nosieM nanux, ESP "otouye" 3axumaerbes mone ganux. [lomnst iHaekc mapaMmerpisB
oe3neku (Security Parameters Index) 1 HoMep Mo MOpPSIIKY CIyKaThb OIS TUX XKe
e, mo 1 B pasi AH, ane B ESP € Takox mons 3amoBHIOBada, HAaCTYITHOTO
3arojioBKa, 1 OMIMOHHO ayTeHTu(ikamiiHux naHux B kiHii ESP. ®opmar ESP-
MaKeTa pO3TJIIHYTO HA PUCYHKY 2.4.

MoxnuBe BukopuctanHs ESP 06e3 Oynp-skoro mudpyBanas (1100
3actocyBatu NULL anroputm). Ileli pexxum He 3a0e3rneuye KOH(IIECHIINHOCTI, 1
HOro Mae CEeHC BHUKOPUCTOBYBAaTH B TMO€IHAHHI 3 ayreHTu(ikaiiero ESP.
HeedextuBHo BukopucroByBati ESP 6e3 mmdpyBanns ado ayreHTUdikaiii (SIKIo

TUIBKU 11€ HE POOUTHCS JIsl TECTYBAaHHS IPOTOKOIY).

1] 16 M y
2P (iEm=EC DapauMeTEiE Sesmern) %
B
HOMSD 32 [IOPIIECM :“._-,g
Wbl e
i
i MoNe CaHEXK
&
H
| .3
S Fad len Mgt hdr E E

Pucynox 2.4 - ®opmat ESP-nakera 6e3 ayrenTudikartii

Kpim umdpyBanns, ESP Moxe ONUIOHATbHO HAJaBaTH MOKIIUBICTD
ayteHTudikaiii, 3 3ayuyenns anroputmy HMAC. Ha Biaminy Bix AH, omgHak, 115
ayTeHTu]ikailisi mpoBOAUTHCS TUTbKHU 17t ESP 3aronoBka 1 3ammgpoBaHOro mosis
nanux. [Ipu uboMy He nepekpuBaeTbes Bech [P maket. e He cyTTeBO mocnadiitoe

Oe3mneky ayTeHTHdIKAI1, ajie Ja€ TesIKl BaXKJINBI IEPEBarH.



54

Konu croponniit posrinsnae IP maker, mo Mictuth nani ESP, npuniumnoso
HEMOXJIMBO BU3HauuTu [P anmpecu BianpaBHUKA 1 OJep)KyBaya, MNOPYIIHHK,
3BHYAMHO, Ai3HAETHCH, 10 11¢ ESP mani (11e BHIHO 3 3arojioBKa ITaKeTa), aje THII
MOJIs TaHUX 1 caMi JiaHi 3aiu@poBaHi.

JIUBJISIYMCH HA caM MaKeT, HEMOXJIMBO HaBITh BU3HAYUTH, MPUCYTHI YU Hi
ayTeHTH(IKOBaHI JaHi (e MOKHa 3pOOUTH JHIlE, BUKOPUCTOBYIOUM 1HJEKC
napamMeTpiB O€3IeKn).

Sk 1 B Bunaaxy AH, TpancnopTHHii pexxuM nepeadayae HHKAICYIALUIO OIS
JAHUX JIEUTOrpaMM, 1 MPOTOKOJ OpIEHTOBAHWNA Ha OOMIH MalllMHA-MaIllHA.
Buxigauii IP 3arosoBok 3amuiiieHdi Ha MiCHi (3@ BUHSITKOM 3aMiHEHOTO ITOJIsS
MPOTOKOJI), 1 II€ O3Hauae, IO aJpecd BIANPaBHUKA 1 OJep)KyBaua TaKOX
3aJIMIIAI0THCS HE3MIHHUMU.

ESP B TyHenpHOMY peXUMI NOpPOBOAUTh MHKANCylIsquioo Bciei [P-
JNEUTOrpaMMU BCEPEIMHY 3aIllM(POBAHOIO OOOJIOHKH.

Peanizariist mudpoBaHOTO 3'€IHAHHS B TYHETLHOMY PEKUMI Ay>Ke OJU3bKa 110
Tpaguiiiaux VPN,

Ha BigMminy Big AH, e crioctepirad Moske JIeTKO CKa3aTH, BiI0yBaBCsl 0OMiH
B TYHEJIBHOMY 200 TPAaHCIMOPTHOMY pEeXKuMI, TyT L8 1H(popmarllis HegocTtynHa. Lle
B1I0yBa€ThCSl uUepe3 Te, 110 BKa3iBKa Ha Te, IO HACTYMHHUU 3arojioBok € IP,
3HAXOAHUTHCS B 3amMpPOBAHOMY IOJ€ AAHUX 1, TOMY HE BUIHO JJIs Y4YacCHHUKA,
HE3aTHOTO AemudpyBaTH MaKeET.

[PSec cnupaeTbest Ha Pl TEXHOJIOTIYHUX PIIIIEHB 1 METO/IB MU(PYBaHHS SIKE
MO>KHA MPEJCTABUTH y BUTJISA/1 HACTYTHUX OCHOBHUX €TaITiB:

Kpoxk 1. ITouwatok mponecy IPSec. Tpadik, sxomy noTpiOHO mu(pyBaHHS
BINOBIAHO 10 noJiTuku 3axucty [PSec, y3romxkenoi croponamu IPSec, nmounnae
IKE-nporiec.

Kpoxk 2. Ilepma ¢aza IKE. IKE-npornec BukoHye ayTeHTU(IKAI[II0O CTOPIH
[PSec 1 Bene meperoBopu mpo mapametpu acorniaiiii 3axucty IKE, B pesynbrari uoro
CTBOPIOETHCS 3aXHWICHUH KaHAJI I BEJICHHS TIEPErOBOPIB TPO IMapaMeTpH

acomiariit 3axucty IPSec B xoxi npyroi dasu IKE.
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Kpok 3. Jpyra ¢aza IKE. IKE-npouec Bege nmeperopopu mnpo napameTpu
acoranii 3axucty IPSec 1 BctaHoBIO€ BiANOBIMHI acoriamii 3axucty IPSec mis
MIPUCTPOIB CIIOTYYEHUX CTOPIH.

Kpok 4. [lepenaua nanux. BinOyBaeTbcst OOMIH TJaHUMHU MK CIIOJTYyYCHUMHU
ctopoHamu [PSec, sikuii rpyHTyeThcsi Ha mapameTrpax [PSec 1 kimrouax, 1m0
30epiraroTbes B 0a3i JaHUX acollialliif 3aXucCTy.

Kpok 5. 3aBepmiennsi po6otu tyHemto IPSec. Acomiamii 3axucty I[PSec
3aBEPIIYIOTh CBOIO poOOTY a00 B pe3yJIbTaTi iX BUAAICHHS, 00 Yyepe3 MepeBUIIICHHS
IPaHUYHOTO Yacy iX iICHYBaHHS.

IIpotokon MS-CHAP (Microsoft Challenge-Handshake Authentication
Protocol - mpoTokon B3aemHOi ayTeHTH(ikaiii Microsoft) MicTUTH MexaHi3M
ayTeHTudikailii, HCOOX1THUM AJI MEPEeBIPKU PEECTPALIMHUX JAHUX KOPUCTyBaya B
nomeHax Windows NT. CrBopeHi 3 HOro [A0NOMOIOK CEaHCy KIIIoul
3aCTOCOBYIOTHCS IS MU(PPYBaHHS TaHUX KOPHUCTYyBaya.

[IudpyBaHHIM HA3UBAETHCS MPOIIEC KOYBAHHS IaHUX 3 METOIO 3a1100IraHHs
HECaHKIIIOHOBAHOMY JIOCTYMy JO HHUX, OCOOJMBO B MPOIECi TEPEeCHSIaHHS II0
BIIKpUTUX KaHanmax 3B's3ky. lludpyBanHs npoBOAUTHCS 13 3aCTOCYBaHHSIM
CIelIaII30BAaHUX QJITOPUTMIB HAa OCHOBI TaK 3BaHUX CEKPETHUX KIIOYIB, IO
MEepPETBOPIOIOTh JaHi (HaNpuKiIaa, Mapojib) B MCEBIOBUMAJAKOBUM HaOIp 3HAKIB.
[IpounTaTy 3aKpuUTy TaKUM CIOCOOOM i1H(GOpPMAIIIO 3JaTHUN TUIBKH TOH, KOMY
BIJIOMUM BIANOBIAHUM KoY. XeEMHMpPOBaTh Mapojb, CKAKIMO, MOXe OyTu
nemuppOBaHU JTUIIIE HAa TOMY KOMIT'IOTEpI, € € TAaKUH K€ KITI0U (3raJlaeMo JIUTSUe
mrdpyBaHHS 3a IOMTOMOTOI0 IBOX OJTHAKOBHX MAIEPOBUX MATPHIh). 3aCTOCOBYBaH1
npu mwudpyBaHHI AITOPUTMH, OCOOIMBO 3 KIIIOYAMH JOBXKUHOIO MOHan 128 OiT,
MPAKTUYHO TIOBHICTIO BHUKIIOYAIOTH MOXJIMBICTH jAemu@pyBanHs iH(opmarrii

CTOPOHHIMH.
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3 PO3POBKA 3AXUIIEHOI'O JOCTYITY HA OCHOBI OPEN VPN
3.1 Anaui3 3arpo3 inpopmauniinHol 0e3nexn

[1ix 3arpo3010 po3yMitOTh MOTEHILIMHO MOXKIIMBY MO0, sIKa MOXE MPUBECTH
JI0 HaHECEHHsI 30MTKy 4WiMoch iHTepecam. Hamami mix 3arpozoro Oesmexku AC
00poOkM 1HpopMallii Oy1eMO pO3yMITH MOXKIIUBICTh BIUIUBY Ha AC, sike mpsiMo a0o
MO0OIYHO MO’KE 3aBAATH IIKOIH 11 OC3MEKH.

B manwmii yac BigoMuii BeMMKUH mepemik 3arpo3 inpopmarriiiniin 6e3mneri AC,
110 MICTUTBH COTHI [O3HUIIA.

Po3rasa moxnuBux 3arpo3 1H(popmaliiiHoi 0e3MeKr NPOBOAUTHCS 3 METOIO
BU3HAYEHHS MTOBHOTO HA0OPY BUMOT JI0 pO3POOIIIOBAHOT CUCTEMI 3aXUCTY.

[lepenik 3arpo3, OLIHKM WMOBIPHOCTEH IX peanmi3alli, a TaKoX MOJIENb
MOPYIIHUKA CIOy’KaTh OCHOBOIO JUIsl aHaji3y pHU3UKYy peami3aiii 3arpo3 1
dbopmymtoBaHHs BUMOT 10 cuctemu 3axucty AC. KpiM BUSABICHHS MOMXJIUBUX
3arpo3, JOUUIbHO MPOBEACHHS aHaI3y LMX 3arpo3 Ha OCHOBI iX Kiacudikalli 3a
psanoM o3Hak. KokeH 3 o3Hak kiacudikaiii BigoOpakae oJHE 3 y3arajJbHEHHUX
BUMOT JI0O CHCTEMM 3aXHCTy. 3arpo3u, IO BIAMOBIIAIOTh KOXHOMY O3HAKOIO
Kyacudikaili, T03BOJISIOTh JETali3yBaTH OTPAKAEMOE UM 03HAKOIO BUMOTA.

HeoOxinnicts knacudikarii 3arpo3 indopmarriiiniii 6esmneri AC o0ymMoBieHa
TUM, 1110 30epiraerhcsi 1 00poOssieTbes 1HPopMmarliss B cydacHux AC miggaeThes
BIUTMBY HAJ3BHYAHO BEJIMKOTO YHCIA (PAKTOPIB, B CHIIYy YOTO CTA€ HEMOJIMBUM
dbopmaiizyBaTH 3a/1a4y OMHUCY MOBHOI MHOKHHH 3arpo3. ToMy JUisl 3aXUINAETHCS
CHUCTEMH 3a3BUYall BU3HAYAIOTh HE MOBHUH MEpeJIiK 3arpo3, a NepestiK KIaciB 3arpos.

Knacudikamiss moxnuBux 3arpo3 indopmariiiinoi 6esnekun AC moxe OyTH
IpOBEJICHA 32 HACTYTHUMH 0a30BUM O3HAKAMMU:

1. 3a npupo1010 BUHUKHEHHS:

- MPUPOJIHI 3arpo3u, BUKIWKaHI BIuMBaMu Ha AC 00'eKTUBHHX (Di3UYHHUX
npoiieciB a00 CTUXIMHUX MPUPOTHUX SIBUILL;

- WTyyHi 3arpo3u 6e3neku AC, BUKIIUKaH1 AISUTbHICTIO JIFOJUHH.

2. 3a cTymeHeM HaBMUCHOCTI TIPOSIBH:



57

- 3arpo3M, BUKJIMKaHI IOMUJIKaMU a00 XaJaTHICTIO MEPCOHAIy, HaIlpUKIAL,
HEKOMIIETEHTHE BUKOPHUCTaHHs 3aC001B 3aXUCTY, BBEICHHS IOMUJIKOBUX JIAHUX;

- 3arpo3M HABMHCHOTO /i1, HAIPUKIIA, Jii 3TOBMUCHHKIB.

3. 3a 6e3nocepeHBOrO JHKEPENa 3arpos:

- IPUPOIHE CEPEIOBUIIE, HAIPUKIIAJ, CTUXI1IHI JTuXa, MarHiTHi Oypi Ta iH .;

- JIIO[MHA, HANpHKIaj, BepOyBaHHS ULUIAXOM MIAKYNMy MEpCcOoHay,
PO3ToJIONICHHS KOH(DIACHIIMHUX JaHUX 1 T.J;

- CaHKITIOHOBaHI MpOTpaMHO-amapaTHi 3aco0W, HANPUKIAJ, BHUIAJICHHS
JaHuX, BigMoBa B poboti OC;

- HECAHKI[IOHOBaHI INpOrpaMHO-anapaTHi 3aco0M, HANpUKIad, 3apa’KeHHS
KOMIT'FOTEpA BipycaMu 3 J€CTPYKTUBHUMHU (DYHKI[ISIMU.

4. BiaMmoB1IHO 710 TIOJIOKEHHS JKepesia 3arpo3s:

- MO03aKOHTpOJbOBaHOI 30HM AC, HanpukiIaa, NEPEXOIUICHHS TaHHX,
NEepeJaHnX M0 KaHajaxX 3B'S3Ky, MEPEXOIUIEHHS MMOOIYHUX €JIeKTPOMArHITHHX,
aKyCTMYHUX Ta 1HIIUX BUIPOMIHIOBAHb IPUCTPOIB;

- B MeXax KOHTposiboBaHOI 30HM AC, Hampuknaja, 3acTOCyBaHHS
MIJCTYXOBYIOUMX TPHUCTPOiB, PO3KpaJaHHS PO3APYKIBOK, 3amMHCiB, HOCIIB
1H(popmari 1 T.1;

- 6e3nocepenibo B AC, HanpuKIIa, HEKOPEKTHE BUKOpUCTaHHS pecypciB AC.

5. 3a ctyneHeM 3aiexHOCT1 Bijl akTuBHOCTI AC:

- He3aJIeKHO B1J1 akTUBHOCTI AC, HanpUKIaa, po3THH MU)pPIB

KPHUIITO3aXUCTY 1H(QOpMaIrii;

- TUIBKM B TpoIrect oOpoOKM MaHMX, HAMPUKIAN, 3arpo3d BUKOHAHHS 1
PO3IMOBCIOIKEHHS TPOTPaMHUX BIPYCIB.

6. 3a cryneneM BIuMBY Ha AC:

- MACHUBHI 3arpo3H, SIKi MpU peasizallii HiYoro He 3MIHIOIOTh Y CTPYKTYpi Ta
3micTi AC, HaMpUKIIaJl, 3arpo3a KOMiOBaHHS CEKPETHUX JaHUX;

- aKTHBHI 3arpo3H, SIK1 MPU BIUIMBI BHOCSTH 3MIHU B CTPYKTYpY 1 3micT AC,
HaIPUKJIaJ, BIPOBAKEHHS TPOSHCHKUX KOHEH 1 BIPYCIB.

7. Ilo eTamax gocTyIy KOpUCTyBadiB abo mporpam 1o pecypciB AC:
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- 3arpo3H, SIK1 MPOSIBISAIOTHCS HA eTalll JocTyny 10 pecypciB AC, Hanpukian,
3arpo3u HecaHKI10HOBaHOTO Aoctyny B AC;

- 3arpo3u, SIKi MPOSIBIAIOTHCS MiCHs J03BOJY AocTymy A0 pecypciB AC,
HaAIpUKJIaJ, 3arpo3d HECAHKIIOHOBAHOTO ab0 HEKOPEKTHOTO BUKOPUCTAHHS
pecypcis AC.

8. 3a crmocobom goctymy 1o pecypciB AC:

- 3arpo3, IO 3IHCHIOIOTHCS 3 BHUKOPHUCTAHHSIM CTaHIAPTHOTO ILISAXY
noctymy a0 pecypciB AC, Hampukiiajn, HE3aKOHHE OTPUMAaHHS TMapoJiiB 1 1HIIHX
PEKBI3UTIB  PO3MEKYBaHHS JOCTYIy 3 TOJAJBIIOD MAacKyBaHHSM  IIiJI
3apeeCTPOBAHOIO KOPUCTYBAYa;

- 3arpo3W, IO 3IINCHIOIOTBCS 3  BUKOPHCTAHHSAM  IPHUXOBAHOTO
HECTaHJapTHOTO MULIXY JOCTYIy /10 pecypciB AC, HanmpuKIiIaa, HECAaHKI[IOHOBaHUM
noctym 110 pecypciB AC IUIIXOM BUKOPUCTAHHS HEJJOKYMEHTOBAHUX MOXJIMBOCTEN
OC.

9. 3a MOTOYHMM MICIIEM pO3TalllyBaHHS 1H(oOpMali, 1mo 30epiracTbes 1
o0po6soBanoi B AC:

- 3arpo3ud JoCTymy a0 iHdopmallli, Mo 3HaXOAUTHCS Ha 30BHINIHIX
3aMmaM'ITOBYIOUMX TPHUCTPOSX, HANPHWKIQA, HECAHKI[IOHOBAaHE KOMIIOBaHHS
CEKpeTHO1 1H(popMallii 3 5)KOPCTKOTO JUCKA;

- 3arpO3U JOCTYITy 10 1H(OpMaIlii, 10 3HAXOAUTHCS B OTIEPATHUBHIN Mam'sITi,

HaIPUKJIAJ, YUTAHHS 3AJIMIIKOBOI 1H(OpMAaIlii 3 OEpaTUBHOL NaM'SAT1, TOCTYTI
JI0 CUCTEMHOi 00JIaCTi OMIEpaTUBHOI MaM'sITi 3 O0OKY MPUKIIAIHUX MTPOTpam;

- 3arpo3ud Joctymy A0 iHdopMmalii, IO MOUPKYJIIE€ B JHIAX 3B'S3KY,
HaINpUKIIaa, HE3aKOHHE MiAKIIOUECHHS JI0 JIHIM 3B'SI3KY 3 MOJAJIBIIUM BBEICHHSIM
MOMWJIKOBUX TOBIIOMJIEH, a00 Moau@ikaii€o MnepeJaHuX IMOBiIOMIICHb,
HE3aKOHHE IKIIOYEHHS J0 JIHIM 3B'SI3Ky 3 METOI MpsIMOI MiMIHU 3aKOHHOTO
KOpUCTYBaua 3 TMOJANbIIUM BBEICHHAM Je3iH(dopmalii Ta HaB's3yBaHHIM
HEIpaBIUBUX TOB1IOMJICHb;

- 3arpo3u JocTyny 1o iHdopmarllii, ska BiJOOpakaeThcsl Ha TepMiHaiIl abo

JIPYKY€EThCS HAa TPUHTEP1, HAMIPUKIAM, 3anuc iHGopmMarlii, mo BigoOpakaeThCcs Ha
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MIPUXOBAHY BiJIEOKaMeEpy.

Ak yxe 3a3Hauasnocs, HeOe3neyH1 BIuMBY Ha AC NOAUISIOTh HAa BUTIAJKOBI 1
HaBMUCHI. AHa3 JOCBiAy NpPOEKTYyBaHHs, BUTOTOBIEHHS 1 ekcruryatamii AC
MoKasye, 1o iH(opMalris miagaeTbes pI3HUM BUIAKOBUM BITUBAM Ha BCIX eTarax
KUTTEBOTO UKy 1 pyHKIionyBaHHs AC.

[IprurHaMu BUNIAKOBHX BIUIMBIB Iipu ekcruryartaiiii AC MOXyTh OyTH:

- aBapiiiHi CUTYyaIlll Yepe3 CTUXIHHUX JUX 1 BIIKIIIOYCHB

€JIEKTPOKUBIICHHS;

- BIZIMOBH 1 3001 anapatypu;

- IOMWJIKH B IPOTPaMHOMY 3a0€3MeUEHHI;

- IOMUJIKHA B poOOTI 00CITyTrOBYIOYOro NEPCOHATY 1 KOPUCTYBAYiB;

- MIEPEIIKOIM B JIIHIAX 3B'S3KY U€pe3 BIUIMBIB 30BHIIIHHOIO CEPETOBUIIA.

[Tomunku B IIO € mommpeHUM BHIOM KOMII'KOTEpHHUX mnopyueHs. [10
cepBepiB, poOOYMX CTaHIlii, MapupyTtusaropis 1 1. JI. Hanucano monbmu, ToMy
BOHO IIPAKTUYHO 3aBX/]IM MICTUTh MOMIJIKHA. YuM BuIlle ckiaaHicTh noaioxoro 10,
TUM OU1bI1Ia KMOBIPHICTH BUSIBJIEHHS! B HHOMY ITOMUJIOK 1 Bpa3iauBOCTeN. bubiicTh
3 HMX HE TMPEJCTaBIIIOTH HisAKOI HeOe3MeKH, AesKi X MOXYTh IPUBECTH JIO
CepHO3HUX HACTIAKIB, TaKWX SK OTPUMAHHS 3JIOBMHUCHHUKOM KOHTPOIIIO HaJ
CepBEpOM, HEMpaIe3IaTHICTh CEpBepa, HECAHKI[IOHOBAHE BUKOPUCTAHHS PECypCiB
(BUKOpHCTaHHS KOMM'IOTEpa sIK TUIaliapM JJiS aTakd 1 T. I.). 3a3BU4ail momiOHI
MOMMJIKA YCYBAIOTHCS 3@ JOTIOMOTOIO MTAKETIB OHOBJIEHB, PETYJIAPHO BUITYCKAIOTHCS
BupoOHukoMm [10. CBoevyacHa ycTaHOBKAa TaKUX IMAKETIB € HEOOXITHOK YMOBOIO
Oe3mneku iHpopMalii.

HaBmucHi 3arpo3u noB'si3aHi 3 LUIECIIPSIMOBAHUMHU HiSIMUA TOPYIIHHUKA. K
NOPYIIHUKA MOXeE OYTH Cy»KOOBEllb, B1/IB11yBay, KOHKYpPEHT, Haiimaneup 1 T. J[. it
NOPYIIHUKAa MOXYTh OyTH OOYMOBJIEHI PI3HUMHU MOTHBAMHU: HEBJIOBOJICHHSIM
CITY>KOOBIISI CBOEIO Kap'€poro, CYTO MaTepiaJiIbHUM IHTEpecoM (Xxabdap), IIKaBICTIO,
KOHKYPEHTHOIO O0pOTHOO0I0, TPArHEHHSIM CaMOCTBEPAUTUCS Oy Ib-SIKOTO I[IHOIO.

HecankiiioHoBaHWil JOCTYI - HAWOLIBII MOUIMPEHUH 1 PI3HOMAHITHUN BU

koMi'roTepanx nopymenb. Cyte HCJ] momsrae B OoTpuMaHHI KOPUCTyBayeM
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(MOpYIIHUKOM) AOCTYIY 710 00'€KTa B MOPYLIECHHS MPaBUIJI PO3MEXYBAHHS JIOCTYIIY,
BCTAHOBJICHUX BIAMOBIIHO JI0 MPUMHATOI B opraHizaiii nmojitukoro 6e3nexu. HC/|
BUKOPHUCTOBYE OyJIb-IKy TIOMUJKY B CHCTEMi 3aXHMCTy 1 MOXIWUBUK TIpU
HepallioHaJIbHOMY BHOOpP1 3ac00iB 3aXHCTy, iX HEKOPEKTHOI BCTAaHOBJICHHS Ta
nHanamtyBanaia. HCJ] moxe Oytu 3xilicHeHudl sik mrTatHuMHu 3acobamu AC, Tak 1
CHeliaIbHO CTBOPEHUMH arapaTHUMU Ta MPOTPAMHUMHU 3aCO0AMHU.

Ocnogni kananmu HCJI, depe3 siki MOPYLIHUK MOKE OTPUMATH JIOCTYM JI0
komnoHeHTiB AC 1 3aiiicHUTH po3KpanaHHs, Moaudikaiio 1 / abo pyHHyBaHHS
1H(dOopMaIi:

- ITaTHI KaHAIM JAOCTymy a0 iH(popMalii (TepMiHAIA KOPUCTYBayiB,
oreparopa, aJMiHICTpaTOpa CUCTEMH; 3aCO0U BITOOPAKEHHS 1 JTOKYMEHTYBaHHS
iH(dopMarlli; KaHadu 3B'S3Ky) MPU iX BHUKOPUCTAHHI TMOPYIIHUKAMH, a TaKOX
3aKOHHUMH KOPUCTyBadyaMH 1032 MEKaMU 1X TOBHOBAKEHb;

- TEXHOJIOT14HI ITyJIbTH YIPABIIHHS;

- NHii 3B'A3Ky M1k anapatHumu 3acobamu AC;

- IOO1YHI €JIEKTPOMArHiTHI BUIIPOMIHIOBAHHSA B1Jl anaparypH, JiHIA 3B'S3KY,
MEpEeX eJIEKTPOKUBIICHHS 1 3a3€MJICHHS Ta 1H.

3 ycporo po3maitts crnoco6iB 1 npuitomis HCJl 3ynuHUMOCS Ha HACTYMHHUX
MOIIMPEHUX 1 MOB'SI3aHUX MIXK COOO0I0 MOPYIIEHHS:

- IEPEXOIUICHHS MapoJIiB - «MacKapaiy;

- He3aKOHHE BUKOPHUCTAHHS MTPUBLIETB.

[lepexomnneHHss mapodiB  3AIMCHIOETBCA — CHEIAIbHO  PO3POOJIICHUMHU
nporpamamu. [Ipu crpoOi 3aKOHHOTO KOPUCTyBada YBIMTH B CHCTEMY IMporpama-
NepexoIUIIoBay 1IMITYye€ Ha €KpaHi AMCIUIEs JIOTYBaTUCh KOPUCTyBaya, SIKl Bipasy
NEPECUIAlOThCS BIACHUKY MpPOTpaMHU-IEepexoIuIioBaya, Micias YOoro Ha eKpaH

BUBOJIUTHCA MOBIIOMJICHHS PO OMMIIKY 1 yrpaBiiHHs noBepTaerbes OC.

3.2 IloO0ynoBa 3axXuIIEHUX MEPEK HA CEAHCOBOMY PiBHi

CeaHcoBuUii piBEHb € MAaKCUMaJIbHO BUCOKHM piBHEM Mozen OSI, Ha skomy

MOXJIMBE (OpMYyBaHHSI 3axUIICHUX BIPTyalbHUX KaHamiB. [lpu moOymoBi
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3aXMINEHUX BIPTYAJIbHUX MEPEX Ha JIaHOMY pIBHI JIOCATAIOThCA HaMKpari
MOKAa3HUKU TI0 (YHKI[IOHATBHOT MOBHOTI 3aXHUCTy 1H(POPMAIIHHOTO OOMIHY,
HAAIIHOCTI KOHTPOJTIO AOCTYIIY, a TAKOXX MPOCTOTI KOH(DIryparii cucTeMu Oe3neKu.
[IpoTokonu GhopMyBaHHS 3aXUINCHUX BIPTyaIbHUX KaHAJIIB Ha CEaHCOBOMY PiBHI
mpo30pl  JJIsi TMPUKIATHUX TPOTOKOIIB 3aXHCTy, a TaKOX BHCOKOPIBHEBHX
MPOTOKOMIB HamaHHs pi3zHUX cepriciB (mportokoms HTTP, FTP, POP3, SMTP,
NNTP 1 in.). OHaK Ha C€aHCOBOMY PiBHI MOYMHAETHCS O€3MOCEepPEaHS 3aJIeKHICTh
BiJl IOAATKIB, 1110 peati3yl0Th BUCOKOPIBHEBI TPOTOKOIIH.

Tak sx ceancoBuii piBeHb Mojenai OSI BiamoOBiae 3a yCTAaHOBKY JOTTYHHX
3'€lHaHb 1 YIpPaBIiHHSA IUMHU CIOJYyKaMd, TO Ha JaHOMY pIiBHI 3'SBISETHCS
MOXXJIUBICTh ~ BUKOPUCTaHHS  NIPOrpaM-MIOCEPEAHMKIB,  AKI  IEPEBIPSIOTH
JOMYCTUMICTh 3allUTaHUX 3'€THAHb 1 3a0€3MeUyI0Th BUKOHAHHS 1HIIUX (DYHKIIIN
3aXMCTy MDKMEpEXKEBOI B3aeMOAil. Y 3arajJlbHOMy BHIIQJIKy MpPOrpaMHu-
MOCEPETHUKH, SIKI TPaJHULIMHO BUKOPUCTOBYIOTHCS B MIKMEPEKEBUX EKpaHaXx,
MO>KYTh BUKOHYBATH Takl QyHKIIII:

- imeHTudikanis 1 ayTeHTU(IKais KOPUCTYBayiB;

- KPUMTO3allUTa NepeAaHNX JaHuX;

- PO3MEXYBaHHS JOCTyNy JO pEecypciB BHYTpPIIIHBOI MEPEXi; -
PO3MEXYBaHHS AOCTYIY 10 PECYpPCiB 30BHIIIHBOT MEPEXI;

- (binpTparis 1 mepeTBOPEHHS MOTOKY MOBIIOMJIEHB, HAPUKIIA, THHAMIYHUAN
MOIIYK BipyCIB 1 po3ope mupyBaHHs iHGopmaii;

- TpaHCIALIS BHYTPIINIHIX MEPEXKEBUX aJpec i1 BUXIJIHHUX I1aKETIB
MIOB1JOMJIEHE;

- peecTpallis o/iH 1 pearyBaHHs Ha MOCTaBJICH MO/,

- KeIIyBaHHS JIaHUX, 3alIUTYBAaHUX 13 30BHIIIHBOT MEPEXKI.

Takum 4uHOM, mOpH TOOYJIOBI 3aXMINEHUX BIPTyaIbHUX MEPEXK Ha
CEaHCOBOMY PIBHI 3'SBJIIETHCA MOXKJIUBICTh HE TUIBKU KPUOTOTPAPIYHOTO 3aXUCTY
1H(pOopMaIiiHOTO 00MIHY, BKIIFOUAIOUH ayTeHTU(]IKAIII0, & il MOKITUBICTh peai3arlii
psany QyHKIIH ocepeTHUITBA MI>K B3aEMOJIIFOUUMH CTOPOHAMH.

st xpunTorpadgigyHoro 3axucty iH(OpMaIiiHOro OOMiHY Ha CEaHCOBOMY



62

PiBH1 HaiiOUIBbITy momyssipHicTh oTpuMaB mpotokos SSL/TLS (Secure Sockets
Layer/Transport Layer  Security), po3poOienuii kommaniero  Netscape
Communications.

[Iporokon Secure Sockets Layer (SSL), COKOHBIYHO Opi€HTOBaHUN Ha
3axXUCT 1HGOPMAIIHOTO OOMIHY MK KJIIIEHTOM 1 CEpBEpOM KOMIT'IOTEPHOT MEPEXKI,
€ TIPOMHUCIIOBUM IIPOTOKOJIOM ceaHcoBoro piBHS Mozeni OSI BUKOPUCTOBYIOTH IS
3abe3reueHHs 0e3neku iH(popMaliitHoro 0OMiHy KpunrorpadidyHi METOAN 3aXHUCTY
iHpopMmarii. KoHdigeHHiMHICT JaHUX 3a0e3MedYyeThCs 3a PaxXyHOK ix
KpUINITOTPa(iuHOTO 3aKPUTTS, a ayTEeHTU(]IKAIS B3a€EMOJIIOYUX CTOPIH, a TAKOXK
CIPABXKHICTH 1 IUTICHICTh IUPKYJIIOI0Y0i 1HGOpMAIIii - 32 paxXyHOK (HOpMYBaHHS 1
nepeBIpKy UU(PPOBOTO MIATHUCY.

Snpom mnpotokoay SSL € TEXHOJOris KOMIUIEKCHOTO BUKOPHCTAHHS
ACUMETPUYHHUX 1 CHUMETPUYHUX KPUNTOCHUCTEM. SIK alrOpUTMIB aCHUMETPHUYHOTO
mU(ppyBaHHS BUKOPUCTOBYIOTHCS Takl alropuTMu, sik RSA (po3podku RSA Data
Security Inc.), a Takox anroputm Hidbdi-Xemnmana. st o0uncieHHs xem-QyHKIii
MOXKYTb 3acTocoByBarucs ctanaaptu MDS5 1 SHA-1. JlonycTuMuMu anropuTMaMu
cumerpuunoro mudpysanas € RC2, RC4, DES, a takox motpiitnuit DES. V
nporokoni SSL  tperboi Bepcii HaOlp KpunrtorpadiyHUX aJrOPUTMIB €
po3mproBaHuM. [l ayTeHTHdiKaiii B3a€MOAIIOYUX CTOPIH 1 KPUITO3AXUCTY
K042 CHUMETPUYHOTO IMHM(PPYBAHHS 3aCTOCOBYIOThCS LUPPOBI cepTudikaTu
BIIKDUTUX KJIIOYIB KOPHUCTyBauiB (KJII€HTa 1 cepBepa), 3aBipeHl LIU(POBUM
MIJIUCOM  CHeIlalbHUX cepTUdIKaIiiuux 1eHTpiB. [liaTpuMyroTbest mudpoBi
ceptudikatu, BiIMOBIIHI 3aTaIbLHONPUIHATUM cTaHaapToM X.509.

[TpoToxon SSL po3pob6ieHuit kopropaiiiero Netscape, a mOTIM MiATPUMaHUN
HU3KOI TIPOBITHUX BHUPOOHHWKIB TMporpaMHOTO 3abesmedyeHHs. UYepe3 cBoix
NO3UTUBHUX fAKocTe SSL TNpakTUYHO BUTICHUB KOHKYpPYIOUl BHCOKOPIBHEBI
MPOTOKOJIM IIOJI0 3aXUCTy 1H(dOpMaliitHoro oOMiHy, Hanpukiaa, Taki sk SHTTP
(Secure HTTP), 1 craB 3arasibHOBU3HAHUM HEOQIIMHIMHI CTaHIAPTOM 3aXUCTY B
Internet 1 Intranet mepesxax. Cneuudikauii SSL 6ynu cBoro yacy 3anpornoHOBaHi B

akocTl odimidHuUX cTaHAapTiB Internet, aje He OTpUMamM IOTO CTaTyCy 3a
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dbopmanbHuMu obctaBuHamu. He BukitoueHo, mo SSL Bce & MoyHe MpocyBaTUCS
no mabnax dopmansHoro npuitHaTTa IETF sx cramgapt, Tak sk BIH BXE€ CTaB
IMPOMHUCIIOBUM TPOTOKOJIOM, IO PO3BUBAETHCS 1 MPOCYBAETHCA MO3a ie€papxii
TEXHIYHUX KOOpAHHYIounX 1HCTUTYTIB Internet. Octanuboro Bepcieto SSL € Bepcis
3.0, mpo sIKy 1 HITUMEThCA.

Kiientcbka yactuna SSL peanizoBana y Bcix nomysipaux Web-HaBiratopax,
10 sIKUX BigHOCATHCS Netscape Navigator kommanii Netscape 1 Internet Explorer Bin
Microsoft, a cepBepHa - B OLIBITIOCTI K KOMEPITIHHUX, TaK 1 pO3MOBCIOKYIOTHCS Ha
HekoMepiiiHux ymoBax WWW-cepBepiB, Hampukiag, B CEpPBEPHUX J0JIaTKax
kommnaniii IBM, Netscape, Microsoft, Spyglass, Open Market.

BianosinHo 110 mpotokony SSL KpUNTO3aXHILEHI TYHEI! CTBOPIOIOTHCS MiX
KIHIIEBUMU TOYKaMH BipTyanbHOi Mepexi (Pucynox 3.1). IHimiatopamu sikoro
3aXMIIEHOr0 TYHEII0 € KIIEHT 1 cepBep, M0 (YHKIIOHYIOTh Ha KOMI'IOTEpax B
KiHIIeBUX Toukax TyHento. [Iporokon SSL nependauae nBa eranu B3aeMo/Iii KIIl€HTa
1 cepBepa npu (popMyBaHHI Ta MIATPUMII 3aXHINAETHCS 3'€THAHHS:

- BcTaHoByieHHA SSL-cecii;

- 3aXHINECHE B3aEMO/IIs.

[Ipouenypa BcraHoBiieHHsS SSL-cecii, sika HA3UBAETHCS TAKOXK MPOLIETYPOIO
"pyKocTUCKaHHS",  BIANPAlbOBYETHCS  Mepen  Oe3lnocepeHIM  3aXHCTOM
1H(}OopMaIIfHOTO 00OMIHY 1 BUKOHYETHCS 32 MPOTOKOJIOM IMOYaTKOBOTO MPUBITAHHS
(Handshake Protocol), mo Bxomuth A0 ckiamy mnpotokony SSL. VYV mporueci
ctaHoByieHHsI SSL-cecii BUPITYIOThCS HACTYTHI 3aB/IaHHS:

- ayTeHTU((DIKaIllg CTOPIH;

- Y3TOJUKEHHSI KPUNTOrpaQIYHUX aJITOPUTMIB 1 aJITOPUTMIB CTUCHEHHS, K1
OyAyTh BUKOPHCTOBYBATHCS MPH 3aXUILEHOMY 1H(hOpMaliiHOMY OOMIHI;

- (hopmyBaHHS 3aragbHOTO CEKPETHOTO MalCTep-KII0Ya;

- TeHepallisi Ha OCHOB1 C(hOPMOBAHOTO MaliCTep-KIIt0Ya 3aralbHUX CEKPETHUX
CEaHCOBUX KJTFOYIB JJI KPUIITO3aXUCTy 1HGOpMAIIiiTHOTO OOMIHY .

VY peanizamisx nporokony SSL st ayTeHTU(IKALIT B3a€EMOJIIIOUUX CTOPIH 1

dbopMyBaHHS 3araJiIbHUX CEKPETHUX KIIIOYIB HaW4acTillle BUKOPUCTOBYIOTH
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anroput™ RSA po3pooku RSA Data Security Inc.

JIOEAMEHZ MEDESE

TOEANMEHZ MEDatEa

EOMIT HOT2D
EOPHCTVEAY2 !

|

EOMI KT=0

EHIAN=HOTO
EOQHCTYERYA

EQIMTOMXHCH, TVHEM

Pucynok 3.1 Kpunro3zaxuiieHni TyHenb Ha 6a3i mpoTokoiay SSL

OpnHo3HaYHE 1 MOCTOBIPHE BIAMOBIAHICTh MK BIIKPUTHMHU KIHOYaAMHU 1 1X
BJACHUKAMHM BCTAHOBJIIOETHCA 3a JOMOMOIO HHUGPOBUX cepTU(DIKATIB, AKI
BunaroThes crnemianbuumu [entpamu Ceprudikarii. Ceptudikar siBise co0oro
0JIOK JTaHMX, IO MICTUTh HACTYMHY 1H(GOPMAIIIIO:

- IM'St HEHTPY cepTUdiKarlii;

- iM'st BTacHUKa cepTudikaTa,

- BIAKPUTHI KJII0Y BJIacHUKaA cepTudikara,

- mepion aii ceptudikara;

- imeHTHdIKaTOp 1 TapaMeTpud KPUNTOAITOPUTMA, SKUH TOBHUHEH
BUKOPUCTOBYBATHUCS MIPH 00poOI1Il cepTudikara;

- nudpoBuil mianmuc MEHTPY ceprudikailii, 3ameBHsE BCi JaHI B CKIIAIl
ceprudikara.

Hudposuii mianuc ueHtpy ceprudikaiii B ckiaal cepTudikara 3ade3neuye

JIOCTOBIPHICTh 1 OJHO3HAYHICTh BIAMOBIIHOCTI BIJKPUTOTO KJIIO4Ya Ta HOTO
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BracHuka. lleHTp ceptudikaili BHKOHYE pOJIb HOTaplyca, SKHM 3alleBHSIE
CIPABXHICTh BIJKPUTUX KIIOYIB, IO JO3BOJISE€ IX BIIACHUKAM KOPHUCTYBATHCS
MOCIyraMu 3aXWIICHOTO B3aeMojii 0e3 momepeAHboi 0coOUCTOi  3ycTpiui.
Heo06xigHicTh 6€3yMOBHOTO JIOBIpH JI0 IIEHTPY cepTU(ikairii 3 60Ky BCiX YUaCHUKIB
3aXUIIEHOTO OOMIHY TpeN'sBIIs€ JO HHOTO JOCHUTh BHUCOKI BUMOTH 3 TEPEBIPKU
aBTEHTHYHOCTI 3aBipSIFOTHCS BIAKPUTHUX KIt04iB. OHUM 3 Takux IeHTpiB B Internet
€ komnanisg VeriSign, 3acHoBana RSA Data Security Inc., 3a yuacTio komnanii Visa,
IBM, Netscape, Microsoft 1 Oracle.

Tpets Bepcist mpoTokosry SSL miaTpuMye Tpu pexuMu ayTeHTU(IKAIIII:

- B3aeMHa ayTeHTHU(IKAIlisl CTOPIH;

- OJJTHOCTOPOHHS ayTeHTU(iKalla cepBepa 0e3 ayTeHTU]iKalii KII€HTa;

- IOBHA aHOHIMHICTb.

[Ipu BUKOpUCTaHHI OCTAHHBOT'O BapiaHTy B3a€MOJI1F0Y1 CTOPOHH HE3aXUILEHI
BiJl aTak, NOB'S3aHUX 3 MIJAMIHOIO YYaCHUKIB B3a€MO/Ili, JaHOMY PEXHUMI
3a0e3MneuyeThCsl 3aXUCT 1H(OpPMAIIHHOTO OOMIHY 0€3 OyIb-IKUX TapaHTiil 1070
CIPABKHOCTI B3a€EMOJIIFOYMX CTOPIH.

VY pexumi 0IHOCTOPOHHKOI ayTeHTHU(ikalii cepBepa 06e3 ayTeHTUDIKaIi
KJIIEHTA Mpolieaypa BCTaHOBIEHHS SSL-cecii MiX KIIIEHTOM 1 CEpPBEPOM BKIIIOUAE
HACTYMHI KPOKH.

1. KiieHT nmocusae cepBepy 3alMT Ha BCTAHOBJICHHS 3aXUIIEHOTO 3'€THAHHS,
B IKOMY Ilepeae aesikl (opMalibHI MapaMeTpH LbOTo 3'€THAHHS:

- MOTOYHUH Yac 1 JaTy;

- BunaakoBy nociigoBHicTh (RAND CL);

- HaOlp MIATPUMYBAHUX KIIEHTOM aJITOPUTMIB CUMETPUYHOTrO MK (PpPyBaHHS 1
ITOPUTMIB OOYHUCIICHHS XeM-(yHKIIIT;

- HaOlp MIATPUMYBAHUX AJITOPUTMIB CTUCHEHHS 1 1H.

2. CepBep 00poOIIsie 3anUT BiJ KJI€HTA 1 Mepeae HoMy y3roJKeHUuM Haoip
napameTpiB:

- inentudikarop SSL-cecii;

- KOHKPETH1 KpunTorpagiddi airOpUTMHU 3 YUCIIA 3aIIPOIIOHOBAHUX KITIEHTOM



66

(SIKIIO0 3 SKOi-HEOyAb MPUYMHM 3alIPOIIOHOBAHI AJIFOPUTMM abo0 iX mapaMeTpu He
3aJI0BOJIbHSIIOTh BUMOTaM CEpBEPA, CECIsl 3aKPUBAETHCS);

- ceptudikar cepsepa, 3aBipeHH IIUPPOBUM MiMTUCOM IIEHTPY cepTudikaiii,

- BunaakoBy nociigoBHIcTs (RAND_ SERYV).

3. Kmient mnepeBipsie oTpumaHuii cepTudikar cepBepa 3a JIOMOMOTOIO
BIIKPUTOTO KJII0Ya LEHTPY cepTudikarii, sskuii iiomy Bimomuid. [Ipu HeraTuBHOMY
pe3yJbTaTi NEPEBIPKU CECIsl 3aKPUBAETHCS, a MPU TO3UTUBHOMY - KJIIEHT BUKOHYE
HACTYIIHI Jii:

- TreHepye BumaakoBy 48-OaliTHyro mnociifnoBHicTe Pre MasterSecret,
IpU3HAUYEHY JJIs TEHepallii 3arajJbHOr0 CEKpETHOro Maiictep-Kkitoda; mudpye
Pre MasterSecret mo BIIKpUTOMY KIIIOUy CEpBEpPA, OTPUMAHOrO B cepTU(IKATI
cepBepa, 1 MOCUJIA€ CEPBEPY;

- 3a JONOMOIOK Y3TrO/)KEHHMX XEII-aIrOpUTMIB (OpMYye 3arajbHHA
cexkpeTHul maiictep-kitou (MasterSecret), BAKOPUCTOBYIOUH B SIKOCTI IapaMeTpPiB
nocnifoBHicTh Pre MasterSecret, mocnaHy cepBepa BHIIaJKOBY IOCTIIOBHICTh
RAND CL 1 orpuMany BiJ HbOro BUnaakoBy nociigoBHicTe RAND SERYV;

- BUKOpHCTOBYyroun MasterSecret, o0umncmoe kpunrtorpadiyHi nmapameTpu
SSL-cecii: popmye 3araiabHi 3 CEpBEPOM CEAHCY CEKPETHI KITFOUi JJIsl CAMETPUYHOTO
muppyBaHHs 1 O0YMCIICHHS XelI-(PyHKIIIN;

- IEPEXOUThH B PEIKUM 3aXHUIIICHOT B3aEMOIII.

4. CepBep po3mudppoBye oTpuMaHy MNocaiaoBHICTL Pre MasterSecret 3a
CBOIM 3aKpUTOMY KJIIOUY 1 BAKOHYE Ha ii OCHOBI Ti 3K OMepallii, o 1 KIIEHT:

- 32 JOTMOMOIOI0 Y3TO/KEHHMX XEII-aIrOpUTMIB (GOpMye 3arajibHHM
cexkpeTHui maiictep-kitou (MasterSecret), BUKOPUCTOBYIOUM B SIKOCTI MapaMeTpiB
Pre MasterSecret, a TakoX TOCIaHy KIIE€HTY BHUIAQJAKOBY IOCHTIIOBHICTh
RAND_ SERV i orpumany Bia HbOro BUMaaAKoBy nociiioBHicTe RAND CL;

- BUKOpHUCTOBYIouM MasterSecret, oOumncmioe kpunrtorpadiyHi napameTpu
SSL-cecii: hopmye 3arajibHi 3 KJIIIEHTOM CEaHCY CEKPETHI KITFOYi JIsl CHMETPUIHOTO
mrpyBaHHs 1 O0YUCIICHHS XelI-(pYyHKIIIN;

- IEPEXOIUThH B PEIKUM 3aXHUIIICHOT B3aEMOIII.
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Tak sx npu dopmyBaHHi mapameTpiB SSL-cecii 1 KII€HT, 1 cepBep
KOPUCTYBJIUCS OJHUMH 1 THUMHM 3K BHUXIJHUMH JaHUMH  (Y3TODKEHUMU
aITOpUTMAaMH,  CIUIBHOI  cekpeTHoi  mochiioBHICTE  Pre MasterSecret 1
BunaakoBumu nociigoBHocTsMu RAND CL 1 RAND SERYV), To oueBuaHo 1110 B
pe3yNbTaTi ONMMCAHUX BUIIE /11 BOHH BUPOOUIIM OJHAKOBI CEaHCY CEKPETH1 KIIIOYi .
Jlis mepeBipku 1A€HTUYHOCTI mapameTpiB SSL-cecii KIIi€HT 1 cepBep MOCHIAIOThH
OJIUH OJTHOMY TECTOBI MOBIJIOMJICHHS, 3MICT SIKMX B1JIOMO KOKHOI 31 CTOPIiH:

- KJTEHT (OpMy€E MOBIIOMIICHHS 3 BIIACHUX TIOCWJIOK Ha aJpecy cepBepa Ha
Kpoli 1 1 MOCHIIOK, OTpMMaHHUX BIJ CepBepa Ha KpOIl 2, BHOCSYM EJIEMEHT
BUIIQJIKOBOCTI y BUTJISAII TTOCTiAOBHOCTI MasterSecret, yHIKaIbHOIO JIJIs1 JaHOT cecii;
dopmye kon s mepeBipku I1uticHocTi  noBigomiieHHa (MAC), mmdpye
MOBIJIOMJICHHS 32 3aTaJIbHUM CEaHCOBOMY CEKPETHOIO KJTI0Ua 1 BiJIIIPABIISIE CEPBEPY;

- cepBep, B CBOIO 4epry, (opMmye MOBIJIOMJICHHSI 3 BJIACHUX IOCUJIOK Ha
aZpecy KIl€HTa Ha KpoIll 2, MOCWIOK, OTpUMaHUX BiJl Kil€HTa Ha Kpomi 1, i
nocaigoBHOCTI MasterSecret; popmye Ko IS EPEBIPKHU IITICHOCTI TTOB1TOMJICHHS
(MAC), unpye moBIIOMICHHS Ha 3aralbHOMY CEaHCOBOMY CEKPETHOMY KJIHOUl 1
BIJINIPABIISiE KIIEHTY;

- B pa3i yCHIIIHOI po3M(POBKU 1 NEPEBIPKU LUTICHOCTI KOXKHOI 31 CTOpIH
OTPUMaHUX TECTOBUX TOBIIOMJIEHb, SSL-cecisi BBaKaeThCsd BCTAHOBJICHOI 1
CTOPOHH TMEPEXOAATh B MITATHUA PEKUM 3aXHUIIICHOT B3aEMOIII.

B mnponeci 3axuineHoi B3aeMOJli 3 BCTAHOBJIEHUMHU KpUNTOTpa(iuHUMH
napameTpamu SSL-cecii BUKOHYIOThCSI HACTYIIHI JIii:

- KOXKHa CTOpOHa TpHW mnepenadi moBimomiieHHsS (opmye MAC-xox s
NOJAJIBIIOI MEPEBIPKU LLJIICHOCTI MOBIIOMJIEHHS 1 MOTIM 3au(poOBY€E BUXITHE
oBiIoMJIeHHS pa3oM 3 MAC-koioM;

- KOXHa CTOpPOHA MpH MPUHOMI TOBIIOMJIEHHS PpO3MUQPPOBYE HOro i
nepeBipsie Ha HUTICHICTh (00uuctoeThest notouHuiit MAC-kop 1 3BipsieThest 3 MAC-
KOJIOM TIEPEBIPKH IIUTICHOCTI, OTPUMAHUM pPa30oM 3 TOBIJOMIIEHHSM); B pasi
BUSIBJIICHHS OPYILIEHHS L1JIICHOCTI OBIOMIIEHHS, SSL-cecisi 3aKpUBaEThCS.

HesBaxatoun Ha Te, mo mnporokon SSL miaATpUMY€ETbCS MPOTPAMHUM
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3a0€3IeUeHHsIM CepBEPIB 1 KIIEHTIB, II0 BUIYCKAIOTHCS MPOBIAHUMU 3aX1THUMU
KOMIMAaHISIMHM, B HaIlllid KpaiHi € 0OCTaBUHHM, IO MEPEHIKOHKAIOTh MOIIUPECHHIO
JTAHOTO TIPOTOKOJY 1 MPUUHATTS MOTO B SIKOCTI 6a30BOTrO Ui pealizaiii mporpam,
10 BUMAararTh 3aXUIIEHOT0 1HGOPMAIIIHOTO B3aEMO/I11 CTOPIH-YYACHHUIIb.
[IpakT4HO BCi ICHYIOYI OPOAYKTH, IO MIATPUMYIOTH NpoTokon SSL,
peainizoBani B CIIIA 1 uepe3 ekcriopTHI 00MeXeHHS JOCTYMHI TUIbKU B yCIYEHOMY
BapiaHTi (3 JOBXKUHOIO CeaHCOBOTO Kito4a 40 01T /ISl airOPUTMIB CUMETPHUYIHOTO
nmmdpyBanHs 1 512 6it nns anroputmy RSA, BukopucTOBYBaHOTO Ha erarii

BCcTaHOBJEHHSI SSL-cecii), 1110 Ha CHOTOAHINIHIN JI€Hb SIBHO HEJIOCTATHBO.

3.3 Peasizanist 3axuieHoro nocrymy Ha ocaoBi Open VPN

st mpukiany, o0'€nHaeMO B OJIHY Mepexy odic, CKiaa 1 cepBepa y
npoBaiaepa. i nporo moTpioHO MoOyyBaTH 3aXMINECHI KaHAIW - TyHENl TUIbKU
MDK MapHIpyTH3aTOpaMH, TaK SK HEMae HEOOXIAHOCTI MIIKIIOYAaTH KOMXKEH
KOMIT'FOTEp OKPEMO.

Otxe: € 3 mapmpytusartopa mijg ynpaiaiHHsIM OC CentOs. Ilepexunanns
nakeTiB 3 [HTepHeTY B Mepexy 1 Ha3aj 3[IHCHIOETHCS 3a JOMOMOTOI0 TEXHOJOTIT
NAT 1 npaBun iptables.

Jlamo 117151 3py4HOCTI MaplIpyTH3aTOPIB IMEHA!

B odici: Office;

Ha cximani: Sklad;

Konoxkaris (cepepa y nposaiinepa): Colo;

Marasun Nel: magl
e Marasun No2: mag?2

MepexeBi HalmamTyBaHHS MapIIPyTU3ATOPIB:

Office:
Mepexa iHTepdeiic Ip anpeca Macka o3
[aTepueT eth2 | 213.182.175.230 | 255.255.255.252 | 213.182.175.229
JlokanbHa ethl | 192.168.53.250 |255.255.255.0 -
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Sklad:
Mepexa isTepdeiic Ip ampeca Macka o3
[aTepHeT eth2 | 79.142.87.206 255.255.255.252 | 79.142.87.211
JOKaJIbHA ethl | 192.168.0.1 255.255.255.0 -
Colo:
Mepexa iHTepdeiic | Ip ampeca Macka o3
[aTepHeT eth2 195.2.240.68 255.255.255.252 | 195.2.240.60
nokanpHa | ethl 172.16.100.8 255.255.255.0 -

HanawmtyBanus hardware mapuipyTu3aTopiB B Mara3pHax He IpaloTh poJll,
TOMY IX IPOITYCTUMO.

[IprcTynumo 10 BCTAaHOBIJIEHHS Ta HAJAIITYBaHHS.

CentOS(Community ENTerprise Operating System) - nuctpudytus Linux,
3acHoBaHMii Ha KomepiiiitHomy Red Hat Enterprise Linux xommnanii Red Hat 1
cymicHuii 3 HUM. CentOS BHKOpPHCTOBYe mporpamy yum JJisl CKadyBaHHS 1
YCTAaHOBKH OHOBJIEHB 3 PENO3UTOPIiB. Bea poboTa 1o HamamTyBaHHIO 1 YCTaHOBIII
BUpPOOJIsiEThCA  BimjaieHo,  BukopuctoBytoun  OpenSSH  cepBep  Ha
MaplIpyTHU3aTOpax 1 KIEHT putty.

Hanamryemo mepmum mapmpytuszatop Colo. Ielr mapuipytuzatop Oyje
Buctynatu B poii OpenVPN cepsepa.

[Taker OpenVPN He [OOCTynHMII B CTaHJAPTHOMY pEIO3UTOPi, TOMY
HAKII0Ya€MO J101aTKOBUN perno3utop rpmforge:

colo> rpm -Uhv

0.3.6-1.el5.rf.x86_64.rpm

I1s koMaH/a 3aBaHTAXKy€e rpm MaKeT CXOBUIIA Ta BCTAHOBIIIOE HOTO.

Tenep nHam craB noctynuuii naketr OpenVPN, BcTaHOBIIOEMO HOTO:

colo> yum install openvpn

OpenVPN  BcranoBnenuit. Jlam moTpiOHO 3TreHEepyBaTH KOPEHEBUU
ceprudikar cepBepa, cepTudikaTy Ta KUl KIE€HTIB, cepTU(DIKAT 1 KIIt0U cepBepa,
tls xirou.

Jlist uporo nepexouMo B KoHpirypartiiiinuii katanor OpenVPN i cTBoproeMo
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KaTaJior IiJ] Hallll MaiOyTHI KJTFOY1 1 KaTayor i KoH(Iirypariiai ¢aiim KIieHTIB:
colo> cd / etc / openvpn
colo> mkdir keys
colo> mkdir ccd
3aBaHTa)XyeMO 3MIHHI JUIsl TeHepalii KII04YiB B HaM'siTh 1 MOYUHAEMO
reHepyBaTH cepTH(IKaT aBTOPU3ALIii:
colo> ./ vars
colo> ./ build-ca
Generating a 1 024 bit RSA private key
..................... 4ttt
..
writing new private key to 'ca.key'
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ., The field will be left blank.
# Kpaina
Country Name (2 letter code) [US]: UA
# IpoBiHIIis
State or Province Name (full name) [CA]: SPB
# Micto
Locality Name (eg, city) [SanFrancisco]: SPB
# Ha3zpa dipmu
Oganization Name (eg, company) [Fort-Funston]: server
# BinaiuieHss gipMu

Organizational Unit Name (eg, section) []: server
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# Im's cepBepa OpenVPN

Common Name (eg, your name or your server's hostname) [Fort-Funston
CA]: server

Name []: server

Email Address [me@myhost.mydomain]:

CtBoproemo ceprudikar X.509 mys cepsepa:

colo> ./build-key-server server

# Kpaina

Country Name (2 letter code) [US]: UA

# IpoBiHIIis

State or Province Name (full name) [CA]: SPB

# Micto

Locality Name (eg, city) [SanFrancisco]: SPB

# HasBa komnanii

Organization Name (eg, company) [X]: server

# BigauieHHST KOMITaH11

Organizational Unit Name (eg, section) []: server

# Im's cepBepa OpenVPN

Common Name (eg, your name or your server's hostname) []: server
# IlomToBa aapeca

Email Address [root @ localhost]:

Please enter the following 'extra' attributes

to be sent with your certificate request

# Ilaposb

A challenge password []: 123456789

# Ha3zpa oprani3aii

An optional company name []: server

Jlam mocrane mUTaHHs PO MiMKUCYBaHHI cepTudikaTa, moroKyeEMOCs.
CrBoproeMo kJirou Jiist office:

colo> ./build-key-server office
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Generating a 1 024 bit RSA private key

o

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ., The field will be left blank.

Country Name (2 letter code) [US]: UA

State or Province Name (full name) [CA]: SPB

Locality Name (eg, city) [SanFrancisco]: SPB

Organization Name (eg, company) [server]: company

Organizational Unit Name (eg, section) []: office

Common Name (eg, your name or your server's hostname) []: office

Email Address [root @ localhost]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []: 123456789

An optional company name []: office

Takum xe crnocoOoM, CTBOPIOEMO KJTFOU1 JIJISl CKJIAY 1 JBOX MarasuHiB.

CrBoproemo kimtod i di Xenpman 1151 0OMiHY KITFOYaMH 110 HE3aXUIIEHOMY
KaHajy:

colo> ./build-dh

CrtBOproemo Ko Ji1s tls-ayTenTudikarii:

colo> openvpn --genkey --secret keys / ta.key

[Ticas BCiX UMX MaHIMyJISILIN B KaTano31 keys / 3'aBistoThest Taki (aitnu:
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ca.crt - ['onosuwmiit CA ceptudikar, nei (aiiia noTpibeH 1 KIEHTY 1 cepBepy;
dh1024.pem - kmrou Jidpdi Xenpman, et ¢aitn noTpiOeH TIIBKU CEPBEPY;
server.crt - Ceprudikat cepsepa, MoTpiOEH TUTLKH CEPBEPY;

server.key - Kitrou cepBepa, moTpiOeH TiJIbKU cepBepa (CeKpeTHHM daiin);

office.crt, sklad.crt, magl.crt, mag2.crt - CepTudikaTi KI€HTIB, MOTPiOH1

TUILKH BIJITOBITHUM KJI1€HTAM;

office.key, sklad.key, magl key, mag2.key - Kiroui kimieHTiB, moTpiOHi

TITBKH BIATIOBIIHUM KJIIEHTaM (CEKpeTHI (aitm);

o takey - TLS-kitou, moTpiOeH 1 KJIi€HTaM 1 cepBepa.

Otxe, Ha cepBepl 3anumaroTbes ¢aimm ca.crt, dh1024.pem, server.crt,

server.key, takey, a kmientam BiggatoTrbes ca.crt, dh1024.pem 1 ix kol 3

cepTU]iKaTamH.

Ha upomy omeparii 3 reHepami€o KIO4YiB 1 cepTU]ikaTiB 3aKiHYEHI,

NepeXoAMMO /10 HaJalllTyBaHHs cepBepa 1 KinieHTiB. CTBOPIOEMO KOHDIrypamiitHui

daiin server.conf HACTYITHOTO BMICTY:

# IlopT Ha sIKOMY TIpaIltO€ CEpBEP

port 5000

# IIpotokoi udp

proto udp

# BUKOpUCTOBYBaHUM TUI MPUCTPOIO 1 HOMEP

dev tun0

# Bkazyemo ¢aitn CA

ca /etc/openvpn/keys/ca.crt

# Bkaszyemo (aitnn 3 ceptudikaTom ceppepa

cert /etc/openvpn/keys/server.crt

# Bkazyemo (haiin 3 KiiroueM cepBepa

key /ustr/local/etc/openvpn/keys/server.key

# Bkazyemo ¢aitn Hibdi Xenpman
dh /usr/local/etc/openvpn/keys/dh1024.pem
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# 3amaemo IP-azpeca cepBepa 1 MacKy MiaMepeKi BIPTYaJIbHOI MEpexi
server 10.10.200.0 255.255.255.0

# 3amaeMo MapIIpyTH, SKi MEpeaaEMO KITIEHTaM, 1 MacKy IMiIMepexi s
TOTO, 11100 BoHM Oaumiu Mepexy 3a OpenVPN cepepom

# Colo

push "route 172.16.100.0 255.255.255.0"

# Office

push "route 192.168.53.0 255.255.255.0"

# Sklad

push "route 192.168.0.0 255.255.255.0"

# Bkaszyemo, e 30epiratothes (aitnu 3 HacTpoiikamu [P-aapec kiie€HTIB
client-config-dir ccd

# JlogaeMo MapuipyTH CepBep-KII1EHT

route 10.10.200.0 255.255.255.0

# Office

route 192.168.53.0 255.255.255.0

# Sklad

route 192.168.0.0 255.255.255.0

# Jlo3BoJisie 6aunUTH KIIIEHTaM OAWH OJHOTO (1O BipTyanbHuM IP) o
3aMOBUYYBaHHSIM KJIIEHTH 0ayaTh TUIBKU CEPBEP

client-to-client

# Brurouaemo TLS ayridikaiiiro

tls-server

# Bkazyemo tls-kimtou

tls-auth keys / ta.key 0

# TaliMayT 1O pEKOHEKTY

tls-timeout 120

# Bubupaemo aaropuTM XeuryBaHHS

auth MD5

# Brirrouaemo mudpariiio makeTiB
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cipher BF-CBC

# IlepeBipsieMO aKTHUBHICTD MiAKIIOYEHHS KOKHI 10 CeKyH/I, SIKIIO B

[Ipotsrom 120 cex. HeMae BIAMOBII, TIAKIIOUEHHS 3aKPHUBAETHCS

keepalive 10 120

# CtucHeHHA Tpadiky

comp-1zo

# Bin sikoro kopuctyBaya 1 rpynu 0ynae npaigoBatu OpenVPN

user nobody

group nobody

# Uu He nepeuntyBaTH Kitoul micis orpuManng SIGUSR1 abo ping-restart

persist-key

# Tpumaru 1 nepeBigkpuBatu TUN \ TAP npuctpiit, micis

orpumanHsa SIGUSRI abo ping-restart

persist-tun

# JlorripyBaHHs

status /var/log/openvpn/openvpn-status.log

log /var/log/openvpn/openvpn.log

# PiBeHb 1H(pOpMaLIi 715 HAIaroaKeHHs

verb 3

CtBOproemo (haiinu 3 HaCTpONUKaMHM JJIsl KJIIEHTIB. Y KaTtajo3si / etc / openvpn
/ ccd Ha cepBepi cTBoproemo (aitn office, sklad, magl, mag2 (im's daiiny - iM'st sIKiit
BUJIaHO CepTU(]IKAT) TAKOTO 3MICTY:

office

ifconfig-push 10.10.200.2 10.10.200.1

iroute 192.168.53.0 255.255.255.0

sklad

ifconfig-push 10.10.200.3 10.10.200.1

iroute 192.168.53.0 255.255.255.0

magl

ifconfig-push 10.10.200.4 10.10.200.1
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mag?2

ifconfig-push 10.10.200.5 10.10.200.1

[{umu HamamTyBaHHSAMHU BHIATU KJIIEHTaM 3 BIIMOBITHUMHU cepTUdIKaTaMU
BipTyaneHi 1p aapecu, nuto3 10.10.200.1 1 3aganu mapmpyT yepe3 TyHEIb J0
Mepexi 3a KiieHTamu. JJi Mara3uHiB MapuIpyT HE 3a/1aHO, TaK SK B HAIy 3aJady
HE BXOJIUTH MMIIKIIOUYCHHS [IUX MEPEK.

Ha npomy HanamTyBaHHS cepBepa 3aKiHUy€eThCs, 3amyckaeMo OpenVPN:

colo>service openvpn start

S0 Bce mpaBWIIbHO, TO MOBUHHO 3'SBUTHUCS BIpTyalibHE tun MpUCTPiil:

colo>ifconfig tun0

tun0 Link encap: UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-

00-00-00-00

inet addr: 10.10.200.1 PtP: 10.10.200.2 Mask: 255.255.255.255

UP POINTOPOINT RUNNING NOARP MULTICAST MTU 1500

Metric: 1

RX packets: 9 errors: 0 dropped: 0 overruns: 0 frame: 0

TX packets: 24 errors: 0 dropped: 0 overruns: O carrier: 0

collisions: 0 txqueuelen: 100

Akio npucTpii He 3'IBUIIOCS, 3HAUYUTH € TMOMWIJIKM B KOH(ITypamiiHuX
daiinax. luBuUMOCs JIOT 1 yCyBaEMO TOMIJIKY, JJajli 3HOBY CTapTy€EMO.

[lepexoguMo A0 HanamTyBaHHS KIIEHTIB. Bcl KoHdirypauiiini Qaitiu
OJIHAKOBl, TOMY pO3TJIsiTHEMO OoauH 3 HuX. Ha mapmpyrtuzaropax office i sklad
BcraHoBmroeMo Open VPN, tak camo 5K 1 11 cepBepa.

CtBopuMo KoHIrypauiiauii ¢aiin client.conf:

dev tun

proto udp

remote 195.2.240.68 # (peanbHuii ip cepBepa)

port 5000

client

resolv-retry infinite
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ca keys / ca.crt

cert keys / client.crt

key keys / client.key

tls-client

tls-auth keys / ta.key 1

auth MD5

cipher BF-CBC

ns-cert-type server

comp-1zo

persist-key

persist-tun

# JlomaBaHHs MapIIpyTy 10 Mepexi 3a ceppepoM. Lleii psaiok He moTpiOHa Jist

KOH(UT. (aiisiiB Mara3uHiB

up /etc/openvpn_up.sh

status /var/log/openvpn/openvpn-status.log

log /var/log/openvpn/openvpn.log

verb 3

CtBopuMO ckpunT openvpn up.sh s aBTOMaTHYHOTO JOAaBaHHS
MapIIpyTy:

#!/ Bin/ sh

/ Sbin / route add -net 172.16.100.0 netmask 255.255.255.0 gw 10.10.200.1

tun0

Ha npomy namamtyBanHss OpenVPN 3akindyena. Komiroemo mi daitnu Ha
office 1 sklad. Jlami 3amyckaemo OpenVPN. fkio He 3amycTUBCS, AMBUMOCS JIOTH.

Ane Ha oMY 1€ HE Bce. Terep HaM Tpeba BKIIOYUTH TPAHCIAIIIO ajpec
(NAT) u1o0 nakeT# Biji KJIIEHTChKOI MAILIMHU, TIOTPAIUISIIOYM HA CEPBEP MOTJIH MITH
B [HTepHET 1 BIAMOBITHO OBEPTAIMCS HA3a:

colo> iptables -t nat -A POSTROUTING -s 10.10.200.0/24 -o eth1 -

] MASQUERADE

Tenep 3 mepexi «OayaTh» OIMH OMHOTO. HamamTyeMo MiIKIIOUYEHHS 3
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MarasuHiB 70 cepBepiB. Ha komm'toTepax B MarasmHax, BapTo orepalliiiHa cucreMa
Windows XP. bepemo 3 odiuiiiHoro caity auctpudytuB OpenVPN i1
BCTaHOBIIIOEMO. [IOTIM B yCcTaHOBIIEHOMY KaTano3i B manky config kiageMo Harri
KJIFo4i1 1 KoHirypariiauit daiin magl. [Ticas poro Mo)KHa 3amycKaTH.

Ha wupomy erami HajmamTyBaHHS —3aBeplieHi. Mawoud  3aXuIIeHy
KOPIOPAaTUBHY MEPEeXKY, MOXHA TIIKITI0UaTUC Oe3mocepeHho 0 CepBEpiB.
[lepeBipuTtu mudpaiio MoxxkHa, IPOCIyXaBld Tpadik Ha OJHOMY 3 POYTEpIB
komanaorw TCPDUMP.

[Ipuknasn BuBeneHHs HemuppoBaHUX TpadiKy:

18: 27: 15.752295 1P cl230-175-182-213.cl.metrocom.ru.40887>

195.2.240.68.ssh:. 2826496: 2827944 (1448) ack 1009 win 10080

<Nop, nop, timestamp 2791385847 256970382>

18: 27: 15.752347 IP 195.2.240.68.ssh> cl1230-175-182-

213.cl.metrocom.ru.40887:. ack 2783056 win 65535 <nop, nop, timestamp

256970382 2791385774, nop, nop, sack 1 {2785952: 2827944 }>

18: 27: 15.755042 IP ¢cI230-175-182-213.cl.metrocom.ru.40887>

195.2.240.68.ssh: 2827944: 2829392 (1448) ack 1009 win 10080

<Nop, nop, timestamp 2791385850 256970382>

18: 27: 15.755096 IP 195.2.240.68.ssh> cl1230-175-182-

213.cl.metrocom.ru.40887:. ack 2783056 win 65535 <nop, nop, timestamp

256970382 2791385774, nop, nop, sack 1 {2785952: 2829392}>

[Tpuknaz 3ammppoBaHoro:

18: 24: 18.247960 IP 195.2.240.68.sieve> cl230-175-182-

213.cl.metrocom.ru.sieve: UDP, length 113

18: 24: 18.248040 IP 195.2.240.68.sieve> cl230-175-182-

213.cl.metrocom.ru.sieve: UDP, length 113

18: 24: 18.250915 IP cl230-175-182-213.cl.metrocom.ru.sieve>

195.2.240.68.sieve: UDP, length trcsiaa woTupecra copok-oaHa

18:24: 18.251291 1P 195.2.240.68.sieve> ¢l1230-175-182-

213.cl.metrocom.ru.sieve: UDP, length 113
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3.4 OuiHka NPOAYKTUBHOCTI mix Yac Bukopuctaniss Open VPN

Ha puc. 3.2 npencrasneni rpadiku 3Ha4eHb RTT. 3 HUX BUAHO, 110 PI3HUILA
MK kaHaioMm 6e3 VPN i kanamowm 3 BukopuctanHsMm VPN, He € cyTTeBoro. Takox

BKIIIOUCHHA OHHﬁ CTHCHCHH: HC BIIJIMBA€ Ha 49acC Bi,HFYKy.

3HA4YeHHA RTT

2,500

2.000 ——//"/‘—_ — /S
N
1,500 {gm-t=tu—y e ﬁAvmw —— =% | —+—Bea VPN
2 AES-256-CBC
1,000 —w— Crucuemes Tpadixy
0.500
0,000 — T T — T T
1 5 9 13 17 21 25
HNe pocminy

Pucynok 3.2 I'paciku 3Hauenp RTT

Ha puc. 3.3 npencrasiieni rpadikyd IpomyCcKHOT 3JaTHOCTI KaHaly, 3 SIKUX
MO>KHA 3pOOUTH HACTYITHI BUCHOBKHU:

e [Ipu BukopucranHi cTBOpeHOro kaHamy VPN 3 mrdpyBanHaMm 3a
nonomororo kiaoua AES-256-CBC Btpata B npoayktuBHocTi 0,5 MOIT / cek, 110
ckaano 5,1% Bix kanany 6e3 Bukopuctanus VPN;

o [Ipu BKIIOYEHHI CTUCHEHHS IUpoBaHOTO TpadiKy CIOCTEpiraeMo
pUpICcT WBUIAKOCTI B 3 MOIT / cek, mo cknano 32.9%.

Ha puc. 3.4 npencrasneni rpadiku 3aBantaxxenns {11 Ha mapmpytuzaTopax
npu BukopuctaHHi OpenVPN c¢ mmdpanueit Tpadiky, npu BKIOYEHOMY 1
BUMKHEHOMY CTHUCHEHHI.

3a cepemHIM 3HAYCHHSAM 3aBaHTaXCHHs, SK 1 HaJeXallo, HAWBHUIIE
HABAHTAKEHHA Jae mudpaiis Tpadiky 3 BUKOPUCTAHHSAM CTUCHEHHS - 14.992%.

['pynTyrouncs Ha oTpuMaHuX Tpadikax, 3p0OUMO OIIHKY MPOTyKTUBHOCTI
kaHaiiB VPN, nobynoBanux 3a pornomoror OpenVPN.

1. Kpurepiii «3aBantaxkenns L{I1» npu oTpumMaHuX 3HAUEHHAX € HECYTTEBUM,
OCKIJIbKHU 11€ MApPIIPYTU3aTOP 1 1HIIIMX MPOIIECIB BUMAraHHS BEJIMKOTO CIIOKHBAHHS

LIIT Hemac;
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2. Kpurepiii «RTT» Takox € HECyTTEBUM, OCKIJILKHU PI13HUILS BIJ] YacCy BIATYKY
npu gociijgax 6e3 VPN BusiBunacs Haiimenie Ha 0,5 mc;

3. Ha rpadikax mpomyckHOT 31aTHOCTI KaHaJIiB MOKHA CIIOCTEPITaTH Ma IIHHS
IIBUJIKOCTI TIpu BUKOpHucTaHH1 komTiB VPN Ha 0,5 MO6iT / cek B cepennboMmy. B
JTAHWW 4Yac 1€ HE € CYTTEBUM, TakK sK [HTEpHET-IpOBaiepU HAJAIOTh CBOI IIOCIYTH
Ha BEJIMKUX IIBUAKOCTSX, JIe TaKe MaiHHA He Oy/1e TPaTH BEJIIUKOI POJIL.

[Ipy BuKOpHUCTAHHI CTHUCHEHHS TpadiKy BHIHO TMOMITHUH TMPHUPICT 10
IPOMYCKHOI 3/1aTHOCTI KaHalmy, Ha 3 MOIT / cek. 3BUYaHO MpPU I[LOMY CHIIBHO

3pOCTac 3aBaHTAXKCHHS HA HH, aJIC AK TOBOPHIIOCA paHime, IIC HC I'pa€ BEJIMKO1 pOJIi.

MIPOIYCKHA 30aTHICTh KaHAITY
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Pucynox 3.4 I'padiku 3aBantaxkenns 111
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CTBOpIOIOUM 3aXMILIEHY KOPIOPATUBHY MEpPEkKYy Ha OCHOBI TEXHOJOTIi
OpenVPN, oTpumyeMo OAHY 3arajibHy MEpexXy Ha Kuibka o(iciB 3 mudparliiero
nepelaHuX JaHuX 1 3pOCTAaHHSAM IIBUJIKOCTI 3a PAaXyHOK CTHCHEHHS Tpadiky.
Texnonorigs OpenVPN noBHICTIO BUIpaBIoBYe cede. 3 MiHYCIB BUAUISIETCS JIesiKa
CKJIQIHICTh  HAcTpoiiku 1 crTBOopeHHs VPN  wmepexi. 3  mmociB -
KpOCCIUTaT(POPMEHHOCT.

3acobu opranizaiiii VPN, po3pobieni Microsoft, 103BoJISIFOTh TIKIIOYaTH
no cepsepiB Ha 0a3t Windows NT Tak 3BaHi mpu3HayeHi s KOPUCTyBaua
npouecopu (front-end processor, IIII), mo ympaBiasitoTh AOCTYNOM KIIIEHTIB B
MEpEXKy JTaHOTO cepBepa. 3acTOCYBaHHsS TAaKMX IOCEPEAHHKIB Ja€ MOXIIMBICTD
BCTAHOBJIIOBAaTH TYHEJIbHI MIJKIIOYEHHS HaBITh TUM KJIIE€HTaM, SIKi HE OCHAaIEHI
3acobamu VPN. KopuctyBau Moxe 1 HE 3HATH, MIAKIIOYMBCSA BIH JO cepBepa
oe3nocepeiHbo, a00 uepes 111, sskuil cTBOPUB AJIsI HBOTO TYHEIb. 3aBASKHA LOMY B
VPN Microsoft 3a6e3mneuyeThes «po30puii» 10cTyn 10 kiieHtiB PPP, mo no3Bossie
iM mpairoBatu B cepenoBuiiax Unix, Win 16, MS-DOS®, a Takox B3a€MOIISITH 3
KkiieHTamu Macintosh 1 iHImmmu.

[Tpu3HaueHuit 711 KOpUCTyBaya MPOLECOpP HE MA€ JOCTYIy A0 JaHUX, IO
LHUPKYJIIOIOTh MK KJIIEHTOM 1 CEpBEPOM, TOMY HOT0 LILJIKOM MOXHA PO3MICTUTH Ha
cailTi mnocravanbHuka mnocayr Iarepuery. Tyt IIII BuKOHyBaTMMe pOJIb
O€3CTOPOHHBOTO PETyJIOBaJbHUKA, SKOIO AaHITPOXM HE CTOCYETHbCS BMICT
IPOXOJUTh 4Yepe3 HbOro iHpopmariii. 3 TOUYKKM 30py O€3MEeKH I O3HAYae, IIO0
KOMITaHist 30epirae MOBHUIM KOHTPOJIb 32 JIOCTYTIOM B MEPEXKY, Ta i Oe3MeKy ii Janux
aHITPOXM HE cTpaxkaae. Taka cxema Jyke 3pydyHa JUisl TUX KOMIIaHId, sIKl TOTOBI
nepeiaTi yOpaBiIiHHS BIJJAJICHUM JOCTYIIOM Yepe3 KOMYTOBaHI KaHAJIU B PYKH
CTOPOHHIX IMOCTaYaJdbHUKIB MOCIYT, aje MpH LbOMY XOUyTh 3a0€3MEeUUTH MOBHY
0e3mnexy cBo€i iHpopMmariii.

JI1st HaiiHOTO 3aXUCTy JaHUX HEOOX1AHO 0OMEXYyBaTH JIOCTYI JI0 CepBepa,
a He 0 MPHU3HAYCHOIO JJIi KOpPHCTyBada IpoLecopy. 3 II€EI0 METOK MepeBipKa
ayTeHTU(]iKallli BCIX KOPUCTYBaYlB, KI HaMaraloThCs MiAKIIOYUTHUCS J0 CEepBepa,

npoBoauThC Ha camomy cepBepl. Dynkiii [III oOMmexyroThes TEpeBIpKOIO
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i1eHTu(ikaTopa KOpUCTyBaya 1 CTBOPEHHSIM TYHENIO 10 cepBepa. Sk Mu 6auyumo,
el MOCepeHUK 1 TYT Tpa€ TacWBHY pOJib, HITPOXH HE 3HUKYIOUM OE3MeKH

3'eTHAHHS.
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4. EPTHOHOMIKA IHOOPMAIIIMHUX TEXHOJIOI'TH

4.1 Po3paxyHok 4acy eBaKyaiil JioJei Npu MoxKexi B NpuMilleHHi

[TinmpueMcTBO € OJTHOMOBEPXOBOIO OYiBJICIO, 110 BioOpakeHa Ha puc. 4.1
po3mipamu 10 M. Ha 20M.; KUTBKICTh poOOYHX KIMHAT 8; KIJIBKICTh Tpalodux 13;
KUTBKICTh BUXOIB 1.

JJist po3paxyHKy 3arajibHOro 4acy eBakyallli He0OX1IHO pO3paxyBaTH yac Ha
KOXKHIM TUISHIN pyXy JII0JeH, MOYMHAI0UHU B1J MAKCUMAJIBHO B11aJI€HOT TOYKH.

Pyx nmrozeit mija yac mpoiiecy eBakyarlii € BUMYIIEHUM, TOOTO OB’ sI3aHUM 13
HEOOXITHICTIO TOKUHYTH TMPUMIIIEHHS 4Y¥ OYyIiBJIIO 4Yepe3 BUHUKIY HEOE3MeKy.
Bumymenuit pyx mroneid Mae cBoi crerudiuHi 0coOJUBOCTI, BXKE€ Ha MOYATKOBIN
CTajli, JIIOJAMHI TIOrPOXKye HeOe3nmeka B pe3ysbTaTi TOro, MO0 TMOXKexa
CYNPOBO/KYETHCS BHJUICHHSM TEIUIOTH, TPOAYKTIB TOBHOTO W HEMOBHOTO
3rOpaHHs, TOKCUYHUX PEYOBHH, OOBAJIEHHS KOHCTPYKIIM, IO TaK YW I1HAKIIE
MOTPOKYE JIFOIUHI. 3 IIbOTO CI1iJT 3pOOUTH BUCHOBOK, IO TIPH IJIaHYyBaHH1 OY/TiBIII 1
YCTPOi MPUMILIEHb B HUX HEOOX1AHO MPUMHATH 3aX0AH, 00 MPOIIeC eBaKyalli Mir
3aKIHYUTHUCS O€3MEeYHO 1 B HEOOX1THUI Yac.

Jlpyra 0ocoOJIUBICTh MOJSATa€E y TOMY, LIO B CHUJy TOTPOXYHOYOI JIFOAUHI
HeOe3MeKH PyX IHCTUHKTUBHO MOYMHAETHCSI OJTHOYACHO B OJIMH 1 TOM K€ HAIpsiM —
y CTOPOHY BUXO/IB. Lle mpu3BoAUTH 10 TOTO, 10 MPOXOIU MIBUAKO 3aITOBHIOIOTHCS
JIOJIBMU MPU BU3HAYEHIN MIIIBHOCTI MOTOKIB. [3 301/IbIIIEHHSIM HI1IJIHOCTI MOTOKIB
MIBUKICTh PYXY 3MEHIIIYETHCS, 1[0 CTBOPIOE TIEBHHUI BUZHAYCHHM PUTM pyXy. B 11i#i
CUTYaIIi1 3’ IBJISIETHCS TTOTPO3a YTBOPEHHS 3aTOPY, 1 Ty’KE BaXKKO 3am00IrTH 1.

[Toxa3zHukoM e(eKTUBHOCTI MPOIeCYy BUMYLIEHOI eBaKyallii € 4yac, Ha IpoTs31
SIKOTO JTFOJIM MOKYTbh MPU HEOOX1THOCTI MOKMHYTH OKPEeMi IPUMIIICHHS 1 Oy TiBITIO
B 1iyioMy. be3nedHicTe, JOCATHYTa TOM1, KOJM 1€l Yyac MEHIINHN, HIK TPUBATICTh
noxexi. KopoTkoyacHiCTh MpolieCy €Bakyaillii MOBUHHA JOCSITAaTHCS HE TUIbKU
KOHCTPYKTHUBHO-IJIAHYBAJIbHUMU PILIICHHSIMHU, Ha SIK1 3BepTaIM yBary paHiiie, ane u
OpraHi3aliiHUMU PIICHHSIMH.

[Ipomec eBakyarrii Jroeii MOKHA TTOAUIUTHA HA TPH €TAIH :
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» pyX Jojed Big HaWOUIBIN BiggaleHOl TOYKHM NPHUMIIICHHS [0
€BaKyallliHUX BUXO/IIB;
» pyX JItoJiel BiJl €BaKyaIiifHUX BUXOIB 0 BUXO/IB Ha 30BHI ;
» pyX JItoJiel BiJT BUXO/IB 13 OYyIiBJII Ta iX pO3CIFOBaHHS.
[Tpu eBakyailii OCHOBHUMH MTapaMeTpaMH, sIKi XapaKTEPU3YIOTh MIPOIIEC PyXy
JIIOJIEH € :
1) MUIBHICTH JIOJCHKOTO OTOKY — D, JItoa/M2;
2) MBHJIKICTH PyXY JIOACHKOTO MMOTOKY — V, M/XB;
3) mporrycKkHa CIPOMOKHICTh NUISAXY (BUXOIB) - O ;
4) IHTEHCUBHICTb PYXY JIFOJICBKOTO MOTOKY - ¢ ;

1) H{UIbHICTB JIOACHKOT0 OTOKY D, siKa CKIIagaeThes 3 N JIt0/ieH, JOPIBHIOE:

D, = N#f , M2/M? 4.1),

ne A=g-l—moma nsaxy eBaKyariifHol JiIsSHKA [M2];

[ — noBXXWHA AUISTHKY; g- IIUPUHA JIISHKY;

f— m0111a rOpU30HTAIBLHOT MTPOEKIIIT JIFOUHHU.

Axmo D < (.05 noauHa Mae MOBHY CBOOOAY MEpeCyBaHHS;

Axmo 0.05<D<(.15 nroguHa HE MOXE€ BUIBHO 3MIHIOBAaTH HAIPSMOK CBOTO
pyxy;

Axmo 0.15<D<=(.92 monu pyxaroTbcs BKyIi. Beauuuna 0.92 € BepxHbo10
MEKCI0, KOJIM JIIOJM PyXaloThCs BKYIN, Ta HEHO OOMEXKYETbCS NIIIBHICTh IPHU
MPOEKTYBAaHHI €BaKyaIllMHUX HUISAXIB.

2) llIBuakicTh pyxy JHOJACHKOrO MOTOKY V 3aJI€KUTh BiJ MO0 MIUIBHOCTI D Ta

BUAY HUIAXY (TOPU3OHTANBHI UM TOXHUJi). 3HadeHHs WIBUAKOCTI V , a Takox
IHTEHCUBHOCTI PYyXy JIIOJACHKOIO MOTOKY ( B 3aJi€KHOCTI BIJ HOro uiibHOCTI D

npuBeeHo B Ta0m. 4.1.
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Tabmuug 4.1 3HaueHHsS MIBUAKOCTI V 1 THTEHCUBHOCTI ¢ PYyXy JIOJCHKOTO

MOTOKY 3aJIe)KHO BiJl HOTo MIIIbHOCTI D

[ineHicTs | [opuzonTansHuii nuiax | JBepHuit Cxonu BHU3 Cxonu BBepx
MOTOKY poeM
M2/M2, Isunkicte | Iurencus- | lurencus- | [lIBunkicts | Iarencus- | IBunkicts | IuTeHCHUB-
A M/XB. HiCTB, § | HiCTB, ¢ M/XB. HiCTB, ( M/XB. HiCTB, ¢
1% M/XB. M/XB. 14 M/XB. 14 M/XB.
0,01 100 1 1 100 1 60 0,6
0,05 100 5 5 100 5 60 3
0,1 80 8 8,7 95 9,5 53 5,3
0,2 60 12 13,4 68 13,6 40 8
0,4 40 16 18,4 40 16 26 10,4
0,6 27 16,2 19 24 14,4 18 10,8
0,8 19 15,2 17,3 13 10,4 13 10,4
09wu 15 13,5 8,5 8 7,2 11 9,9
GNISIE

3) IIpomyckHa CripOMOKHICTh NUISIXY Q (M/XB 4 JIFO/1/XB)
O=D-v-6, mxs. (4.2)
4) IHTEHCUBHICTIO PYXY JIFOJICBKOT0 MOTOKY ¢ (M/XB YH JIFO/1/XB)
g=D-v (43)
[HTEHCUBHICTD PYXy HE 3aJI€KUTh BiJl IIUPUHU LIISAXY 1 SABJISAE€THCS
XapaKTePUCTUKOIO MOTOKY. [HTEHCUBHICTIO pyXY JIFOJCHKOTO IIOTOKY Ha KOKHOMY

BIJIPI3KY JTIOPIBHIOE:

_ 9191
q; S , M/XB. (4.4)
i

ne: 51, Ji-1 — HUpPHUHA PO3TIIsIardoro i-ro 1 neped HuM (1 — 1) Biapi3KiB
HUIAXY, M;

qi, q i-1 — 3HAYEHHS IHTEHCUBHOCTI pyXy MOTOKY Ha PO3IJIAIal0uOMy
1-My 1 ieped HUM (1 - 1) Bipi3Kax mUIsXy, M/XB.

SIKIT0 g MEHIIIE Y PIBHO (max, TO YaC PYXY Ha BIAPI3KY MOXKHI BU3HAYUTH 110

dbopmymi:

L, =—, 4.5)
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IIPHU IIbOMY 3HAUYCHHE (max TPEOA MPUHUIMATH PIBHUM, M/XB.:

- I TOPU30HTAIBHUX IUISIX1B 16,5
- IIs1 ABEPHUX MPOEMIB 19,6
- JUIA CXO/1B BHU3 16
- IISl CXOJIiB BBEPX 11

Po3paxynkoBuii uac eBakyamii JdroAed 13 mNpuMIIIEHHS W OyaiBmi fp
BCTAHOBJIIOETHCS IO PO3PAXyHKY Yacy pyXy JIOACHKMX IOTOKIB Bl HaWOUIbII
BiJJAJICHUX MicCllb po3TamryBaHHs. [Ipyu po3paxyHKy Bech HUISIX PyXY JIOJCHKOTO
NOTOKY HNOJUISAETHCS Ha AUISHKU (IIPOX1A, KOPUAOP, CXOAUHKOBUN Maplll, TBEPHUI
npopi3, TaMOyp) AOBKUHOIO /; 1 IIUPUHOIO g;.

[ToyaTkOBUMU AUISIHKAMH ABJISIFOTHCS MTPOXOAHU MK POOOYMMH MICISIMHU.

Po3paxyHkoBuit yac eBaxyarlii JOPiBHIOE :
1
t,=t +t,+t, +...+t =t [XB], t=", [xB].

1€ t; — Yac pyXy JI0JICBKOI0 MOTOKY Ha KOXKHIM OKpeMii JIJISHIILI.

VYMmoBa Oe3neuHoi eBakyallii XapakTepHU3YeTbCS BUPa3oM f,<= t,5, TOOTO
pPO3paxyHKOBa TPUBATICTh BUMYIIIEHOT €BaKyallli Ha pI3HOMAHITHUX JUISTHKAX MPHU
PO3PaxXyHKOBUX IIBUAKOCTSX JIIOAEH 1 pO3PaxXyHKOBIM MPOIYCKHIN CIIPOMOKHOCTI
eBaKyallliHUX JBepell TOBMHHA OyTH piBHa a00 MEHIIAa HEOOXIJHOTO Yacy
TpHUBaJoCTi eBakyarllii. HeoOxiqHuil yac eBakyarlii #,; BU3HAYAE€THCS 11O TAOJIHILIL.

BuxopucToByroun Bullle 3a3HAYCHUN OMHC, 33 BUHSITKOM TaKHUX AUISHOK 5K
JBEpHUM Tpopi3 Ta TaMOyp (He mependadeHa y OyiBii), MPOBEAEMO PO3PAXYHOK
yacy eBaKyauii JI0Aei s TPUMHATOr0 NpUMIILIEHHS.

MapmipyT eBakyaiii po30uUBaEeThCsi Ha JEB'STh eTamiB  (AuIsHOK). Jls

MPOBEJICHHSI PO3paXyHKY 3a/1aMOCs TIJIaHOM eBakyarlli Jtoae (puc. 4.1).



Pucynok 4.1 I1nan eBakyariii ntoaeit

Ilepma pinsiaka.

Yac pyxy JIIOACBKOTO OTOKY — BUXiJ Jitojen 3 kimHatu No 1:
ne /= 13 M — 1oBXXWHA JUISTHKY ; V — IBUJKICTh PyXy Ha JUISHIII.
f =0.113 M?> — cepeHs IJI0IA TOPU3OHTAIBHOI IPOEKIIiT JIFOIUHY |
N = 2 — KUIbKICTB JItoJIeH ; S= 3 M — IMpuHA JUISTHKH .

D, = 2(%) = 0.006 [M?*/M*], Tomi v; = 100 M/xB ; g;1= 1 M/xB.
t;=13/100 =0,13 xB.
Jlpyra aiisinka.

Yac pyxy JHOACHKOTO MOTOKY — BHXI1J JItoJeH 3 KiMHaTH No 2:

D :3[?'11—133j:0.01 [M%/M?], Tomi v = 100 M/xB ; g3= 1 M/xB.

t,=11/100 =0,11 xB.
nel=11wm; f=0.113M* N=3;5=3 m.
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Tperss minsinka.

Yac pyxy JIOACHKOT0 MOTOKY — BUX1J Jitojen 3 KiMHatu Ne 3:

D :l(%ljj =0.003 [M*/M*], Tozi v> = 100 M/xB; g>= 1 M/XB.

t=12/100 =0,12 xB.
nel=12wm; f=0.113 M*, N=1; S=3 m.

YerBepra AUIAHKA.

Yac pyxy JIOACHKOT0 MOTOKY — BUX1J Jitojen 3 KiMHatu Ne 4:

D :2(%133):0.01 [M*/M?], Tomi v4= 100 m/xB; g4= 1 M/xB.

t=5/100 =0,05 xB.
nel=5wm; f=0.113 Mm% N=2;S=3 m.

IPara pijasHka.

Yac pyxy JIOACHKOI0 MOTOKY — BUXI1A Jitojen 3 KiIMHatu Ne 5:

D = 2[%133) =0.007 [M?*/M?*], Tomi vs= 100 M/xB ; g5= 1 M/xB.

t=12/100 =0,12 xB.
nel=12wm; f=0.113 M*, N=2; S=3m.

HlocTa pinsgHkKa.

Yac pyxy JHOACHKOr0 MOTOKY — BUXI1J Jitojen 3 KiMHatu Ne 6:

D =2(%133j=0.007 [M%/M?], Tomi vs= 100 M/xB; g6= 1 M/xB.

t=12/100 =0,12 xB.
nel=12wm; f=0.113 Mm% N=2;5=3wm.

Cboma JaijisiHKA.

Yac pyxy JIOACHKOT0 MOTOKY — BUX1A Jitoje 3 KiMHaTtu Ne 7:

D :2[%23):0.008 [M%*/M?], Tomi v;= 100 m/xB; 7= 1 M/88B..

T =9/100 =0,09 xB.
Hel=9m; f=0.113m% N=2;S=3m.
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BocbMma ginsgHka.

Yac pyxy JIOACHKOT0 MOTOKY — BUX1J Jitoje 3 KiMHatu Ne §:

D = 2(%} =0.02 [M*/M?*], Tomi vs= 100 m/xB; gs= 1 M/xB.

t=3/100 =0,03 xB.
nel=3wm; f=0.113M* N=2;S=3 m.
JleB’siTa AiistHKA.

Yac pyxy JIOACHKOT0 MOTOKY — BUX1J Jitojen 3 KiMHatu Ne 9:

D =7(%j=0.03 [M?*/M?], Tomi vo= 100 M/xB; go= 1 M/XB.

t=9/100 =0,09 xB.
nel=9wm; f=0.113m% N=7; S=3m.
JlecaTa gijisiHka.

Yac pyxy JIOACBKOTO NOTOKY — BUXiJ Jtojiei 3 KiMHaTu Ne 10:

D =11(%j=0.08 [M%/M?], Tomi vio= 100 M/xB; g10= 1 M/89B..

T=5/100 =0,05 xB.
Hel=5wm; f=0.113m>; N=11;5=3 m.
OnuHanusaTra JiJIsHKA.

Yac pyxy JIIOACBKOTO MOTOKY — BHXIJI Jtojiei 3 kimHaTH Ne 11:

D = 13(%) =0.1632 [M*/M?*], Tomi v;;= 60 M/xB; g11= 12 M/XB.

t =3/60 =0,05 xB.
nel=3wm; f=0.113m>; N=13; S=3 m.
3aranpHul Yac eBakyarii : t = ¢1 + 2 +...+ tis = 1,01 [xB].
tws = 2,5 XBUIUH 111 oiHONIOBepxoBoro oyaunky (3 CHull 2.01.02-85, ta6:m. 12)
t=1,01 <tu6=2,5 XxB, TOOTO BUMOTH TIOKEKHOI O€3MEKN BUKOHYIOTHCS.
B 3B’s3Ky 3 MOXJIMBICTIO BHHHKHEHHS TOXEXI Ha Teputopii OymiBmi
BHACIIJIOK HECHpPaBHOI pPOOOTHM KOMIT'IOTEPHpPi TEXHIKM, fKa MIAKIOYeHa [0

SJIEKTPOMEPEXKI, 51 BUPIIIUB BUOPATH BYTJIEKUCIOTHI BorHeracHUKY mojeni OY-8 ta
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nopoikoBi — Mozeai OII-8b. Po3amicTuTu iX HEOOXITHO HA TMOXKEKHUX IIUTAX B
BECTHOOJI1 Ta 017151 TTOKEKHOTO, TI0 OJTHOMY €K3EMILIAPY KOXKHOTO THITY.

3a nonomororo Borueracuuka QY-8 MokHa racCUTH pi3HI pEYOBUHU, KPIM THX,
K1 MOXYTh TOPITH 0e3 JocTymy MoBiTps. Takoxk iM MOXHA TYIIMTH TOXEXY B
npuctposx mig Hampyrooo g0 1000V, mpu  yMoBI HPUOMMKEHHA IO
CTPYMONPOBITHUX YaCTHH HE OJFKUE OJTHOTO METPY.

MexaH13M NpUNMHEHHS TOPIHHS 32 JOTIOMOT 00 BUKOPUCTAHHS BYTJIEKHCIIOTO
ragy 0a3yeTbcsi Ha WOro BIACTHUBOCTAX ULUIIXOM PO30aBICHHS 3HUXKYBAaTH
KOHIIEHTPAII0 pearyrouux pEeYOBUH JI0 PIBHS, MPHU SKOMY TOPIHHS CTAaHOBHUTHCS
HEMOKJIUBHUM.

3a pgomomoror BorHeracHuka OII-8b MoxHa TymmTH nDanarode
eJIeKTpooOIaqHanHs i Harpyroto g0 1000V, merxkozaiMucTi pilMHHU, TIIIOY1
Marepiaiid (HaBITh TI IO TOPATh O€3 JOCTymy TMOBITPs) Mpaili B poOoUOMy

NPUMILIEHHI.

4.2 EproHomMiyHi BUMOrH 10 Oprasizamii i 00J1a1HaHHA po00OYHUX Miclb 3

KOMII OTEPHOI0 TEXHIKOK0

Omnepatop 00poOku iHOpMAaIli TpU BUKOHAHHI CBOEI poOOTH Maixe
BeChb poOOYMII Yac 3HAXOJUTHCA B CHUISYOMY TOJIOKEHHI 32 pOOOYMM CTOJIOM,
Ha SKOMY po3TalioBaHe Horo poboue oOnagHanHsg. Jlis 3anoOiraHHs
BUHUKHCHHS, IIOB SI3aHUX 3 TaKUM BHJOM poOIT, XBOpoO (CKaio3, XBOpoOHu
ouell Ta iH.), a TaKOX IS YCYHEHHsI 3arajJbHOTO IUCKOMQOPTY, 3MCHIICHHS
BTOMJIIOBAHOCTI TIpalliBHUKA, TIJBUIICHHIO HOTO MPOJYKTHUBHOCTI HEOOXLIHO
MPaBUJILHO OpraHizyBaTH pobOodYe MicIie.

Opranizariiiss poboyoro Mmicisl nependayae:

- TpaBWIbHE PO3MIMIEHHS po0OOYOro MiClsg y BUPOOHUUOMY

MPUMIIICHHI;
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- BUOIp €pProHOMIYHOrO OOTPYHTOBAHOTO POOOYOTO  IMOJIOXKECHHS,
BUPOOHMYMX MEOJIIB 3 YypaxyBaHHSIM aHTPOIOMETPUYHHUX XapaKTEPUCTUK
JIOTUHU;

- palioHaJpHy KOMITAHOBKY OOJIaJHaHHS Ha POOOUYHX MICIISIX;

- ypaxyBaHHS XapakTepy Ta OCOOJMBOCTEH TPYyJIOBOi AiSUIBHOCTI;

- JHAOIT 0.00-1.31-99, 'OCT 12.2.032-78, HCanIIIH 3.3.2.007-98
periaMeHTye Takli BUMOTH JIO0 Opradizamii pobouoro micis kopuctyBada BJIT
(Bi3yanpHUH AUCTUICHHUN TEPMiHAN):

1) KoHcTpyKiis poOOYOro CTONy Ma€ BIAMNOBIIATA CY4aCHUM BUMOTAM
EproHOMIKM 1 3a0e3leuyBaTH ONTHMAJIbHE PO3MIIICHHS Ha PoOOoUiil MOBEpXHI
BUKOPUCTOBYBAaHOTO  OOJIaJlHaHHA  (AWCIUIes,  KiIaBlaTypu, TpUHTEpa) 1
JOKyMEHTIB. PexomeHm0BaH1 po3Mmipu CTONy: BUcOTa — 725 MM, mupuHa — 600-
1400 mM, tnubuna — 80-1000 mM. PoOoumii CTIT MOBMHEH MAaTH TMPOCTIP IS
HII BUCOTOIO He MeHuie HiX 450 MM, Ha pIBHI BUTATHYTOI HOTH HE MEHIIE
650 MM.

PoGoue micue Mae Oytu oOnanmHaHE MIACTABKOIO ISl HIT IIMPUHOKO HE
Mmenme HiDK 300 mMm, TiamOmHo0 He MeHme HDK 400 MM, 3 MOXKIJIHMBICTIO
pEryJIOBaHHS TO BHUCOTI B Mexax 150 MM Ta KyTa HaxXwily OIMOPHOi MOBEpPXHI
— B Mexax 20°. IligmcraBka moBuHa MaTu puU@IIEHY MOBEPXHIO 1 OOPTHK MO
NnepeIHbOMY Kparo 3aBBUIIKH 10 mMm.

2) PoGoumit crinenps kopuctyBada BJIT moBuHEH MaTH Taki OCHOBHI
€JIEMEHTHU: CUJIIHHS, CIIMHKY Ta CTalioHapHi a00 3HIMHI MiAJIOKITHUKU. PoOouuit
CTUICIlb Ma€ OyTH MiTHOMHO — MOBOPOTHUM, pPEryjJhOBaHMM 3a BHUCOTOIO, 3a
KYyTOM HaxXwjly CHJIHHS Ta COUMHKK 1 3a BUICTaHHIO BIJl COUHKH O
MoTepeTHHOTO Kpato cuaiHHA. [loBepxHs cuIiHHA Mae OyTH TJIOCKOIO, MepeaHii
Kpail 3a0KPYTJICHUM.

Bucora moBepxHi cuiinHga Mae perymoBatucs B Mexax 400...500 mwm,
a mupuHa 1 rmOuHa cTraHoBUTH He MeHiue HiK 400 mm. KyT Haxwiny cumiHHS

— 10 15° Bnepen 1 no 5° Hazan.
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Bucora cnunku mae cranoButu ( 300 = 20 ) MM, IHMpUHA — HE MEHIIE
HDK 380 MM, paaiyc KpMBU3HU Tropu3oHTaIbHOI mionuHu —400 mm. Kyt Haxumy
CIOMHKU Mae perymoBaruca B Mmexax 0...30° Big BepTUKAIBHOTO MOJOKEHHS.
Biacranp Biig CHOUMHKM JI0 TEPEIHBOTO Kpalw CHUIIHHS Ma€ peryJioBaTHUCS B
Mexkax 260...400 mm.

JIJist 3HWDKEHHSI CTAaTUYHOTO HABAaHTAKECHHS M S31B BEPXHIX KIHIIIBOK CIIiT
BUKOPHCTOBYBATHU CTaIllOHApHI a00 3HIMHI MIJJIOKITHUKW JIOBKMHOK HE MEHIIE
HiK 250 MM, mupuHOO He MeHme HiX 50...70 MM. 0 peryJorThCI 3a
BHCOTOIO HajJ CHAIHHAM Yy Mexax 230...260 MM 1 BIACTaHHIO MIX
MUIOKITHUKAaMH B Mexax 350...500 mm.

[loBepxHs CHAIHHSA 1 CIOHHKKA CTUIbLSA Mae€ OyTH HAalliBM SIKOIO 3
HEKOB3HUM, TMOBITPOHEIIPOHUKHEHUM TOKPUTTSIM, IO JIETKO YUCTUTHCA 1 HE
EJIEKTPU3YETHCS.

KoHctpykuis BupoOHMUMX MeOmB mins kopuctyBaua BJIT mae Oytu
Takolo, 1100 3a0e3neuyBaT HOMY HIATPUMAHHS ONTHUMAIbHOI poOOYOi MO3U 3
TaKUMH €ProOHOMIYHMMH XapaKTEpUCTHUKaMH: CTYIHI HIT — Ha MiAyIo31 abo Ha
MIJICTABINl JUIS HIT; CTErHA — B TOPU30HTAJIBHIM TUIONIMHI, BEPXHI YaCTHHU PYK
— BEPTUKAJIbHI; KyT JIKTBOBOTO Cyrjioda (Mix miuedem Ta mepeamiigusm) — 70 -
90°; 3am'sicTku 3irHYTI mig KyToM He Ouibiie 20° BIIHOCHO TOPU30HTAIBHOT
TUIONIMHY, HAXWUJ TOJIOBH BIepes B Mexax 15-20° mo BepTukai.

3) Jlucniedt mae po3TallyBaTUCS Ha CTOJII Ha BIACTaHI Bia o4el
kopuctyBaua He Oinpme 700 MM (onTuanbHa Biactanb 450 — 500 mwm).
Po3ranryBaHHsl ekpaHy Mae 3a0e3ledyBaTd 3pY4YHICTh 30pPOBOT0O CHOCTEPEKEHHS
y BEpTUKaJIbHIA TUIOmMHI Tig KyToM + 30° 10 HOpManbHOI JiHIT MHOTJSAY
npanpvoro. B ropu3oHTanbHIM IUIOMIMHI KYT CIHOCTEPEKEHHS €KpaHy He
MOBUHEH mnepeBuuryBatu 60°.

4) KnaBiarypy chiiji po3TallyBaTh Ha IMOBEPXHI CTOJIY Ha BIACTaHI
100...300 MM BiZ Kpaw, 3BEPHYTOrOo JIO0 TMPAIIOIYoro. Y  KOHCTPYKIIi
KJIaBlaTypu Mae€ Mepe0ayuTHCs] ONOPHUN MPUCTPIN, SIKMW J1a€ 3MOTY 3UIHIOBATH

KyT Haxujly MOBEpXHI KiaBiaTypu y mexax 5...10°. Bucora cepeanboro psiaka
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kinapim mae He mnepeBunryBatd 30 mMM. IloBepxHs knaBiatypu Mae OyTH
MaToBOKO 3 KoedirienToM BinoutTa 0,4.

5) JoKyMeHT mii BBOJAY JMJAaHMX pPO3TAIOBYETHCS HaA  BIJICTaHI
450...500 MM BIig oOuel TpalliBHUKA, IEPEBAXHO 3/1iBa, KYT MIK €KpaHOM
JUCIUIes Ta JOKYMEHTOM B TOPH3OHTaNbHIN miomuHi Mae Oytu 30 - 40°.

6) PosmimenHss mnpuHTepa ab0 I1HIIOIO TMPUCTPOIO BBEICHHS —
BUBeJeHHS 1HopmMallli Ha pobouoMy Micli Mae 3abesreuyBaTd J100py
BuauMicTh ekpana BJIT, 3pyuHicTh py4HOTO KepyBaHHS MHPUCTPOEM BBEICHHS
— BUBeJIeHHA 1H¢opMalli B 30HI AOCHKHOCTI: 1mo Bucotri 900 — 1300 MM, 1o
rimbuai 400 — 500 mM. [lig npunTepw ymapHoi nii MOTPiOHO MiAKIAAATH
BIOpamiiiHl KWJIMMKH ISl TaclHHA BiOpauli Ta mymy.

Ha puc. 4.2 300paxkerno Bug pobouoro micist 3 BJT:

A-nipuHTED.

B-moniTop.

C-cuctemHuMit OJIOK.

D-knagiarypa.

E-nanka st TOKyMeHTIB.
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Pucynok 4.2 Bua po6odoro miciig 3 BT



95

BUCHOBKHA

VY 0OakanaBpckiii poOOTI PO3TIASHYTO NPOTOKOIM 1 METOAW peajizailii
BipTyanbHUX Mepex. Jlocmimxenns modyaosu ta Bukopuctanus Open VPN Bkaszye
Ha OCHOBHI NMOHATTA 1 ¢yHKuIi Mepexi VPN. KnacudikyBatu VPN MoxHa Tprma
criocobamu.

[Ipu anamizi mportokosiB VPN mepex poOUThCS akKIEHT Ha €TaJOHHIN
OararopiBHeBiii Mozeni OSI, a came Ha KaHAJILHOMY PiBHI i€ peani3yloThcs JBa
npoTtokonu 1e nporokos PPTP ta mpotokon L2TP, mepexeBuii piBeHb Ha SIKOMY
pobuthcs peamzaiis npoTokony IPsec. Ha ceanHcoBoMy piBHI B OCHOBHOMY
B1JIOYBAETHCS peatizallisi moOyJ0BH 3aXUCTY MEPEkK CEAaHCOBOTO PiBHSI.

Po3pobka 3axuineHoro poctymy Ha ocHoBi Open VPN posnodyuHaeTbes 3
aHai3y 3aropos, SKi MOXXYTh MPOBOKYBaTH 301 1H(oOpMaIiiiHii Oe3nerri, micis
4oro Mo’ke BiIOyBaTHCh MOOYJIOBA 3aXHUIIEHUX MEPEK HAa CEaHCOBOMY PiBHI Ta
pO3p0o0JIIOBATUCH peaizallisl 3aXUIEeHOro JocTymy Ha ocHoBli OpenVPN, micns
4Oro Moxe OyTH OIliHKa MPOyKTUBHOCTI M1l yac BUKopuctanHs OpenVPN.

[lepearu Open VPN B ToMy, 0 oOprasizaiis BIJJaJIEHOTO IOCTYITY
pobuthcs yepe3 [HTepHeT, 1o Habarato AEMIeBIIE 1 Kpallle, HIXK 4epe3 BUILICHI
KaHaJIH.

CrBoprorouM 3axuIlleHy Mepexy Ha ocHOBI TexHoJsorii OpenVPN,
OTPUMYEMO OJHY 3arajbHy MEpeXy Ha Kiabka 0(iciB 3 MHQpaIli€o mepeaannx
JAHUX 1 3pOCTAHHAM IIBHUJIKOCTI 32 pAaXyHOK CTUCHEHHSI Tpa(dikKy.

V 3aransHOMY BUIsiAl TexHonoriss OpenVPN noBHICTIO BUNIPABIOBYE cede.
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